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ABSTRACT

Wireless communication technologies have evolved drastically in the past decade, with
the latest evolution being the introduction of the Fifth-Generation mobile communication
systems (5G). The 5G technology introduces higher data rates, ultra-low latency, high
mobility, and expanded coverage. These features unlock enormous potential for Mobile
Broadband user experience and Internet of Things (IoT) use cases. At the core network
layer, 5G is enabled by Software Defined Networking (SDN), Network Function Virtual-
ization (NFV), and cloud-native Service-Based Architecture (SBA). While billions of IoT
devices are expected to connect to 5G, they are prone to various security weaknesses, mak-
ing them an attractive platform for attackers to exploit and launch Distributed Denial of
Service (DDoS) attacks from compromised 5G-IoT devices. Traditional DDoS mitigation
mechanisms will not withstand 5G DDoS attacks due to the massive number of devices and
dynamic nature of 5G. Signaling DDoS attacks triggered by a massive number of 5G-IoT
devices is one type of DDoS in the 5G domain; it targets overloading 5G Core Network
functions. This thesis introduces DDoS Kubernetes Scaling Solution (DKSS), a novel so-
lution that utilizes the infrastructure flexibility provided by Kubernetes and Amazon Web
Services (AWS) scaling in a 5G microservices architecture. The solution was demonstrated
to be successful in mitigating the signaling DDoS targeting 5G Core functions with no time
overhead between attack start and mitigation. In addition, the solution is highly applica-
ble to real-world networks, as it utilizes Kubernetes built-in features and works within the
boundaries of the 3rd Generation Partnership Project (3GPP) and microservices standard

architectures.



Contents

1 Introduction

1.1 Overview . .

.........................

.........................

.........................

.........................

.........................

.........................

.........................

1.1.1  Evolutionto 5GNetwork . . . . .. .. ... .. .

1.2 ResearchProblem . .. ........... . ... . .
1.3 Research Objectives . . . .. ......... ... .
14 Contribution to the Field . . . ... .. ... ... .

1.5 Thesis Outline

2 Literature Review

2.1 Theoretical Framework . . . .. .. ... . ... . . .

2.2 Related Work

.........................



23 Summary . . ... ... 16

3 Mitigation of Signaling DDoS in 5GC - An Innovative Approach

(DKSS) 19

3.1 Introduction . . ... ........ .. ... ... ... . 19

3.2 Containerizationin5G . . ... ... .. ... ... ... . 20

33 5GSignaling . ........ .. .. .. .. .. .. ..., 22

34 DDoS Attack Model . . ... .... ... ........ . 24

3.5 DKSS System Architecture . . . . .. ... .. ... ..., 25

3.5.1 Infrastructurelayer . . . .. ... .. ... ..... 25

3.5.2  Application layer: 5G Core and RAN . . ... ... 27

3.5.3 Mitigation mechanism . ... ............ 28

354 Summary . ... ... 29

4 Experimental Evaluation and Discussion 30

4.1 ExperimentFlow . ... .. ... .. ... ..., .. ... 30

4.2 Experimental Scenarios and Results . . . . ... ... ... 32

4.2.1 Unprotected Scenario . . . . . ... ......... 32

422 DKSS Protected Scenario . . .. .. ........ 33

4.3 Experimental Evaluation and Discussion . . . . . ... ... 34

4.4 Limitations . .. .. .. ... ... ... ... ... ..., 38

5 Conclusion and Future Work 39

50 Summary ... ... ... 39

5.2 Recommendations and Future Work . . . ... ... .. .. 40

References 41
Abstract (in Arabic) . . . .. ... ...



List of Figures

1.1
1.2

2.1
2.2
2.3

3.1
3.2

3.3
34

4.1
4.2
4.3

DDoS Cognitive protection solution architecture . . . . . .
Dynamic Scaling of IPS VNFs Using MANO . . . .. ...
REPEL Architecture . . . . .. ... .. ... ... . .. .

AMF . .
DKSS architectural components . . . .. .. ... ... ..
DKSS infrastructure and application layers . . .. ... . .

DKSS Operation . . ... ............ .. .. ..

AMF memory utilization in the unprotected test scenario.

AMF memory utilization in the protected test scenario. . . .



List of Tables

2.1

4.1

4.2

4.3

Comparison of related work . . . . . ... ... ... ... 18

Experiment summary and parameters for the unprotected

SCENATIO . . . . v v o e e e 32



ACKNOWLEDGMENTS

First and foremost, I would like to praise and thank Allah, the Almi ghty, for
granting me countless blessings among which I count the pursuit of knowl-

edge and the and opportunity to accomplish this thesis.

I would like to express my sincere gratitude to my supervisor Dr. Reham

Almesaeed for her kind support and guidance while writing this thesis.

To my beloved family for their endless support and encouragement.

To my friends and colleagues for their support throughout this journey.



PUBLICATIONS

The following paper was written during working on the thesis, and sub-
mitted to Mobile Networks and Applications Journal (Springer):

Abdulrahman Khaled, Reham Almesaeed, Abdulla Alasaadi, and Agron

Demiraj. Dynamic Resource Scaling for Signaling DDoS Attack Mitigation
in 5G Networks. Mobile Netw Appl (2022).



2G

3G

3GPP

4G

5G

5G-AN

5GC

5G-SA

AE

AKS

AMF

AUSF

AWS

AZ

BSF

CAPEX

CLI

CPU

LIST OF ABBREVIATIONS

Second-generation of mobile telecommunications technology
Third-generation of mobile telecommunications technology
3rd Generation Partnership Project (3GPP)
Fourth-Generation mobile communication systems
Fifth-Generation mobile communication systems

5G Access Network

5G Core

5G Standalone

Action Enforcer

Azure Kubernetes Service

Access and Mobility Management Function

Authentication Server Function

Amazon Web Services

Availability Zone

Binding Support Function

Capital expenditures

Command Line Interface

Central Processing Unit



DDoS
DKSS
DM
DNS
EC2
EKS
eMBB
eNodeB
EPC
ETSI
FCA
GCC
GKE
gNB
GRE
GTP
GUI
HSS

HTTP

Distributed Denial of Service

DDoS Kubernetes Scaling Solution
Decision Maker

Domain Name System

Amazon Elastic Compute Cloud
Amazon Elastic Kubernetes Services
Enhanced Mobile Broadband
Evolved Node B

Evolved Packet Core

European Telecommunications Standards Institute
Flow Control Agent

Gulf Cooperation Council

Google Kubernetes Engine

Next Generation NodeB

Generic Routing Encapsulation
GPRS Tunnel Protocol

Graphical user interface

Home Subscriber Sub-system

Hypertext Transfer Protocol



IDE integrated development environment
IDS Intrusion detection systems
IIoT Industrial Internet of Things

IMS IP Multimedia Subsystem

IoT Internet of Things

IP Internet Protocol

IPS intrusion prevention systems
IT Information Technology
K8s Kubernetes

LTE Long Term Evolution

MANO Management and Orchestration

ML Machine-Learning

MME Mobility Management Entity

mMTC  Massive Machine Type Communications

NAS Non-Access Stratum

NAS-MM NAS Mobility Management functionality
NFV Network Function Virtualization

NFVI Network Functions Virtualization Infrastructure

NG-AP NG Application Protocol



NR New Radio

NRF Network Repository Function
NSA Non-Standalone

NSSF Network Slice Selection Function
OPEX  Operating Expenses

OS Operating System

PCF Policy Control Function
PDN-GW Packet Data Network Gateway
PGW PDN gateway

RAM Random Access Memory

RAN Radio Access Network

RRC Radio Resource Control

SA Standalone

SBA Service-Based Architecture
SCTP Stream Control Transmission Protocol
SDN Software Defined Networking
SGW Serving Gateway

SLA Service-Level Agreement

SMA Security Monitoring Agent



SMF Session Management Function

TCP Transmission Control Protocol

UDM Unified Data Management

UDP User Datagram Protocol

UDR Unified Data Repository

UE User Equipment

UPF User Plane Function

URLLC Ultra-Reliable Low Latency Communication
vEPC Virtual Evolved Packet Core

vHSS Virtual Home Subscriber Sub-system

VIM Virtualized Infrastructure Manager

VM Virtual Machine

VMME  Virtual Mobility Management Entity

VNF Virtual Network Function

VSGW  Virtual Serving Gateway

VSPGW  Virtual Serving Packet Data Network Gateway

VXLAN Virtual Extensible Local Area Network



Chapter 1

Introduction

This chapter provides a background about the evolution of the telecom
technology towards the 5G network, then introduces the main concepts of
the 5G Core network, followed by a discussion of DDoS attacks in the con-
text of the 5G domain, followed by introducing the research problem, ob-

jectives and contribution.

1.1 Overview

1.1.1 Evolution to 5G Network

Over the past decade, wireless communication technologies have evolved
drastically, including Wi-Fi, Long Term Evolution (LTE), and recently the
Fifth-Generation mobile communication systems (5G). The evolution to
5G aims to serve the following use cases: Enhanced Mobile Broadband
(eMBB); providing a higher peak data rate reaching 10 Gbps, Massive Ma-
chine Type Communications (mMTC), Ultra-Reliable Low Latency Com-
munication (URLLC), and high mobility (500 km/h). These features unlock
a vast potential to IoT use cases, including machine-to-machine communi-
cation, mission-critical IoT applications, and Industrial Internet of Things
(HoT) (Ghorbani, Mohammadzadeh, & Ahmadzadegan, 2020; Wazid, Das,
Shetty, Gope, & Rodrigues, 2021; De Souza Neto, Amatucci, Nassif, &



Marques Farias, 2021).

IoT and 5G are vital enablers connecting all parts of peoples’ lives and
activities, including transport, well-being, healthcare, smart homes, and in-
dustry. The total 5G subscriptions globally reached 620 million in 2021 and
are expected to reach 4.4 billion by 2027. On a regional level, 5G adop-
tion in the Gulf Cooperation Council (GCC) is forecasted to grow from 9%
of the overall Mobile technologies in 2021 to 80% by 2027. With an ex-
pected 65 million subscriptions, the regional adoption rate would rank third
globally, behind only North America (90%) and Western Europe (82%). 5G
has been the fastest growing mobile technology and is expected to cover
three-quarters of the world’s population by 2027 (Ericsson Mobility Report-
June 2022, 2022). This drastic increase in the number of connected devices
will also expand the landscape of security risks, and vulnerabilities in the
5G-IoT domain (Ghorbani et al., 2020).

1.1.2 5G Core Network

The 5G Core (5GC) is at the heart of the 5G technology. Telecom Service
Providers must embark on a journey to transform from LTE Evolved Packet
Core (EPC) to 5GC. This transformation includes multiple steps; 1- Virtual-
izing Packet Core, IP Multimedia Subsystem (IMS), and subscription man-
agement network functions, 2- Decoupling of user plane and control plane
functions, 3- Network slicing, 4- Edge cloud computing, and 5- Synergizing
user plane function for mobile and fixed networks (Ericsson: Building a new
world - A guide to evolving from EPC to 5G Core, 2020). In the 5GC, two
primary technology enablers allow flexibility and simplicity. First, Software
Defined Networking (SDN) is used to decouple the user plane and control
plane and allow centralized management and programmability of network
resources through SDN Controller. Second, Network Function Virtualiza-

tion (NFV) abstracts the legacy purpose-built network hardware functions
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used in the Second-generation of mobile telecommunications technology
(2G), the Third-generation of mobile telecommunications technology (3G),
and the Fourth-generation of mobile telecommunications technology (4G)
into Virtual Network Functions (VNFs). In principle, VNFs are meant to
be hardware agnostic. They can be hosted on any underlying hypervisor
and hardware, enabling fast and dynamic deployment, less complex hard-
ware lifecycle management and reduced cost (Forland, Kralevska, Garau, &
Gligoroski, 2019). Refer to NFV Architecture in Figure 1.1 (ETSI - Stan-
dards for NFV - Network Functions Virtualisation | NFV Solutions, 2019).

OSS/BSS — NFV
Orchestrator
VNF
Manager
Service, VNF
Infrastructure
Description
Virtualised
i | Infrastructure
Manger
(VM)
NFV M and Orch

Figure 1.1: ETSI NFV Architecture

In addition to the European Telecommunications Standards Institute (ETSI),
the development of the 5G Telco Cloud architecture is driven by telco,
cloud, and network vendors like Samsung, Huawei, Cisco, Ericsson, Nokia,
VMware, and Juniper (Gebremariam et al., 2021).

Furthermore, the Telco Cloud architecture is evolving towards cloud-
native architecture by adding a layer of containerization using open-source

technologies like Docker and Kubernetes (Gebremariam et al., 2021), aim-
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ing to improve the agility and flexibility of the 5G network to meet vari-
ous 5G use cases (Huawei: Next-Generation Telco Cloud Based on Cloud
Native, 2020). The cloud-native 5G core is achieved by adopting microser-
vices Service-Based Architecture (SBA), first introduced in 3GPP Release
15 (Huawei: Next-Generation Telco Cloud Based on Cloud Native, 2020).
In SBA, the Network Functions have been defined as independent container-
ized network services, and the inter-function communication has been sim-
plified over Hypertext Transfer Protocol (HTTP) protocol (Matefi & Stief,
2022). In SBA, 5G core functions can provide and request services from
any other function in a flexible and modular architecture that allows faster
development and more agility. Previous mobile technologies lacked this
flexibility as telco-specific protocols were used in a static architecture for
inter-node communications.

5GC has broadly two deployment options (Ericsson: Building a new
world - A guide to evolving from EPC to 5G Core, 2020):

1. Non-Standalone (NSA): A hybrid core based on the New Radio (NR)
Non-Standalone that serves both 4G and 5G and enables mobility and

interworking between the two networks.

2. Standalone (SA) exclusively consists of 5G core functions, and is pur-
posed for new 5G use cases, including IoT, served through the first

generation of 5G New Radio.

In this thesis, 5G-SA architecture was adopted because the proposed
DDoS Kubernetes Scaling Solution (DKSS) aims to protect 5GC from sig-
naling DDoS attacks initiated by IoT devices, which will be a dominant use
case in 5G-SA.

As illustrated in Figure 1.2, the 5G-SA core demarcates the user plane
from the control plane. Users’ payload is sent and received on the user plane

layer through the User Plane Function (UPF), which is the gateway towards
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Figure 1.2: 5G Standalone Architecture

external networks, whether the internet or private clouds. The 5G New Ra-
dio (NR) SA communicates with UPF using the N3 3GPP interface. More-
over, on the Control plane layer, the radio has another signaling interface
(N2) towards the Access and Mobility Management Function (AMF), the
gateway for control plane communication between the Radio Access Net-
work (RAN) and other 5GC functions. AMF is mainly responsible for the
access and mobility of User Equipment (UEs). The Session Management
Function (SMF) is responsible for session management and Internet Proto-
col (IP) address allocation. The Policy Control Function (PCF) manages the
rules enforced on users based on subscriptions and profiles. The scaling of
the policy and charging nodes is facilitated by the Binding Support Func-
tion (BSF). The Network Slice Selection Function (NSSF) supports select-
ing the appropriate network slice for UEs. The Network Repository Func-
tion (NRF) maintains the discovery, registration, and health status of SGC
Network Functions. The Management of 5G subscription, authentication,
and authorization is handled by the Unified Data Management (UDM) and
the Authentication Server Function (AUSF). On the Data Layer, the Unified



Data Repository (UDR) collects and stores user data from other functions
like UDM and PCF. This data includes subscription, application, policy, and
structured data (3GPP-R17 5G Architecture, 2022).

1.1.3 DDoS in the 5G-IoT Domain

IoT devices are generally prone to design, firmware, and hardware weak-
nesses. Common security issues in IoT devices include weak passwords,
improper or no encryption, non-standard operating systems, and the lack
of security support and patches (Ghorbani et al., 2020). These weaknesses
make IoT an attractive platform for attackers to exploit through existing vul-
nerabilities and to launch DDoS attacks from a massive number of 5G-IoT
devices targeting other 5G connected devices, 5G infrastructure, and other
resources on the internet (Ghorbani et al., 2020; Gurusamy, Deva Priya,
Yibgeta, & Bekalu, 2019).

In traditional DDoS mitigation solutions, security appliances like Fire-
walls, Intrusion detection systems (IDS), and intrusion prevention systems
(IPS) are positioned in optimum locations in the network to mitigate the at-
tacks, which provides adequate mitigation in traditional networks. However,
with the evolution to 5G and IoT, these static DDoS mitigation mechanisms
will not withstand 5G DDoS attacks due to the massive number of devices
and dynamic nature of 5G and IoT environments (Sotelo Monge et al., 2018;
Ahmad et al., 2019).

One of the DDoS attack types in 5G is the Signaling DDoS attack, which
targets to consume the resources of the control plane elements in a 5G net-
work. The risk of signaling storms will rise drastically in the 5G network
due to the massive number of connected devices. 5G UEs use the Non-
Access Stratum (NAS) protocol to perform intensive control plane signaling
procedures like authentication, attach, detach, bearer activation, and loca-

tion update. One of the core nodes involved in these signaling procedures is
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the AMEF, the successor of the Mobility Management Entity (MME) in LTE.
The 5GC must be highly resilient to be protected from signaling attacks
(Ahmad et al., 2019).

1.2 Research Problem

The problem of signaling DDoS attacks in the 5G domain will continue
to pose a significant risk to the availability of 5G services. Its impact can
extend to critical IoT services such as self-driving cars, health care appli-
cations, industrial use cases, and other mission-critical applications. This
thesis aims to introduce a mitigation mechanism to absorb the DDoS at-
tack rather than block it, utilizing the flexibility provided by Kubernetes in

a cloud-native 5GC architecture.

1.3 Research Objectives

1. Implement a cloud-native containerized 5G Core network on a public

cloud.

2. Deploy scaling parameters in Kubernetes for memory resources to ab-

sorb the load on core functions triggered by a signaling DDoS attack.

1.4 Contribution to the Field

The thesis’s contribution is to introduce a novel solution (DKSS) to miti-
gating signaling DDoS attacks in the 5G-SA networks. To the best of the
author’s knowledge, this is the first work that has tested this type of attack
on 5G stand-alone functions like AMF. Furthermore, DKSS provides two

levels of scaling to absorb the signaling DDoS attack, first, vertical scaling



of Kubernetes containers, and second, horizontal scaling of the underlying
AWS resources. The experimental findings demonstrated successful mit-
igation of the signaling DDoS targeting 5G AMF function with no time
overhead between attack start and mitigation. Moreover, DKSS is highly
applicable to production networks, as it utilizes Kubernetes built-in features
and works within the boundaries of the 5G 3GPP and microservices stan-

dard architectures.

1.5 Thesis Outline

This thesis is structured as follows. Chapter 2 presents the literature review
of DDoS in the 5G domain; chapter 3 presents a novel solution to mitigat-
ing signaling DDoS attacks in cloud-native 5GC; chapter 4 illustrates the
experimental evaluation and discussion; Chapter 5 concludes the thesis and

presents the future work.



Chapter 2

Literature Review

This chapter outlines the theoretical framework of the literature review.

Then surveys the related work in the literature, followed by a summary.

2.1 Theoretical Framework

Mitigation of DDoS attacks in the 5G domain has recently drawn increased
attention from researchers; this is due to the risks introduced in 5@, includ-
ing 5G-IoT vulnerabilities, the vast number of devices forecasted on 5G,
and the new layers of virtualization and software components. Researchers
have tried to address different types of DDoS attacks using various features
of SDN and NFV. Nonetheless, the research in this domain is challenged by
the lack of open-source tools and by the nature of 5G virtualized core net-
works, which are still evolving and have not yet matured in comparison to
4G. This research area still offers significant opportunities for contribution,

especially in relation to protecting against control plane signaling DDoS
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attacks, a topic which has limited contributions so far.

2.2 Related Work

This section reviews recent papers in the domain of 5G DDoS mitigation,
which addressed this security risk from the virtualized core network per-
spective.

(Serrano Mamolar et al., 2019) proposed a solution to protect against
DDoS in a 5G multi-tenant environment. They proposed a novel autonomic
countermeasure with no human intervention. One of the differentiators of
this solution is that it is based on a cognitive approach that decides the opti-
mum locations in the network to mitigate an attack within a 5G traffic flow.
The solution extends IDS capabilities to analyze 5G double encapsulated
traffic. In 5G flow, traffic gets first encapsulated using Virtual Extensible
Local Area Network (VXLAN) to achieve separation of 5G tenants, then
gets encapsulated again using GPRS Tunnel Protocol (GTP) to enable mo-
bility of devices. The suggested design provides a decentralized cognitive
approach for DDoS mitigation control, where the DDoS detection happens
in the core network, while the mitigation is applied in different locations
in 5G core and edge segments based on the analysis of each attack. These
decisions are made on flow, user, and tenant levels. The solution comprises
of the following components: Security Monitoring Agent (SMA), Decision
Maker (DM), Action Enforcer (AE), and multiple 5G Flow Control Agents
(FCAs) distributed across the network. The simulated attack was generated
from multiple 5G devices belonging to different 5G tenants. The attack traf-
fic passes through the edge nodes, then through the Virtual Serving Gateway
(vSGW) in 5G Core, reaching the targeted victim on the internet. Each el-
ement in the edge and core has an associated FCA virtual machine (VM)

used to mitigate the attack. To detect the attacks, traffic gets mirrored from
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the core switch that hosts the vSGW to the Security Service machine, which
comprises Snort and SMA. Once Snort detects an attack using signature-
based detection, it alerts SMA. SMA refines the alert with 5G tenant meta-
data and sends the information to the Decision Maker (DM). The DM then
analyzes the information based on multiple factors, including the type of
attack, frequency of alerts, and other rules. It then it decides whether to
forward or drop the traffic and where precisely in the network to implement
the action. The Action Enforcer (AE) defines the action plan and instructs
the respective distributed FCAs to take action accordingly. See Figure 2.1.
This solution was tested against a User Datagram Protocol (UDP) flood at-

P
0 =750

=

Security Service
(CORE)

&1

Figure 2.1: DDoS Cognitive protection solution architecture

tack, where 256 bots generated a total of 100 Mbps double encapsulated 5G
traffic. The result was the effective mitigation of the attack. The authors em-
phasized that the solution can be generalized to protect against other types
of DDoS by implementing suitable IDS within the solution to detect other
attacks (Serrano Mamolar et al., 2019).

(Koksal, Dalveren, Maiga, & Kara, 2021) Proposed an approach to mit-
igating Domain Name System (DNS) flood attacks within the 5G NEV net-
work by exploiting the advantage of the Network Functions Virtualization

11



Infrastructure (NFVI) by scaling out IPS VMs based on the analysis of their
resources. The design utilizes Management and Orchestration (MANO) ca-
pabilities to scale Virtualized Network Function (VNFs) resources dynam-
ically within the 5G core. The architecture components are as follows: 1)
NFVI, an OpenStack platform to host the virtual functions. 2) Load bal-
ancer, used to distribute traffic among IPS VMs. 3) Multiple Intrusion Pre-
vention System (IPS) VMs used to filter out malicious DNS traffic and for-
ward only legitimate DNS traffic to the DNS server. 4) Management and or-
chestration (MANO) component, which collects performance metrics from
NFVI/Virtualized Infrastructure Manager (VIM), including disk, memory,
Central Processing Unit (CPU) utilization, and network packets. It controls
the scaling of the IPS VMs accordingly. When an attack is detected, MANO
dynamically decides to scale in/out the IPS VMs to ensure their resources
are not depleted and can function properly to protect the DNS server. See
Figure 2.2. This solution was experimented within a 5G NFV environment
and illustrated successful mitigation (Koksal et al., 2021). However, one of

IPS1
(Snort)

IPS2
! (Snort)
Balancer | \ J
DNS

! : I
. — H ’
7
) Server
v
enerater IPSn
g (Snorty

generators

Figure 2.2: Dynamic Scaling of IPS VNFs Using MANO

the limitations of this design is the dependency on one load balancer that re-

12



ceives all legitimate and malicious traffic without scaling capability, which
1s another bottleneck that is vulnerable to DDoS if not appropriately sized.
(Silva et al., 2021) Proposed a solution (REPEL) to protect 5G Core
from signaling DDoS attacks using Game theory. The attack model is based
on compromised mobile devices controlled by an attacker. The attacker ini-
tiates a DDoS attack on the 5G core control plane by instructing the mobile
devices to execute attach/detach signaling procedures with high frequency
to overload the virtual Mobility Management Entity (vMME). The authors
introduced a model based on game theory to analyze and predict the at-
tacker’s behavior. Accordingly, REPEL suggests the right time to scaling-
out VMME instances to absorb all legitimate and malicious traffic. This
approach helps to avoid outages, frustrate the attackers, and push them to
stop the attack as the desired damage is not realized. The game model is
based on two players, defender and attacker, where each one has two play-
ing strategies, the attacker can either attack or stop, and the defender can
either defend or stop. The attacker’s aim is to cause the most possible dam-
age to the network while utilizing the minimum number of bots. On the
other hand, the defender’s goal is to determine the optimum time to scale-
out vMMESs, absorb the attack, and protect the network from damage with
the minimum cost. In the proposed architecture, IDS was used to detect
DDoS attacks, then reports to REPEL, which evaluates the situation based
on the game theory model and decides whether additional vMME instances
are required. Accordingly, it instructs the orchestrator to add extra vMMESs
to the network as required. In order to provide this flexibility, the mitiga-
tion method exploits the 5G Core virtualization capabilities, where shared
infrastructure is available and can be used to host the newly created VNFs.
See Figure 2.3. REPEL was experimented with six bots generating signal-
ing attach procedure DDoS attacks on a simulation testbed. Openairinter-
face was used to simulate VEPC, including (YMMEs, vSPGW, and vHSS)

13
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Figure 2.3: REPEL Architecture

and RAN (eNodeBs and UEs). REPEL was demonstrated to be efficient
in absorbing the attack and in frustrating the adversary into stopping the
attack due to failure to impose the desired damage. However, REPEL has
the following limitations: scaling out vMME instances to absorb the attack
consumes additional resources on the cloud and will eventually reach a limit
as the available resources are finite. The authors suggested that REPEL can
protect the service availability once the attack starts and provide some time
for the security team to analyze the attack and apply other actions to stop
it (Silva et al., 2021). Another limitation that was noticed is that the solu-
tion only scales-out YMME:s to absorb the high volume of signaling traffic
while it did not consider the propelling effect on other network’s signaling
elements sitting behind VMME in the signaling flow, like vHSS.

The 5G slicing architecture introduced a new threat model. A DDoS at-
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tack on one slice, either flooding its network links, depleting its processing
capacity, or both, can impact neighboring slices that share the same physi-
cal host or network links. Sattar and Matrawi proposed a solution to protect
from DDoS attacks targeting network slices. The researchers proposed a
solution based on a mathematical model to mitigate the attacks using slice
isolation. They have experimented with multiple isolation approaches: 1)
Inter-slice isolation: The slice under attack can be shifted to another phys-
ical host to avoid impacting other slices. This approach provided the best
results for protecting other slices; however, its disadvantage is the inefficient
utilization of infrastructure resources. 2) Intra-slice isolation: The VNFs of
one slice are distributed among multiple physical hosts. This approach pro-
vided better availability since if one VNF is attacked; the network slice does
not face a complete outage. Intra-slice isolation also provided considerable
mitigation of the impact of DDoS attacks, but not to the level of Inter-slice
isolation. The testing was done by combining simulation and experiment.
The simulation was done in ns3 tool to simulate the 5G radio where 320 mo-
bile devices are connected and generate traffic. The output of this simulation
was captured and later used as an input to the experiment testbed, where six
servers were used: three servers used to allocate slices, two as DDoS gener-
ators, and one server to represent a mobile client. In order to test the impact
of the DDoS, one sample 5G application (authentication) was used between
the client and the Home Subscriber Sub-system (HSS) VNFs. Moreover, the
authentication performance was measured before and throughout the DDoS
mitigation tests. The measured metrics were available bandwidth and re-
sponse time. The authors highlighted limitations of the solution, including
the static methodology, which does not consider an efficient allocation of
resources. Furthermore, there is no current mechanism for VNF migration
between physical hosts (Sattar & Matrawy, 2019).

(Forland et al., 2019) built a 5G-like simulation model to imitate DDoS
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attacks generated by 5G devices targeting any device on the internet. The
model was built by integrating OpenFlow OMNet++, which was used to
simulate 5G SDN-Core including SDN controller and SDN switch, with
SimuLTE to simulate the Access network including UE, Evolved Node B
(eNodeB), and the Packet Data Network Gateway (PDN-GW). The model
was designed to protect specifically against Transmission Control Protocol
(TCP) SYN Flood DDoS attacks. This attack exploits a flaw in the TCP
handshake, where the receiver receives a SYN packet, sends back an ACK
packet, and keeps an open session waiting for a SYN-ACK from the sender.
This flaw leads to high utilization of server resources and is abused by at-
tackers to deplete the victim’s resources by sending a flood of TCP SYN
packets. The proposed protection method takes advantage of the SDN in
5G Core, where all traffic destined to different VNFs is passed through SDN
infrastructure, centrally monitored by the SDN controller. A simple detec-
tion method was used in this simulation to detect attacks based on the rate
of sent packets, assuming that the traffic generated by DDoS participants is
significantly higher than that of average users. The senders are identified
by source and destination IP addresses, and any flow that crosses the de-
fined threshold gets blocked accordingly at the SDN level. This controlled
POC was successful as the designed model could detect TCP SYN attacks
effectively. A disadvantage of this solution is that it is solely dependent on
source IP addresses, which can be bypassed using IP spoofing (Forland et
al., 2019).

2.3 Summary

The reviewed papers in the previous section have approached the DDoS
problem in the 5G network from different angles. In summary, they can be

categorized as follows:
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1. Cognitively block DDoS in the most optimum location in the network

using distributed agents (Serrano Mamolar et al., 2019)

2. Scale-up core network components to absorb the attack traffic and
minimize damage (Koksal et al., 2021; Silva et al., 2021)

3. Shuffle VNFs between physical hosts to contain the damage (Sattar &
Matrawy, 2019)

4. Utilize SDN as a centralized control to monitor and block the attacks
globally (Forland et al., 2019)

All surveyed approaches were built on the 5G core network capabili-
ties of network virtualization. Virtualization enables new flexible ways to
address DDoS, including resource scaling, live movement of workloads to
absorb and contain DDoS attacks and build distributed mitigation mecha-
nisms in the 5G Core and RAN. Table 2.1 summarized the surveyed related
work. Multiple papers have highlighted a common challenge: the lack of
full-fledged testbeds and simulators for 5G networks, especially with slic-
ing support. Researchers used the available open-source tools to the best
possible to satisfy their experiment or simulation objectives.

Among the surveyed papers, one addressed signaling DDoS attacks us-
ing resource scaling (Silva et al., 2021), where the attack was tested in a
4G network prototype. In the next chapter, a novel solution is introduced,
extending the same attack model and mitigation principle to the 5G-SA core

network, aiming to absorb the attack rather than block it.
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Chapter 3

Mitigation of Signaling DDoS in 5GC -
An Innovative Approach (DKSS)

This chapter first provides an introduction and context around the con-
cepts related to the proposed solution, including containerization, how it is
adopted in the 5G domain, and the concept of 5G signaling. Then the DDoS
attack model explains how 5G signaling can be exploited to attack 5G core
functions. Finally, the DKSS system architecture and mitigation mechanism

are described.

3.1 Introduction

This chapter outlines the proposed solution to protect 5G core network el-
ements from signaling DDoS attacks. Signaling attacks target overloading
5GC resources by initiating a massive number of simultaneous signaling
procedures.

The proposed solution is based on Kubernetes containerized infrastruc-
ture, where the attack is mitigated by utilizing the scaling capabilities pro-
vided by Kubernetes, orchestrating dynamic allocation of memory resources
to SGC components, ultimately absorbing the volumetric DDoS, and main-
taining the 5G service level provided to customers intact.

In a 5G-SA setup, UEs connect to the Next Generation NodeBs (gNBs),
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which interface to the 5G-SA core through the AMF for the control plane
and the UPF for the payload. The considered attack model in this paper
1s a flood of user registration requests targeting to overwhelm the stateful
AMF function resources, specifically the Random Access Memory (RAM)
resources, to the point where it will crash and lose all connection towards

RAN and Core. This can lead to severe network outages.

3.2 Containerization in 5G

Containerization technology started in the Information Technology (IT) do-
main and revolutionized how applications are developed and managed (Shah
& Dubaria, 2019). Containerization is considered a lighter model of virtu-
alization, where instead of virtualizing the hardware resources, it abstracts
the Operating System layer. The containerization architecture is based on
the microservices concept, where applications are designed as a group of
independent building blocks, i.e., containers. Each container runs a specific
functionality and provides its services to other containers. This modular
architecture simplifies application development and provides resilience and
scalability, as each service can be scaled out by adding more instances of
the same container. Moreover, each container packages its application run-
time environment and dependencies within itself, which makes them highly
portable and able to run on any platform. Technology giants such as Mi-
crosoft, Huawei, Amazon and Netflix started using containerization for their
production applications to exploit the enormous flexibility and scalability
capabilities (Bentaleb, Belloum, Sebaa, & El-Maouhab, 2021; Huawei Ku-
bernetes Case Study, 2020).

Orchestration platforms complement the ecosystem of containerization
to better manage and orchestrate containers at scale in production environ-

ments. Kubernetes (K8s) is becoming the de-facto standard in this domain
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(Shah & Dubaria, 2019). Its implementations have doubled since 2017 and
are now used to manage around 50% of all containerized applications. The
Kubernetes project was started by Google, before becoming an open-source
platform in 2014, which further accelerated the adoption of Kubernetes by
key players in the market, including AWS, Azure, and others. The value
added by Kubernetes is providing a single control plane to automate the
containers’ service discovery, tracking resource allocation, scaling, secu-
rity, self-healing, and load balancing. In addition, one of its main strengths
is the abstraction of infrastructure, as it can run on public clouds, private
clouds, on-prem, and multi-cloud deployments. Kubernetes can both run
as a standalone environment or can be alternatively consumed as a native
cloud service such as Azure Kubernetes Service (AKS), Google Kubernetes
Engine (GKE), or Amazon Elastic Kubernetes Services (EKS). Moreover,
it works very well with Docker, where Docker container images can be de-
ployed in Kubernetes clusters (Sahu & Thakre, EasyChair, 2022).

The architecture of a Kubernetes cluster on a high level is composed of
one Master Node at minimum, which can be increased for redundancy, and
multiple Worker Nodes. The Master Node is the brain of the cluster; it or-
chestrates the entire cluster operations, including monitoring the load and
health of the Worker Nodes and moving workloads across Worker Nodes in
case of failures. On the other hand, Worker Nodes are the servers where the
application containers are deployed and processed. The smallest deploy-
ment unit in Kubernetes is the Pod, an individual instance of a process in
the cluster; it can include a single or multiple containers (Sahu & Thakre,
EasyChair, 2022).

In the Telco clouds domain, 5G core networks have been designed based
on the concept of NFV, which decouples the hardware and software com-
ponents of the core nodes (Luong, Thieu, Outtagarts, & Ghamri-Doudane,
2018). Furthermore, building on the same cloud-native concept that started
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in the IT field (Huawei: Next-Generation Telco Cloud Based on Cloud
Native, 2020), the 3GPP standard defines the 5G architecture with mod-
ularity and segregation of services. The purpose of this architecture is to
support 5G network cloudification and control the network capital expendi-
tures (CAPEX) and operating expenses (OPEX) (Arouk & Nikaein, 2020).
(Mfula, Ylé-Jadski, & Nurminen, 2021) Emphasized the importance of high
availability in 5G clouds and surveyed the most crucial requirement for a
unified containerization cluster management platform; the top five require-
ments were reported as follows: decouple infrastructure development from
software development, continuous software development, vendor indepen-
dence, scalability, and self-healing. These requirements make Kubernetes
a perfect fit to satisfy the 5G roadmap (Arouk & Nikaein, 2020). Leading
telco vendors, including Ericsson, Huawei, and Nokia, have already started
adopting Kubernetes in their 5G network stacks (Béckstrém & Bohra, 2022;
Huawei Kubernetes Case Study, 2020; Csatari, 2020).

3.3 5G Signaling

5G mobile devices use 3GPP standard signaling procedures to interact with
the core network, including initial registration, periodic registration, dereg-
istration, and mobility. To illustrate one example, an initial registration pro-
cedure for a single 5G client comprises more than twenty steps to request
resources, perform authentication, compute security keys, obtain user pro-
file, policy selection and enforcement, and network slice authentication and
authorization. Throughout this procedure, the gNB and multiple 5GC func-
tions like AMF, SMF, AUSF, UDM, and PCF are involved. Figure 3.1 shows
a simplified illustration of the registration procedure (3GPP-R17 5G Proce-
dures, 2022). The signaling procedures contribute to the overall processing

and memory load of 5GC functions. Supposing 5GC is not well designed
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and sized, it will be vulnerable to signaling storms that can damage the en-
tire network due to either attacks or operational incidents (Ahmad et al.,
2019).

Registration Requesf
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Network Slice-Specific o
Authentication and Authorization H

Figure 3.1: 5G UE registration procedure

AMF plays a central role in the signaling procedure; as illustrated in
Figure 3.1, it represents a gateway for control plane communication be-
tween RAN and 5GC functions. AMF is mainly responsible for the access
and mobility of UEs. The interaction between UE and AMF is defined by
the N1 3GPP signaling interface based on the NAS protocol. NAS Mobility
Management functionality (NAS-MM) handles UE registration, connection
management, user plane session creation, termination, and integrity and en-
cryption of NAS signaling (3GPP-R17 5G Architecture, 2022).
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5G Access Network (5G-AN) represented by gNB relays the communi-
cation between UE and AME, see Figure 3.2 (3GPP-R17 5G Architecture,
2022). Radio protocols are used for the communication leg towards the
UE. In contrast, the N2 interface defines the other leg of communication
toward AMF. The lower three protocol layers of the N2 interface map to the
same first layers of the TCP/IP stack, i.e., the Physical layer, the Data link
layer, and the IP Network layer. On the transport layer, the Stream Con-
trol Transmission Protocol (SCTP) is used; SCTP is a connection-oriented
protocol intended to provide more reliable and secure communication for
signaling use cases compared to TCP. One of the fundamental features of
SCTP is multihoming which allows the source and destination to have multi-
ple diversified communication channels for the same communication stream
(Hercog, 2020). Next, The NG Application Protocol (NG-AP) is responsi-
ble for the signaling communication between RAN and AMF and provides

transport for NAS protocol.

' N1
NAS-MM NAS-MM
Relay '

NGAP ‘ NG-AP
5G-AN 5G-AN scte : sctP
Protocol Protocol P : P

Layer Layer :
L2 L2
L1 f L1
UE 5G-AN N2 AMF

Figure 3.2: Protocol stack for the Control Plane between UE and the AMF

3.4 DDoS Attack Model

(Ernsberger, George, & Arumugam, 2019) demonstrated the impact of a
signaling DDoS attack in LTE, which targets to consume MME resources.
The same was simulated by (Bassil, Chehab, Elhajj, & Kayssi, 2012) using
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OPNET to attack LTE networks and emphasized that this type of threat is
genuine due to the spread of smartphones on LTE networks, which are vul-
nerable to being compromised on the Operating System (OS) level. (Silva
et al., 2021) also simulated a similar attack on LTE MME and showed that
the signaling caused increased memory utilization on the MME. If the same
threat factor is projected onto the 5G network, the same risk will apply to
the 5G AMF function as it is equivalent to MME in 4G. However, the 5G
scenario’s risk has a larger magnitude than 4G due to the massive number of
forecasted 5G-IoT devices and their primitive unmanaged firmware, which
are more prone to vulnerabilities than smartphones’ OS. The DDoS attack
model in this experiment borrows the same signaling attack concept demon-
strated in the literature for 4G EPC, assuming an adversary has gained con-
trol over many compromised 5G- IoT devices. Furthermore, it was applied
to 5GC by initiating simultaneous registration procedures from the compro-
mised 5G-IoT devices, aiming to overwhelm 5GC functions and deny the
services to legitimate users. The main target of the attack in this experiment
was to increase the memory utilization of the AMF to the maximum with
the aim of driving it to crash. To the author’s knowledge, this is the first
work to test 5G signaling DDoS attacks on genuine 5G-SA functions.

3.5 DKSS System Architecture

This section explains DKSS solution components, as illustrated logically in
Figure 3.3. The components are discussed bottom-up, including infrastruc-

ture and application layers, as depicted in Figure 3.4.

3.5.1 Infrastructure layer

Public and private clouds enable significant benefits for various technol-

ogy use cases. For this experiment, AWS public cloud was used to spin
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Figure 3.4: DKSS infrastructure and application layers

up the required compute resources instantly. A Kubernetes cluster (v1.22)
was created using Amazon EKS, which is an off-the-shelf managed service
used to create and manage Kubernetes clusters and scale applications with-
out having to create the Kubernetes environment from scratch (Amazon EKS

- Managed Kubernetes Service, 2022). EKS was used to deploy two Elastic
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Compute Cloud (EC2) worker nodes of size t3.medium (2 vCPUs, 4 GB
RAM), spanned across two availability zones (AZ) to provide geographical
redundancy. The worker nodes were grouped in an AWS autoscaling group,
which can be configured to scale horizontally dynamically by creating more
EC2 worker node instances depending on the servers’ resource utilization.
Refer to Figure 3.3, which shows the detailed architecture of the implemen-
tation.

Moreover, to manage the Kubernetes environment effectively, The AWS
EKS cluster was integrated to Lens Integrated Development Environment
(IDE) v6.0.0. Lens is an external management tool installed on a local ma-
chine and connected to the AWS account using AWS Command Line Inter-
face (CLI) in the backend. Lens provided significant benefits for this exper-
iments, as it enabled cluster management in a user-friendly Graphical user
interface (GUI), and provided real-time monitoring of the resources at the
cluster level, worker node level, and container level, showing the requested
capacity, capacity limits, and actual usage. It also showed the health status
and logs of containers, which were monitored throughout the experiment to
observe the impact of the DDoS attack (Lens | The Kubernetes IDE, 2022).

3.5.2 Application layer: 5G Core and RAN

This section describes the implementation of 5GC and RAN on the applica-
tion layer. Open5GS was used to implement the 5G core. Open5GS is an
open-source project developed based on C-language following 3GPP stan-
dard Release-16; in this experiment, v2.4.8 was used. Open5GS helps re-
searchers to implement 4G and 5G Core networks, which can be integrated
to Radio networks to test complete scenarios (Open5GS - Open source project
of 5GC and EPC, 2019). This experiment did not use the standard version,
which runs on the top Linux OS; instead, A modified containerized version

was deployed using a helm chart inside in the Kubernetes cluster. This con-
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tainerized version has been developed by the National Network of Excel-
lence in 5G and future technologies (Open-VERSO) leveraging Open5GS
implementation (OPEN VERSO | Excellence National Network on 5G tech-
nology, 2020), v1.2.1 was used.

The containerized SGC was deployed inside the AWS Kubernetes en-
vironment described in the previous section. This experiment focused on
DDosS attacks generated by compromised 5G-IoT devices and was not in-
tended to cover interworking scenarios between LTE and 5G. Therefore, the
5G-SA core model was deployed, which exclusively serves 5G devices. 5G-
SA core excludes LTE EPC elements like MME, Serving Gateway (SGW),
PDN gateway (PGW), and HSS, and includes only 5GC elements: AMF,
SMEF, UPE, PCF, UDM, UDR, AUSF, NRF, BSF, and NSSF. These compo-
nents were deployed as microservices, each as a dedicated container, which
can be managed and scaled individually using Kubernetes scaling capabili-
ties.

UERANSIM was used to implement four gNBs and 1000 UEs on the
RAN side to emulate the DDoS attack. UERANSIM is an open-source
project developed using C++ language, and it provides essential 3GPP func-
tionalities of 5G RAN and UEs. On the radio interface segment, UERAN-
SIM simulates all the layers above the Radio Resource Control (RRC). In
contrast, on the two segments interfacing 5GC (i.e., Control Plane and User
Plane), it provides actual functionality and is integrable to operational 5GC
networks based on the 3GPP standard. Version 3.2.6 was used, which is
based on 3GPP Release-15 (Giingor, 2022).

3.5.3 Mitigation mechanism

In order to mitigate the memory increase on the AMF function, which is
triggered by the signaling DDoS attack; the AMF Kubernetes deployment

was configured with two parameters: an initial allocated amount of memory
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for normal operations (memory request), and a higher limit (memory limit)

which can be utilized upon requirement in the case of an attack.

3.5.4 Summary

The significance of signaling DDoS attacks in 5G networks will grow as
the 5G-IoT base grows. Kubernetes capabilities were shown to be promis-
ing to mitigate these attacks. This chapter described the DKSS solution,
which was built using AWS and EKS on the infrastructure layer. While
Open5GS and UERANSIM were used on the application layer to simulate
5G Core and RAN. The attack in this experiment targeted to overwhelm
the AMF function RAM resources by generating a large number of user
registrations. Moreover, the mitigation was done by configuring initial and
maximum memory limits on the container level, as elaborated in the next

chapter.



Chapter 4

Experimental Evaluation and Discussion

This chapter outlines the experiment’s logical flow, then describes the tested
scenarios and results, the experimental evaluation and discussion, and fi-

nally, the limitations.

4.1 Experiment Flow

DKSS operates as illustrated in Figure 4.1. Initially, the AMF starts in
the normal operation state with an initial amount of allocated memory re-
sources. If the attack starts and the memory remains within the initial allo-
cated amount, no action will be taken. However, suppose the attack persists,
and the memory utilization exceeds the initial memory allocation. In that
case, the AMF container is allowed to grow its memory resources beyond
the initial amount and within the maximum limit; this will mitigate (absorb)
the attack and allow the AMF to continue operating in a healthy condition.

Then, if the attack stops and memory utilization decreases, the additional
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memory will be released, and the AMF container will return to the initial

normal operations state.

START
AMF normal

operation

AMTF container operating within
the initial allocated memory
Attack

started? NEP
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initial allocated
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Extend container memory beyond the initially
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A
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max memory
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Figure 4.1: DKSS Operation
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4.2 Experimental Scenarios and Results

The purpose of this experiment was to test the effectiveness of the proposed
mitigation solution. Therefore, two scenarios were tested, 1- Unprotected
AMF,; to simulate the bare-metal setup where the core nodes do not have the
flexibility of resource scaling, and 2- Protected AMF: using DKSS vertical

scaling.

4.2.1 Unprotected Scenario

In the first scenario, parameters shown in Table 4. 1, A fixed amount of mem-
ory (13 MB) was allocated to the AMF container to simulate the bare-metal
setup. Initially, the AMF ran with no UEs attached at 5 MB RAM utiliza-
tion. In the first step of the DDoS attack, 250 simultancous user registration
requests were initiated; this increased the memory utilization from 5 MB to
11.8 MB, which is within the capacity of 13MB. Then another batch of the
attack was initiated, consisting of another 250 UE registration requests. As
illustrated in Figure 4.2, the AMF container ran out of memory and crashed.
In summary, the signaling DDoS attack was able to deplete the 5G core

resources and cause damage.

Table 4.1: Experiment summary and parameters for the unprotected scenario

Parameter description Value

Number of gNB cells 4

Number of 5G UEs 1000

Type of signaling attack Initial registration

Number of DDoS batches 4 batches (250 UEs each)

AMF static memory allocation 13 MB

Result AMF crashed after 2 DDoS batches
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Figure 4.2: AMF memory utilization in the unprotected test scenario.

4.2.2 DKSS Protected Scenario

In the second scenario, parameters shown in Table 4.2, the proposed mit-
igation mechanism using Kubernetes was implemented, where an initial
amount of memory (15 MB) was allocated to the AMF container. However,
this amount is a soft limit, as another upper limit was configured for the
container (35 MB) to allow the AMF to scale its memory resources upon re-
quirement. The upper limit was set for experiment demonstration purposes
only. In real scenarios, the container can ideally scale up to utilize all the
available resources in the hosting worker node. Initially, the AMF ran with
no UEs attached at 5 MB memory utilization. The DDoS attack was exe-
cuted in four batches. Each batch was initiated from a different gNB, with
registration requests initiated from 250 unique UEs, summing up to 1000
requests. The first batch increased the memory utilization from 5 MB to
11.8 MB, which is within the initially allocated 15 MB. Next, another batch
of 250 UEs was triggered and increased the memory utilization to 15.4; the
resources of AMF scaled accordingly and continued its operations without
any impact. Then two more attack batches were initiated, increasing the uti-
lization to 19.5 MB and 22.3 MB accordingly. Throughout the attack, the
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AMF remained operational and healthy, see Figure 4.3. In summary, this

test scenario demonstrated the flexibility provided by Kubernetes resource

scaling to absorb signaling DDoS attacks.

Table 4.2: Experiment summary and parameters for the protected scenario

Parameter description Value
Number of gNB cells 4
Number of 5G UEs 1000

Type of signaling attack

Initial registration

Number of DDoS batches

4 batches (250 UEs each)

AMF initial memory allocation

15 MB

AMF memory limit

35MB

Result

DDoS absorbed (no impact)
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Figure 4.3: AMF memory utilization in the protected test scenario.

4.3 Experimental Evaluation and Discussion

The proposed solution to mitigate signaling DDoS in a 5G stand-alone net-

work was experimented using Open5GS open-source 5G Core deployment
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and UERANSIM simulator. The mitigation mechanism exploited the built-
in flexibility capabilities within Kubernetes, which is the future of 5G core
network infrastructure (Backstrom & Bohra, 2022; Huawei Kubernetes Case
Study, 2020; Csatari, 2020). Therefore, DKSS is highly applicable to 5GC
production environments at no additional complexity or cost because it does
not imply changes in the 5GC architecture.

To the author’s knowledge, no other work in the literature tested sig-
naling DDoS on 5G core network elements. The closest work that could
be used to benchmark the work in this thesis in principle is REPEL (Silva
et al., 2021), where the researchers tested a similar DDoS scenario on a
4G core element (MME). REPEL experiment reported an increase in the
memory utilization of the MME node as more users were attached to the
network. MME is responsible for 4G users’ access and mobility control
plane. In the 5G architecture, the role of MME has been broken down into
two functions, AMF and SMF. Throughout the experiment, a similar impact
of the signaling attacks in the 5G network was observed, where the increase
in the number of UE registrations was directly proportional to the memory
utilization of the AMF function.

The observed memory increase after each batch of the DDoS, i.e., 250
registration requests, was 4.3 MB on average. The experiment was limited
to 1,000 connected users due to a limitation in the simulator. However, if
the memory increase is forecasted based on the average increase, the AMF
would reach its maximum memory limit of 35 MB allocated in the experi-
ment after 1,750 registration requests. Furthermore, attaching 5,500 devices
would utilize around 100 MB. Nonetheless, these limits were set for exper-
imental purposes and would depend on the available capacity in the under-
lying infrastructure in real scenarios, which can vary in each deployment.
In addition, the recorded amount of memory increase per user is based on
Open5GS Open-VERSO deployment, which can differ if tested using other
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5G Core softwares.

Another comparison aspect is the type of scaling, REPEL used horizon-
tal scaling by spinning up additional MME VM depending on the memory
load, where the load gets gradually distributed among MME instances us-
ing the MME pool feature. However, the amount of RAM allocated to each
VM is static and cannot be changed without restarting the VM. In contrast,
DKSS is based on two levels of scaling. The first scaling level is the Ku-
bernetes container’s vertical scaling. The AMF container is allocated an
initial amount of memory and allowed to scale above this amount up to a
preset maximum limit or up to the available memory resources in the host-
ing worker node. The second scaling level is horizontal scaling, achieved
by utilizing the AWS autoscaling group, where the Kubernetes cluster can
scale out the EC2 worker nodes depending on their load by spinning up ad-
ditional worker nodes and dynamically redistributing the containers among
the nodes.

Furthermore, although REPEL approach is effective, it has a time lag
between attack detection and prevention; this time is required to power up
a new MME VM, bring it into service, and gradually handle part of the
new attach requests initiated by UEs. If the DDoS attack rate is faster than
the mitigation process, it may cause damage before the mitigation is fully
implemented. On the other hand, DKSS has no time lag as the additional
shared memory resources can be immediately utilized.

DKSS and REPEL both aim to defend the core networks by temporarily
absorbing the attack rather than blocking it. This methodology maintains
the network service-level agreement (SLA), frustrates the attacker, and al-
lows more time for the cybersecurity engineers to analyze the attack and
eventually block it.

From the attack detection and resource orchestration perspective, RE-

PEL created an engine based on game theory to frustrate the attacker while
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optimizing infrastructure resources. In contrast, in DKSS, the detection en-
gine was out of scope, as it only focused on the mitigation part and used

static thresholds to prove the concept. Refer to the comparison summary in

table 4.3.

Table 4.3: Comparison between DKSS and REPEL

REPEL

DKSS

DDoS attack model

Flood of 4G UEs attach re-

quests

Flood of 5G UEs registra-

tions

Attack target

Increase  MME memory

utilization

Increase AMF memory uti-

lization

Defense strategy

Scale out to absorb DDoS

and frustrate the attacker

Scale up/out to absorb
DDoS and frustrate the

attacker

Scaling type

Horizontal scaling at VM

level

Vertical scaling at Kuber-
netes container level &
Horizontal scaling at Ku-

bernetes worker node level

chestration

Time to enable mitigation | Requires time to spin up | Immediate
a new MME VM, bring it
into service, and gradually
handle the load

Attack detection and or- | Game theory Out of scope

Common limitation

Bound by the available free

infrastructure resources

Bound by the available free

infrastructure resources

Test platform

OpenAirlnterface
type

proto-

Open5GS over AWS EKS
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4.4 Limitations

Although vertical scaling of container resources and horizontal scaling of
the Kubernetes worker nodes were achieved, an additional layer of horizon-
tal scaling at the container level was not feasible because Open5GS does
not yet support the AMF set (group) feature. AMF set horizontal scaling
would have been an efficient mitigation capability, especially in the Kuber-
netes microservices ecosystem, to distribute the load among multiple AMF
containers and avoid indefinitely increasing the load on a single AMF.

Furthermore, one of the current limitations of Kubernetes is that it can-
not dynamically change the resources allocated to a container during run-
time. If changed, Kubernetes will terminate and redeploy the container,
which can interrupt service. For this reason, predefined memory initial allo-
cation and maximum limit were used to avoid container redeployment. This
limitation was highlighted by (Tran, Vu, & Kim, 2022) and recommended
as future work to enable dynamic vertical scaling in Kubernetes during run-
time.

Moreover, although DKSS is scalable, it is bound by the free shared
resources in the underlying infrastructure. Otherwise, if the attack is persis-
tent and has a large enough magnitude, it can theoretically deplete the whole
infrastructure resources and cause damage if not stopped from the origin by

other blocking mechanisms.



Chapter 5

Conclusion and Future Work

This chapter summarizes the thesis and proposes recommendations and

future work.

3.1 Summary

In this thesis, a known cybersecurity threat was addressed: the signaling
DDoS attacks targeting state-of-the-art 5G stand-alone core networks trig-
gered by a massive number of 5G-IoT devices. DKSS was introduced,
which is a novel solution that utilizes the infrastructure flexibility provided
by Kubernetes and AWS scaling in a 5G microservices architecture. The so-
lution was demonstrated to be successful in mitigating the signaling DDoS
targeting 5G AMF function with no time overhead between attack start
and mitigation. Moreover, the solution is highly applicable to real-world
networks, as it utilizes Kubernetes built-in features and works within the

boundaries of 5G 3GPP and microservices standard architectures.
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5.2 Recommendations and Future Work

The proposed solution focused on the attack mitigation technique. It is rec-
ommended to integrate it with Machine-Learning (ML) based attack detec-
tion engines to improve resource allocation efficiency and ensure optimum
infrastructure resource utilization.

Furthermore, supposing Open5GS introduces the AMF set (group) func-
tionality in the future, this solution can be further enhanced by introducing a
third level of scalability, i.e., Horizontal AMF scaling on the container level.
The user’s distribution among AMF instances can be dynamically shuffled
using the AMF Load Re-Balancing feature defined in the 5G 3GPP stan-
dard. This feature allows an AMF to instruct gNBs to shift a group of users
to another AMF within the AMF set with minimal service impact and with-
out changing the static AMF balancing parameters configured on the radio
side (3GPP-R17 5G Architecture, 2022).

Moreover, this research focused on the impact of signaling DDoS at-
tacks on memory resources because AMF function memory is directly af-
fected by the increased number of open sessions, as the AMF maintains
each connected subscriber’s connection, profile, and status. Other papers
in the literature similarly focused on memory resources (Silva et al., 2021).
Nonetheless, the comprehensive impact of DDoS on other resources like

CPU, storage, and network utilization can be further studied.
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