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Abstract

People have become addicted to social media; everyone cannot pass the day without
browsing social media. People are sharing their lives now on social media; getting
personal information about others has become easy. With this phenomenon, social
attacks are increasing, and producing an attack is becoming easier with time. Creating
fake accounts and spotting real users for malicious purposes is smooth and effortless.
Researchers have put huge efforts into trying to build the perfect model to detect fake
accounts accurately, and this is quite hard because of the unexpectable behavior of the
fake user. This research aims to build a model that detects fake accounts on Instagram
with high accuracy, which would significantly help in keeping our virtual world safe.
In our approach, we have used 3 datasets: the 1% dataset and the 2™ dataset were found
from an open-access source, and we collected the 3™ dataset using web scraper tools
like the 1G Exporter Extension from Google Chrome and APIFY, the web scraping and
automation platform. Features were extracted and analyzed, and k-mean clustering was
applied to end up with five classification classes for the third dataset. We divided our
work into two stages. In stage 1, we applied Artificial Neural Network (ANN), K-
Nearest Neighbor (KNN), Support Vector Machine (SVM), and Random Forest (RF)
machine learning algorithms to the three datasets having a binary classification of real
and fake. In stage 2, we have applied a convolutional neural network (CNN) to the 3™
dataset, which has a 5-classification of real, fakel (fake celebrity account), fake2 (spam
account), fake3 (attacker account), and fake4 (bot account). We have applied down
sampling and oversampling techniques. A comparison was discussed with previously

done work by other researchers.
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Chapter One
Introduction to the study

1.1. Overview

By using the Internet, finding any information from any source anywhere
in the world has become very unpretentious. Users can get a lot of
information and data about other users because of the rising demand for
social media sites. Wrong people are drawn to these websites because of
the abundance of info that is offered there (Er¢ahin as cited in Masood &
Ud Din, 2019).

On open OSNS, there are millions of connected user accounts that share a
variety of material, including videos, photos, and messages. On the other
side, fake accounts pose a serious threat to OSN security. In numerous
contemporary threats and other illicit activities, counterfeit profiles are
utilized. Data analysis and individual accounts are two distinct methods for
identifying false profiles in the OSN. Most people agree that the creation

of fake profiles does more harm than any other cybercrime (Wanda, 2022).

The OSN environment maintains a vast amount of confidential
information. However, it has drawn attackers who steal confidential
information, disseminate false information, and spread malicious software.
The hacker can commit fraud to acquire private data, including credit card
numbers, PINs, and passwords. Other dangerous actions on the OSN

mostly rely on fake profiles (Wanda, 2022).

There are many problems associated with fake accounts, including vertical
assaults on OSN providers and horizontal attacks on OSN members. The

server claims that fake accounts can imitate authentic users by using a fake
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name and publishing misleading information on their profiles. Finding fake
profiles in a big volume of unstructured data is one of the most difficult
tasks. To find abnormalities, it must thoroughly idéntify user traits (Bindu

and Thilagam, as cited in Wanda, 2022).

1.2. Background of the study

Numerous social studies that highlight the impact and risk of fake accounts
have drawn the attention of many academics in recent years to the detection

of fake accounts.

Recently, researchers have become interested in the discovery of spam on
social networking sites. The difficult task of spam identification is essential

to social network security (Masood, 2019).

To protect users from all types of dangerous assaults and to maintain their
security and privacy, it is crucial to identify spam on OSN sites. Spammers
use dangerous techniques that significantly harm the community in the real

world (Masood, 2019).

1.3. Problem statement

The considered problem in this research is to apply machine/deep learning
algorithms that detects fake accounts in social media and accurately predict
fake user behavior, since there are a massive number of users in different
social media applications it is difficult to catch each fake user, for this
reason we need a very large dataset, and collecting huge amount of data

needs time and effort.
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1.4. Objectives of the study

The main objective of the thesis is-to identify fake accounts using dynamic
CNN topology and to evaluate it against other techniques. We chose to
work on Instagram platform only because, according to the literature
analysis, studies were conducted on one platform either Twitter, Instagram,
or Facebook. But we discovered that, in contrast to Facebook and Twitter,
there aren't as many datasets as possible available for Instagram. For this
reason, we made the difficult choice and put in the effort to collect our own
dataset. For this thesis to achieve its goals, we must optimize both our

dataset and our module.

The following are the various objectives of this thesis work:
1. To explore literature for related research.

2. To create an Al-based analyzing system with control that can be used
to detect abnormal personal behaviors in social media. The system

will evaluate anomaly detection analysis methods accurately.

3. To gain access to and reviéew the datasets of available Instagram
accounts. Pictures, posts, and other personal information can be

included in these datasets.

4. To develop different models for detecting fake accounts using open

access datasets and compare it with our main module.

1.5. Research questions

1. What is the effectiveness of utilizing convolutional neural networks

(CNN) in detecting fake Instagram accounts?

16



2. In detecting fake accounts, do convolutional neural networks

(CNN) outperform other typical machine learning models?

3. Does SMOTE oversampling improve CNN performance?

1.6. The model of the study

This research paper describes the issue of fraudulent users engaging in
destructive behaviors and goes into detail about the technology that is used
to identify fake accounts on social media. The curriculum was divided into

two stages:

The first entailed gathering two datasets found from the internet and
training them with our dataset for comparison using different machine

learning algorithms.

For the second stage, which is the focus of our thesis, we assembled and
collected our own dataset, cleaned, and processed it, and then, once it was
ready, we created a CNN module and fed it with our dataset. We then ran

the module several times to assess its performance.

1.7. Significance of the study

The current study provides significant contributions by trying to fill several
gaps.
First, the study adds to the limited body of knowledge regarding the actions

of fake accounts and their effects on the lives of the public.

Second, in previous work using various machine learning or deep learning
algorithms, a binary classification with fake and real was typically used. In
our proposed work, we have provided five classifications: real, fakel,

17



fake2, fake3, and fake4. A clustering algorithm is used to categorize fake

users based on their behavior.

Third, because our dataset is of a numerical type, our model offers an
evaluation of other machine learning algorithms besides CNN. Offering an
evaluation of machine learning models supports our assumption that deep
learning approaches can outperform machine learning models with enough

size of data.

Finally, to the author's knowledge, no prior study has identified the ideal
dataset that always operates or the module that provides the highest
accuracy for various datasets. This information was obtained through
research in peer-reviewed databases. Nevertheless, the lack of datasets and

unexpected actions of fictitious users make this extremely difficult.

1.8. Limitations of the study

This study has two limitations. The first is that we only analyzed numerical
data; while this can produce excellent results, using Natural Language
Processing to analyze linguistic data, such as usernames, biographies, and
post captions, can produce more accurate outcomes. Secondly, after
processing and cleaning the data, we were left with 14 features in our
dataset. By adding more features and image visualization for profile
pictures and image posts, we may create a more precise model. Although
working with images and posts of Instagram as a dataset would make it

difficult due to privacy concerns.
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1.9. Structure of the thesis

- Our thesis is divided into 5 chapters.

Chapter 1: This chapter provides an introduction that consists of a
background study, research objectives, Methodology, contribution, and

thesis outline.

Chapter 2: This chapter provides a literature review about published
papers, including types of malicious activities, threats, and risks of fake

accounts.

Chapter 3: This chapter describes our proposed work, it starts with dataset
preparation, features selection, k-mean clustering, then stage 1 work, and

stage 2 work.
Chapter 4: This chapter provides results and a comparative study.

Chapter 5: This chapter includes a conclusion and future aspects.
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Chapter Two

Literature Review

2.1. Overview

In the field of artificial intelligence, fake identification can be used for
network intrusion malicious activities, fake news, and fake accounts. As
the quality of the news is perceived to be lesser than that of traditional news
sources, there is a lot of fake news. Spotting fake news is becoming more
important and well-liked due to the detrimental effects it has on people and
society. The efficacy of detecting fake news only from content is often
subpar; hence, it is advised to add user social actions as auxiliary
information to enhance fake news identification. Thus, a thorough
understanding of the connection between fake news and user profiles on

social media is necessary (Shu et al., 2018).

Fake news has detrimental effects on both individuals and society. First,
intentionally false information is disseminated to induce people to believe
it. Second, spreading false information affects how people respond to real
news. Since it might be possible to leverage social media user engagements
to help in the detection of fake news, Shu et al., (2018) investigated the
relationship between user profiles and either real or fake news. According
to experimental results on real-world datasets, some users are more likely
to believe false news than accurate news, and these users have different
characteristics from those who are more likely to believe factual news.
These results make it easier to create profile traits for the detection of fake

news (Shu et al., 2018).
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As the number of OSNSs users grows, fake accounts are created daily, which
is considered a major issue that has a negative impact on society, either

socially or economically.

Several research has been carried out to discover these artificial entities in
online social networks (Rostami et al., 2020). The research is outpacing the
rise of these fake accounts/bots. Despite their efforts to construct an exact
model for detecting fraudulent accounts, false and automated accounts vary
and are widely spread; thus, a huge dataset is required to have a nearly

flawless model that works perfectly.

2.2. Types of malicious accounts

User accounts created in social media are specified according to the target
aimed when creating them. Ferrara (2022) identified various types of spam

on Twitter and categorized them as:

e Promotional accounts: This category includes any account that is set up
on the platform with the express purpose of spamming—for example,
promoting goods or services for a fee to attract the attention of regular
users. This kind of account can be managed manually, automatically,

or by a combination of both (Ferrara, 2022).

e False accounts: are those that have been created on the website with the
intention of enhancing the visibility or perceived impact of other
accounts. As fake followers, false accounts are regularly supplied.
Users who utilize pay-per-follower services on Twitter can increase
their apparent visibility and popularity by purchasing followers
(Ferrara, 2022).
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Bot Accounts: Accounts that are operated by bots (or automated
software) are distinguished from regular user accounts in this category.
Bot accounts are entirely or primarily controlled by software, i.e.,
complex computer scripts. The purpose of a bot account is to mimic,
faithfully, how a human user would behave on the platform. Due to the
automated nature of their activity, some bots are disproportionally
busier than most human users. Simple bots have limited capabilities,
such as automatically retweeting or liking specific information,
whereas more complex artificial intelligence-based bots are able to
produce content that is frequently impossible to discern from human-

generated content (Ferrara, 2022).

Malicious accounts are separated into this category based on their
intended usage. When malicious users intentionally start or follow an
agenda, such as political propaganda, conspiratorial campaigns,
disinformation, influence operations, toxic attitudes, etc., with the
intention of artificially steering or distorting a Twitter conversation
and/or deceiving legitimate users therein involved, it is common
practice in the literature to consider them to be engaged in inauthentic

activities (Ferrara, 2022).

Compromised accounts: Accounts that were initially created by reliable
parties but afterwards compromised and transferred to another party.
The original owner of such accounts may or may not have access to
them, making them potentially complicit in the misuse of their accounts
without their knowledge or consent. The owner of these accounts might

not know they are regularly dormant (Ferrara, 2022).
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2.3. Threats and risks

There are various vulnerabilities to social networks; first, we'll highlight
the broad dangers before delving more into the problems posed by fake

accounts.

Prabhu Kavin et al., (2022) has classified threats of fake accounts into 4
main categories: Classic threats, Modern Threats, Combination threats, and

Threats targeting children (Al-Zoubi, as cited in Kavin, 2022).

e The first category includes traditional threats to privacy and security
that affect not only OSN members but also web users who do not utilize

social networking sites (Al-Zoubi, Faris, as cited in Kavin, 2022).

e The second category discusses growing concerns, such as assaults that
are relatively new to the OSN ecosystem and employing OSN

technology to threaten users' security and anonymity.

e The third category is combined risks, which explain how hackers
nowadays may, and occasionally do, combine numerous types of
threats to create complicated and fatal attacks (Reddy, as cited in Kavin,

2022).

e The fourth and final categories of dangers involve kids directly

accessing social networks.

2.3.1. Classic threats:

Simply by changing the threat to the user's credit guarantee data, classic

threats may exploit the user's personal information posted on a social
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network to target both the user and his friends (Zubiaga, as cited in Kavin,

2022).

e Malware: Malware is software created to obstruct a device's operation
to gather user credentials and access user’s personal data (Kavin,

2022).

e Phishing Attacks: A phishing assault is a sort of social engineering in
which a reliable third party gets victim’s sensitive and private

information (Kavin, 2022).

e Cross-Site Scripting (XSS): A web-based attack is known as an XSS
incursion. The intruder who uses XSS benefits from the website user's
confidence by allowing malware to run on the user's computer to collect

personal data (Kavin, 2022).

2.3.2. Modern threats:

Online social networking is usually linked to these risks. User wants to
learn more about other users in contrast to their connections. Attackers
attack a user's confidentiality on social networking sites like Twitter
because it is important to them. An attacker will be able to obtain this data
if secret information is made public (Hemeida, Kasliwal, as cited in Kavin,
2022); otherwise, an attacker can send a friend's request to certain users
who have a customized configuration. User's private information will then
be shared when the specific attack confirms the request for friendship. Here

is a list of the most advanced dangers.

e Clickjacking: Clickjacking is a malware technique that fools people

into clicking on something else (Kavin, 2022).
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Deanonymization Attacks: Users will employ pseudonyms to safeguard
their secrecy and privacy on a variety of OSNs, including Twitter and

Myspace (Kavin, 2022).

Fake Profiles: Active or semiautomatic profiles in OSNs replicate
human actions. Fake accounts can also be used to collect personal

information from members of social networking sites (Kavin, 2022).

Inference attacks: Inference attacks are used in OSNs to predict users'
secrets, private details, such as religious affiliation or sexual identity,

that they do not want to divulge (Kavin, 2022).

2.3.3. Combination threats:

To create a more complicated threat, attackers can still mix traditional and

modern threats (Kavin, 2022).

2.3.4. Threats targeting children:

Children of all ages are likely to be exposed to classic and modern attack

features, although some risks are explicitly aimed at younger OSN users

(Reddy, Caldeira, cited in Kavin, 2022).

Online predators: Online predators, often known as online child
molesters, pose the greatest risk to the confidentiality of children's

personal information (Reddy, cited in Kavin, 2022).

Risky behavior: This includes "open online interactions with
strangers", "using discussion forums to meet strangers", and "sharing

personal information and photos with strangers" (Kavin, 2022).
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Occurrence of Cyberbullying: In a technical network, such as email,
chat, mobile chat, OSN, cyberbullying occurs when a hacker uses the
Internet to harass the victim by sending hurtful text messages,
comments, or vulgar messages. on many occasions, posting
embarrassing pictures or videos of the victim, or engaging in other

abusive behaviors (Boshmaf, Kshirsagar cited in Kavin, 2022).

Spam and fake accounts have a severe impact on the platform's overall

health as well as the quality of the user experience. Thorough, peer-

reviewed research investigations have identified a wide range of harmful

effects caused by spam accounts. Ferrara (2022) has provided a detailed

explanation of the implications of spam accounts:

1.

Scams and frauds: Twitter rife with this type of abuse. Spam accounts
are frequently linked to many scams and frauds, most notably
cryptocurrency Ponzi schemes, the promotion of counterfeit goods,
links to websites that offer illegal or unlicensed pharmaceuticals,
advance-fee scam advertising, phishing website promotion, links to

malware downloads, etc. (Nizzoli, as cited in Ferrara, 2022).

Public health misinformation: Researchers found that spam and fake
accounts are key contributors to the transmission of incorrect
information about public health. Numerous studies, both before and
after the COVID-19 epidemic, showed that spam accounts’ activity was
partially or mostly responsible for the success of rumors, unsupported
or unconfirmed medical information, and public health disinformation

on Twitter. (Ferrara, 2022)

Crisis Response Disruption: In times of emergency or natural disaster,
such as earthquakes, fires, storms, etc., researchers have demonstrated

that Twitter serves as a responsive social sensor, reflecting the
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information-seeking activities of those concerned (Sasaki, as cited in
Ferrara, 2022). Numerous studies have investigated the impact of spam
and fake accounts on conversations that are taking place during an
emergency. Gupta (as cited in Ferrara, 2022) examined Twitter media
for content created during the April 15, 2013, Boston Marathon Blasts
occurrence. The Twitter network served as the source of a lot of harmful
profiles and fraudulent information during this time. According to their
findings, 29% of the Twitter posts that went viral during the Boston
crisis were rumors and fake content, while 51% were general opinions

and comments, and the remaining content was actual news.

2.4. Related work

Researchers do not get the same results for machine learning techniques
because of the different algorithms used in the model and, most
importantly, the different datasets used, which also have different various
features, as demonstrated by (Prabhu Kavin et al., 2022) and (Kaur et al.,
2021), who used the same machine learning techniques but obtained
different results, they used Support vector Machine (SVM), Artificial
Neural Network (ANN), and Random forest (RF), SVM has the greatest
precision, recall, and F-measure in (Prabhu Kavin et al., 2022). But Kaur
et al., (2021) found that RF and NN brings higher AUC than SVM. Prabhu
Kavin et al., (2022) used twitter dataset and Kaur et al., (2021) used a
public dataset from GitHub website.

Suganya et al., (2021) claimed that Random Forest outperforms Decision
Tree and that the bigger the number of attributes, the greater the accuracy.

Suganya et al., (2021) also claimed that SVM, naive bayes, random forest,
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and decision tree algorithms are inefficient for detecting fake identities in
social media platforms, and they have used a developed algorithm in their
work which is an Adaptive SVM classifier (Ada-boosting algorithm with
SVM (Ada-boost SVM)), Formula (2.1).

H(x) = sign(Xi=1 ache(x)) (2.1)
whereas,

H(x), is the result of the weak classifier t for the input x.

at, is the classifier’s weight.

a; = 0.5 X In (ﬂ), the classifier's weight is determined by the
E

error rate E.

It can identify the accounts and classify them into bots and non bots with
high accuracy, they have used twitter dataset, they first chose the features,
then used SVM to train the classifier, then Ada-boost to improve the
classifier (weights are reassigned to each instance), last they visualized the

results.

Suganya et al., (2021) employed data cleaning, data imputations,
oversampling, data integration, and data normalization procedures.
Suganya et al., (2021) compared the accuracy of Multinomial naive bayes,
Decision tree, Random Forest, SVM, and Ada-boost SVM to be 69.76,
87.85, 91.49, 92.84, and 97.16 respectively, proving that Ada-boost SVM

accuracy was the best and outperformed other techniques.

According to Rostami et al., (2020), the feature selection process in
classification-based techniques is critical for detecting fake accounts in
online social networks since the classifier system must be applied on a

large volume of data in real time. Feature Selection is used to improve the
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accuracy of the procedure. It also improves the algorithms' prediction
capacity by picking the most important variables and removing the
redundant and unimportant ones. Furthermore, researchers frequently
study and investigate detected features to better understand the behavior of
fraudulent accounts. It implies that another priority that should be
considered is the stability of the feature selection process. Additionally,
stability is not considered a sufficient measure for evaluating the selected

features and is frequently paired with classification performance.

Rostami et al. (2020) use a multi-objective hybrid approach to identify the

best feature set for spotting fake profiles on the Twitter social network.

In their suggested work, the minimum-Redundancy-Maximum-Relevance
(mRMR) algorithm selects a compact collection of outstanding features to
decrease search space (Ding & Peng as cited in Rostami, 2020). Assume F
denotes a feature set with P features; the mRMR method picks the feature
with the strongest correlation to the target class (y), as shown in Formula

(2.2).
F1 =arg maxxi(cor(xl—,y)) xi€F i=1,..,p (2.2)

The mRMR technique employs two criteria to compute the correlation of

characteristics to the target class.

1. Mutual information, which is a standard criterion for identifying
variable dependency and is utilized for discrete / nominal

characteristics, Formula (2.3).

p(x,y)

Ix,y) = [ [p(xy) logmdxdy (23)
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2. The F-test measure for continuous variables, which examines the rate
of variation between the class and the mean of variance within the class,

Formula (2.4).

n-C)Y¥en _)2

c(xg-x

F(x,y) = (24)

=13 (nc~1)oc?

The Pearson’s correlation coefficient, Formula (2.5) is used to calculate the

redundancy of continuous characteristics.
Cov(xyx;)

R(x;x;) =
( l ]) fVar(xi)Var(xj)

The stability of the feature selection process is computed using the mean

xi:ijF (2.5)

similarity of all pairs of feature sets formed on K subsampling’s of the

dataset, as shown in Formula (2.6).

F feature sets chosen from the subsampling i and F demonstrate the

similarity requirement of the pairs of features F and F.

k vk '
2XYiz1 Xj=is1 S(FiFj)
kx(k—-1)

Stot = (2.6)

The Jaccard Index criteria is used to calculate the similarity of pairs of
feature sets constructed via K subsampling of the dataset, Formula (2.7)
(Saeys as cited in Rostami, 2020).

|FinFj]

2.7
|FiUFjl ( )

S(F,F;) =
Rostami et al., (2020) used two Twitter social network datasets provided
by Cresci as cited in Rostami et al., (2020). The first dataset (Social Spam
Bot 1) contains false accounts that were used by one of the Rome municipal
candidates to post its policies in 2014, while the second dataset (Social

Spam Bot 3) contains bots that are used to advertise and publish Amazon
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firm products. Genuine accounts in the databases also refer to human users.
Experiments on two Twitter datasets revealed that the proposed strategy
might provide more optimal and balanced performance when compared to

other existing methods (Rostami et al., 2020).

Fake accounts can also be purchased online from a variety of websites that
sell them. Purba et al., (2020) purchased fake followers from a variety of
places and gathered real users from private university followers on

Instagram.

Fake accounts have a broad concept that has a lot of meanings, for example
Suganya et al., (2021) has classified fake accounts into two types: duplicate
accounts, which are created by users for additional malicious use, and
false/unwanted accounts, which are created by businesses or organizations
and usually violate the social media terms and services. Hashtags on
Twitter are sometimes generated by bots to increase product sales through

paid promotions.

The primary distinction between automated and fake profiles, according to
Akyon et al. (2020), is that the first enhances its own metrics, whilst the
second enhances those of other users and creates an undesirable social
media atmosphere. Akyon et al., (2020) has implemented fake account

detection and automated account detection for two datasets.

SMOTE-NC was utilized for oversampling in fake account detection
(Akyon et al., 2020). The macro average approach is used to calculate F1
scores. The reason for using macro average is because the distribution in
the data does not match the true distribution on Instagram. It is desirable to
value both false and actual users equally. Oversampling has improved the

performance of all approaches. The neural network has the best
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performance without oversampling, whereas SVM and neural network

perform equally well with oversampling (94%) (Akyon et al., 2020).

Neural networks and SVM have the highest overall F-1 scores in automated
account detection. It is expected since neural networks can learn complex
mappings with enough training data, and SVMs are widely recognized for
optimizing the margin better than most other binary methods. Because the
characteristics are not clearly independent, poor performance from Naive
Bayes and logistic regression was unsurprising (considering these methods
highly rely on the independence of the features). Furthermore, the low
precision of the Naive Bayes with Gaussian distribution indicates that the
true distribution of the labels does not conform to this probability

assumption (Akyon et al., 2020).

As a result, SVM and neural network-based approaches got the most
promising F1 score for automated account detection (86%), with neural
network achieving the best F1 score performance (95%) (Akyon et al.,

2020).

Purba et al., (2020) Research methodology is shown in Figure (2.1). They
conducted two experiments: one with two classes (fake or authentic user)
and one with four classes (Active fake users, Inactive fake users,
Spammers, and authentic users). The 17 classification features have been
shown to be sufficient for distinguishing between authentic and fake users.
The maximum classification accuracies for two and four classes are
90.09% and 91.76%, respectively, when Random Forest is used.
Furthermore, the features importance result suggests that all metadata
aspects, i.e., number of posts, number of followers, link availability,
number of followings, and biography length, are the most important

predictors in the classification (Purba et al., 2020).
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Because metadata features are so important, another experiment is being

conducted: categorization using solely metadata features. With 79.66%

accuracy, this classification was the most accurate. The advantage of

utilizing metadata-only classification is that the metadata is easily

obtained, even from private users. This is a significant benefit because

49.11% of the users in the raw dataset are private users. As a result, while

using all the features improves classification accuracy, classification using

metadata-only is still adequate considering that many Instagram users are

private users (Purba et al., 2020).
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Deep learning algorithms have a lot of potential for spotting fake news.
There haven't been many studies that show the value of neural networks in
this field (Nasir et al., 2021). Nasir et al., (2021) developed a novel hybrid
deep learning model for false news classification [CNN-RNN] that mixes
convolutional and recurrent neural networks. Because of their capacity to
capture both local and sequential properties of input data, the CNN-RNN
combination has proven beneficial in various classification and regression

applications.

The model was proven successfully on two fake news datasets (ISOT and
FA-KES). Because it distinguishes between fake and genuine news, this
challenge is framed as a binary classification problem. Overall, the hybrid
CNN-RNN model suggested here surpasses all existing supervised
classification algorithms. Random Forests outperformed the other
approaches in terms of accuracy for both datasets. The maximum accuracy
performance was achieved by KNNs for FA-KES and Decision Tree for
ISOT (Nasir et al., 2021).

Users try to spread fake news via image-based articles since visuals spread
faster and have strong engagement patterns. The visual element of such
fake news contributes greatly to its spread. The fake news image motivates
the viewer to share the news by providing a perception of realism, resulting
in the spread of the fake news over the online social network, Figure (2.2)
and (2.3) illustrates the user’s interaction with fake and real posts in time,

users are more likely to engage with fake posts (Uppada et al., 2022).
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User interaction with fake posts over time

12 1

10+

News article/post

g

0 256 S00 750 1000 1250 1500 1750 2000
Timelin minutes)

Figure (2.2): Users interaction with fake posts over time, (Uppada et al., 2022).
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Figure (2.3): Users interaction with real posts over time, (Uppada et al., 2022).

Rumors are detected by Twitter by validating news accounts, and any news
that is tweeted without a confirmed source is classified as a rumor. The

verified status on Twitter aids in determining the validity of an account.
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Because a protected account only permits a restricted number of users to
view the published messages, the likelihood of spreading fake news is
reduced. Twitter's authorized TV network accounts would have reliable
proof in comparison to the innocent unverified user accounts. News
organizations verify the material before it is released. Twitter confirms
their identities and safeguards the news channel from fraudulent profiles.
There is also trust in the verified media outlet account's facts (Prabhu Kavin

et al., 2022), (Uppada et al., 2022).

Fake and News can also be linked to the creation of fake or anonymous
accounts (usually bots) for the faster distribution of news without revealing
the identity of the news spreader. Fake news identification is a collection
of content-based, social context-based, and propagation-based approaches,
as demonstrated by Uppada et al., (2022). Prabhu Kavin et al., (2022) also

divided features into content-based features and user-based features.

Content-based techniques to fake news detection rely on linguistic (lexical
and syntactical) elements that can detect false cues or writing styles

(Uppada et al., 2022).

Prabhu Kavin et al., (2022) demonstrated that content-based features on
Twitter include: characteristics linked to user tweets, fraudsters posting
duplicate tweets, the number of tweets, the frequency of tweets, spam
words, hashtag ratio, Formula (2.8), URL ratio, Formula (2.9), and mention

ratio, Formula (2.10).

duplicate hashtag

hashtag ratio = 2.8
g unique hashtagxtweet count ( )
, . hashtag duplicate urls
url's ratio = chd (2.9)
hashtag unique urlsxtweet count
. . tweets containing @
mention ratio; @tweets = g (2.10)

total number of tweets
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Social context-based elements, namely user-based traits identified by
Prabhu Kavin et al., (2022), aid in the investigation of account authenticity:
Accountancy age, Follower-to-Follower Ratio (lower for normal users and
higher for fraudsters), Formula (2.11), Verified (whether or not Twitter
verifies the account), Protected (whether or not the user account is
protected), screen name length, has description (whether or not the user
account has a description), name length, favorites count, statuses count

(Uppada et al., 2022).

number of following

ffratio = number of followers (2.11)
. _ followers
reputation = followers+ following (2.12)

Ali & Abdullah, (2022) utilized The Management Information Base "MIB"
dataset, which is made up of five Twitter datasets—two of which represent
genuine accounts and three of which represent fake accounts. 5,301 total
accounts with 29 features make up the total. During the data gathering
procedure, they ran into a scenario where some mistakes happened, and
some data was lost. Due to this issue, the quality of the data is reduced,
which results in poor outcomes when the data are analyzed and explored.
Many of the fields in their data are empty, which has a negative impact on
classification and yields inaccurate findings. So, they made the choice to
focus solely on important features during the feature extraction step,
avoiding irrelevant or redundant features to create the best possible subset

of features for the model.

They employed the Spearman correlation coefficient, one of the feature
selection filtering techniques that assesses the strength and direction of the
monotonic link between two quantitative variables. To indicate the degree

of correlation, they have values ranging from (-1) to (+1). Each correlation

37



metric is 0 when the two variables are not correlated. They also employed
the chi-square test, a statistical technique for assessing the independence

of two events.

They applied the ensemble system by stacking features that had been
retrieved from the datasets and normalized. To increase predictive power,
the ensemble learning technique of stacking combines several classifiers or
regression models using a meta-classifier or meta-regressor. Comparing
the stack technique to employing each algorithm independently, the phase
of detecting fake accounts yielded a high evaluation rate in terms of
accuracy, precision, and F1 score. The stack approach resulted in an

accuracy of 99%, a precision of 99%, and an F1 score of 99.2%.

Munga & Mohandas, (2022) used a dataset containing 1481 real profiles
and 1337 fake profiles. 20% of the accounts are used for data testing, and
the remaining 80% are used for data training. 25 features make up the
collected dataset. For each round, a different dataset is created. The dataset
with all features is used in the first round. Label encoding is used to fill
features with null values at random. The second round consists of a dataset
with few features and no null values. Following the completion of the data
augmentation, the processed data is now ready to be trained for the model.
The dataset is subjected to the use of three different classification methods:
RF, SVM, and NN, to produce three distinct models. Both rounds 1 and 2
of each algorithm are conducted independently. Because the features
selected in round 2 are the best feature set, accuracy has increased from

round 1 to round 2.

Shevtsov et al., (2022) develop a dataset where the most popular hashtags
connected to the US 2020 elections are initially gathered to capture the

Twitter dynamics of the US 2020 elections just before election day. From
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September 1%, 2020, to November 3™, 2020, all tweets using these hashtags
were retrieved using the Twitter API, yielding a dataset of 15.6 million
tweets and 3.2 million users. Shevtsov et al., (2022) introduced a novel
approach for differentiating between bots and authentic Twitter users by
extracting a variety of attributes using a supervised machine learning (ML)
framework. The ground truth labels are calculated by combining the output
from two online bot detection technologies, and the suggested system

specifically includes the extraction and labeling of several features.

Shevtsov et al., (2022) determined the Extreme Gradient Boosting
(XGBoost) technique to be the best ML. model together with a particular
set of features after doing an extensive ML study that involved
train/validation/test split, feature selection, oversampling, and hyper-
parameter tuning. The chosen XGBoost model achieves the highest bot
detection accuracy when trained on a wide range of combination features,
ranging from profile and context features to time-based and interaction

characteristics.

S B, (2022) made the case that community detection is essential for
comprehending the architecture of complex networks and ultimately
deriving informational value from them. Each profile on a social network
offers a wealth of information, including gender, friends, comments,
education, employment, and more. This data has both private and public

portions.

S B, (2022) have only used the information that is public to identify the
fake profiles in the social network because private information is not
available. The dataset is split into training and testing data, and S B, (2022)

utilized Random Forest to analyze it. A training dataset is used to train
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classification algorithms, and a testing dataset is used to assess the

algorithm's effectiveness.

The results are related to determining whether the record is real or fake
using designed features and materials created using Al models like brain
organizations. The forecasts show that the calculating brain network
produced predictions with 93% accuracy. Later, it is anticipated that new
aspects would make it easier to identify and detect things, such as executing
skin location should be achievable by using more accurate regular language

handling algorithms (S B, 2022).

Less than half of the 4000+ Facebook profiles that Awan et al., (2022)
collected from publicly accessible data were fake profiles. Using a Spark-
based project that is trained on 70% of the total uploaded profile data and
then attempts to forecast the remaining 30% of the data using a random
forest model, Awan et al., (2022) suggest a method for preventing
fraudulent profiles. Their data's classification accuracy is calculated using
the X-test and Y-prediction accuracy scores. This results in a 94% accuracy

rate.

The work by Ghafoor et al., (2022) makes use of three datasets. The first
dataset, which has three columns—title, content, and label—was compiled
from "Tencent's Fact Platform" and "People Daily Online." 7796 entries
with four attributes are included in the second dataset. These three are label,
title text, and id. A whole dataset makes up the third one. These dataset’s
material is compiled from a variety of other sources. Additionally, it has

the same column and the same number of features as dataset 2.
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Passive aggressive, decision tree, and naive Bayes classifiers are utilized
in the work of Ghafoor et al., (2022). These algorithms were all developed

using machine learning techniques.

In the three ftrials, three classifications were applied to the datasets
(Ghafoor et al., 2022). The dataset was divided into several ratios so that
each classifier's robustness could be tested and assessed (30-70, 40-60, 50-

50, 60-40, and 70-30).

According to the first experimental findings, a passive-aggressive
algorithm performed the best across all data ratios. The dataset was divided
in half, with 70% of the data utilized for training and 30% for testing,
yielding the greatest performance (93.70%). Additionally, the decision tree
and naive Bayes also obtained 81% and 83%, classification accuracy,
respectively. Due to the limited training data, all three classification
algorithms also had the lowest accuracy when data was divided by a 30—

70% ratio.

The results of the second and third trials showed that a passive-aggressive
algorithm outperformed all other algorithms for all data ratios. The best
results were 93.90% accuracy for the second trial, and 99.90% for the third
trial. The samples were divided by a 70-30% ratio (Ghafoor et al., 2022).

Bordbar et al.,, (2022) used the GitHub website to gather Twitter
information. The dataset has 5,384,162 users and 16,011,445 connections
between them. The data, which contains 10,000 fake nodes, is divided into
1,000,000 nodes, and then mapped into a graph. The network is then
transformed into an adjacency matrix to examine the relationships and

activities between each node (Jouili, as cited in Bordbar et al., 2022).
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Three similarity criteria were added at this step-in order to have strong
features and improved separation in fake classes. Ten similarity measures
are applied to each matrix because of new similarity criteria termed
Adamic Adar, Pearson Correlation, and Euclidean similarity. All matrices
underwent PCA due to their numerous and dispersed features, and ten
crucial aspects were accepted; as a result, they have a matrix of 1,000,000
* 100 dimensions. The Min-Max normalization algorithm (Gajera, as cited
in Bordbar et al., 2022) was then used. The ratio of 0.3 to 0.7 between the
train and test portions of the data—which were divided into two parts—
was also determined through testing. The GAN overcomes the challenge
of the minority class of training data by fabricating fake nodes using a
generator model. The discriminator learns to distinguish between fake

nodes and real ones.

This methodology (Bordbar et al., 2022) tried to address the problems with
huge data and unequal classes. In generative deep learning, the
discriminator learns nodes while the generator creates fake data. Their
system was superior since it was adaptable to managing various types of
data as well as minority classes. According to the findings of their trial, the
approach can achieve excellent accuracy with an AUC score of 98.1%.
They asserted that using GAN could be a viable way to manage data and

minority classes.

Varuna et al., (2022) applied LSTM configuration. They achieved training
accuracy of 98% and validation accuracy of 97.9%. The user-generated
content and profile metadata of users are the data stored in social networks.
The crucial public profile elements, such as the username, screen name,
etc., give personal information about the user's identity. The ties in the
social network graph that reflect the user's varied interests are used to
define the connectivity using this information. In total, the amount of
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personal data that social network users directly contribute makes up
various kinds of publicly accessible data. They compared their proposed
work with two existing methods: Sequential Minimal Optimization (SMO)
and Markov Clustering Algorithm (MCA). They stated that their work is
quite successful, and that LSTM exceeds the two existing methods, SMO
and MCL.

Swathi et al., (2021) developed a method to distinguish between authentic
and fake Facebook profiles using machine learning techniques. The same
framework had also been applied to the prediction of stalking. By using
publicly accessible datasets of fake and real user to train the neural network
model, they were able to detect fake profiles. 1469 real users and 1329 fake
users make up their data set. They chose and retrieved certain features from
the dataset, and then they applied a classification algorithm to it. The list
of user ids that was readily available in the “Initial Chat Friends List” area

of the page source was used for stalking data.

Swathi et al., (2021) noted that the user IDs on this list correspond to those
that engage with a profile the most frequently in terms of chats, likes,
comments, timeline views, etc. Through the Facebook Graph API, they
obtained the user's information using this id. By expressing the objects in
the graph and the connections between them, this API provides a consistent
representation of the social network. The stalking data is identified as user
data. To determine if the person is stalking from a fake profile or not, they
used this data as the test data for the prediction. When the detection model
has been adequately trained and evaluated, they can use it for stalking
prediction. They carried out training using the back-propagation approach.
They viewed the profiles on the list of people stalking as the ones that

needed to be judged as fake or real. They used a sample data set of 20 users
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for stalking to conduct tests, and they achieved a 93% accuracy rate with a

6% error rate.

A dynamic CNN was suggested by Wanda, (2022) to train a classification
model. They added a new component to the last layer of the neural network,
termed “Run Max”, which is a general activation function. By employing
the suggested activation layer, they increased accuracy during the training
and testing process. Their method uses user profile data as features and
achieves Precision=94.00, Recall=93.21, F1-Score=93.42, and a better
area under curve (AUC) score=0.9547. In this challenge, they were aiming

for a result with improved accuracy and minimal loss.

Rather than employing a standard method like SoftMax, which has a
bottleneck in a language modeling problem while training in extended
features (Yang as mentioned in Wanda, 2022). Wanda, (2022) presented
“Run Max” as an alternative activation function to improve the existing
SoftMax to cope with the SoftMax bottleneck from the output set (range)
and design a function without extra parameters. “Run Max” has ideal
qualities for output activation functions since its gradient computation is

composed of an exponential function and a Gaussian function.

Wanda, (2022) proposed RunMax nonlinear activation as a possible
solution to the SoftMax bottleneck in a 1D dataset. Wanda, (2022) created

RunMax linear classifier f(z)i in the following manner:

f(2), = - exp(z;) ¢ (zi) i=1,..M (2.13)

M exp(zm)o(zm)’

To create the fully connected layer, Wanda, (2022) suggested a unique
linear classifier with ¢(z;) and ¢(z,,) as a Gaussian function (¢) for the
zi and zm samples, rather than a normal activation function that generates
logits' probability values.
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In the training phase, Wanda (2022) employed gradient descent algorithms
to denote the stride size and achieve a minimum. Based on the
demonstration, they were able to outperform the typical activation function
in terms of accuracy throughout training and testing. They also pointed out
that, to assess the neural network's performance in the challenge of
classifying fake accounts, picking an appropriate Gaussian factor becomes

crucial.

Wanda, et al. (2021) also suggests, in another study, using traditional
machine learning to solve the problem. However, it takes a lot of money
and time. In order to improve the performance of the graph, Wanda, et al.
(2021) uses a WalkPool function to illustrate the dynamic deep learning
classifier. The neural network with a dynamic optimizer can achieve
improved accuracy and a smaller loss by utilizing the suggested model with
a generic pooling function. If the Deep Friend model is trained with a larger
epoch and a high momentum score in SGD, it can also give a competitive
outcome. As a result, a model with a dynamic optimizer may be a viable
choice to train using powerful hardware. According to their experiment
findings, DeepFriend outperforms traditional learning algorithms in terms
of AUC score, producing the highest AUC score of 0.9970. Furthermore,
not only does the graph operate more efficiently, but it also produces
excellent accuracy. In comparison to other evaluated algorithms, their
model may achieve the greatest TP and TN scores. It may show the best

detection rate for identifying benign and abnormal nodes.

Wanda et al. (2020) suggested DeepProfile, a model with a novel CNN
with a generic pooling function to cope with fake profile categorization, as
an alternative to employing common learning and expensive feature
engineering and computational resources. By utilizing the WalkPool
pooling layer to optimize CNN computation and boost accuracy, the
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approach creates a dynamic CNN architecture. Because DeepProfile
produces AUC = 0.9547 and performs better than other traditional learning
strategies, it can make accurate level predictions. A combination of
DeepProfile with the WalkPool pooling function outperform traditional

learning algorithms in terms of accuracy and loss.

Sahoo & Gupta (2021) suggested an autonomous fake news detection
system for the Chrome environment that can recognize misleading material
on Facebook. To be more specific, they used several news item attributes
together with several Facebook account-related variables to analyze the
behavior of the account using deep learning. They said that their intended
way of spotting fake news was more accurate than the latest cutting-edge
techniques. They proposed a method that combined several elements
related to the user's profile with machine learning and deep learning-based
analysis to detect false news in things like advertisements, messages,
images, and other stuff. They claim that their proposed technique actively

seeks for fake news.

Additionally, their method gathers numerous news articles shared by
Facebook users as well as various attributes connected to various profiles
to analyze fictitious activity. Additionally, the user's homepage in the
Chrome environment displays the outcome in the form of a pop-up box.
According to Sahoo & Gupta (2021), choosing attributes based on a user's
profile and shared material offers better input for their approach to outcome
prediction. The Facebook API and their crawler extract several new
features. Additionally, based on a few chosen and already-existing features
for processing, they assessed the effectiveness of several postings retrieved

from various Facebook profiles.
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To identify fake news, they have separately assessed user content and news
content aspects. SVM (Support vector machine) provides superior
accuracy in a machine learning environment compared to KNN, Logistic
Regression, Decision Tree, and Naive Bayes classifiers. Due to the lengthy
storing of existing records, they have seen improved accuracy in LSTM-
based deep learning analyses. When user profile and news content
variables are considered, LSTM in machine learning provides greater
accuracy of 99.42% as compared to SVM. When using both user profiles
and fake news features, their approach predicts better outcomes in a deep
learning environment compared to a machine learning environment. This
achieves their goal of determining how accurately their approach based on
multiple features separates fake news from real news in the online

environment.

Bindu et al., (2022) requested MIB projects for the dataset. There are four
sections to the data. First, for academic research on spotting fake accounts,
real accounts with the codes E13 and TFP have been made available.
Genuine accounts are mostly made by US and European researchers, social
scientists, and journalists. The fake accounts were purchased from
numerous Twitter internet marketplaces. The collection contains 34
features, some of which are primarily unfilled. There are altogether 3964
rows in the data. There are fields with null values following the removal of
some fields and the cleansing of the data. Fields containing null values
were filled with 0. There is a description box with text in it that is not
categorical. Therefore, the profile is filled with 1 if it has a description and
0 otherwise. In their method, random forest provided better outcomes.
While KNN also produces good results, Radial SVM falls short due to its
higher rate of False Negatives.

47



Table (2.1): Summary of Related work.

No. | Title Year | Method Sample Evaluation

1 Machine 2022 | Detecting fake | From a  twitter [ SVM algorithm has
Learning-Based account and | account, real accounts | the highest scores
Secure Data Comparing are manually | utilizing the user-
Acquisition for between SVM, | collected. Twitter | based features, and
Fake  Accounts ANN and RF. REST API is used to | content-based
Detection in collect user profile | features.

Future Mobile data. Another data set

Communication of the“The Fake

Networks Project” was

combined. The 7,973
account records in the
final data set were
split into two groups:
model training (75%),
and model testing
(25%).

2 FAKE SOCIAL | 2021 | Detecting fake | Open accessed dataset | RF and NN resulted
PROFILE accounts using | from GitHub with 564 | in a higher AUC
DETECTION SVM, NN and | datapoints. score than SVM.
USING RF.

MACHINE

LEARNING

3 Retraction: Detect | 2021 | Define the | Twitter dataset. Ada-boost SVM is
fake identities identity of the efficient
using  improved account whether classifier for
machine learning it is real or fake Identifying Fake
algorithm {d. using (Ada- Accounts.

Phys.: Conf. ser. boost SVM).

1916 012056).

4 Detecting  Fake | 2020 | Detecting fake | Two twitter datasets. | Support Vector
Accounts on accounts on | The Social Spam Bot | Machine algorithm
Twitter Social Twitter  using | 1, and the Social Spam | was the best
Network  Using RF, NB, and | Bot3 classifier.
Multi-Objective SVM
Hybrid  Feature
Selection
Approach

5 Classification of | 2020 | Detecting fake | Web scraping was | RF resulted with
Instagram  fake users using RF, | used to get dataset | better accuracy
users using Multilayer from various | using metadata and
supervised perceptron, LR, | Instagram  websites. | media data, DT
machine learning NB, and J48 DT | The fake users were | resulted with the
algorithms purchased from | highest  accuracy

Indonesian  sellers, | using only meta
whereas the real users | data.

gathered from private

universities.

6 Instagram  Fake | 2020 | Fake  account | 1002 real accountand | In fake account
and  Automated detection  and | 201 fake accounts has | detection,

Account Detection automated been gathered after | oversampling  has
account manual labeling for | improved the
detection using | the first dataset, the | performance. NN
SVM, NB, LR, | second dataset | was the best. In
and NN. consists of 700 real | automated account

account and 700 | detection, SVM and
automated accounts. NN had the highest
overall F-1 score.

48




7 Fake news | 2021 | Fake news | Two open access | In the ISOT dataset.
detection: A detection using a | datasets are used for | Accuracy rises, and
hybrid CNN-RNN combination of | the assessment | loss fall, showing
based deep CNN and RNN | studies. There are 804 | that the model
learning approach news articles in the | improves at

FA-KES dataset. The | classifying the
45,000 news articles | articles. The
that make up the ISOT | accuracy is not
dataset. increasing smoothly
for the FA-KES
dataset. And the loss
is almost constant
over all 10 epochs.

8 Novel approaches | 2022 | SENAD model | Fake Newsnet and | It is time-consuming
to fake news identifies  the | Twitter dataset, fake | to  identify  the
and fake account dissemination of | image dataset (Weibo | deliberately altered
detection fake news and | dataset) photos  that are
in OSNs: user helps in locating compressed,
social engagement accounts that downloaded, and
and visual content distribute  fake uploaded  several
centric model news. CredNN, times because ELA

CNN to detect operates with

fake images. compromised
images. It can be
difficult to locate an
image dataset with
visual sentiment
data associated with
it.

9 Fake accounts | 2022 | Detecting fake | Management When compared to
detection on social accounts in | Information Base | applying each
media using stack twitter using | "MIB" dataset is used. | algorithm
ensemble system stack ensemble independently, the

system, RF, stack technique had

SVM, NB, LR a higher evaluation
rate in terms of
accuracy, precision,
and F1 score.

10 | Feature Selection | 2022 | Using RF, SVM, | A dataset of 1337 fake | Each algorithm runs
for Identification and NN, to | and 1481 real profiles | its first and second
of Fake Profiles on determine is  collected  with | iterations
Facebook whether a { numerous attributes, | individually. = The

Facebook profile | including friends, | accuracy has

is fake or | followers, status, and | improved from

authentic other metrics. round 1 to round 2
because the features
chosen in round 2
are better.

11 | Identification of | 2022 | Employing RF, | The most well-liked | The selected
Twitter Bots SVM, XGBoost | hashtags  associated | XGBoost model
Based on an to identify [ with the US 2020 | provides the highest
Explainable Twitter bots | elections are initially | bot  identification
Machine Learning based on labeled | gathered by the author | accuracy.
Framework: The Twitter data and added to a dataset.

US 2020 Elections
Case Study

All the tweets that
contain these hashtags
are retrieved using the
Twitter APL
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12 | Use of ANN to | 2022 | Detect fake | As no  informal | The projections
Identify Fake profiles using RF | community dataset is | demonstrate that the
Profiles openly available for | analytical brain

the investigation | network  produced
purpose of identifying | predictions with an
the fake accounts, the | accuracy of 93%.
author turned to

scraping profiles.

13 | Fake profile | 2022 | Detect fake | 4000+ Facebook | Accuracy reached
recognition using profiles  using | profiles were collected | 94%.
big data analytics Spark ML, and | from publicly
in social media RF available data by the
platforms author.

14 | Fake News | 2022 | Detect fake news | Author used 3 datasets | The findings
Identification on using  passive | collected from Kaggle | indicate that on all
social media aggressive, J48, [ and GitHub. three datasets, the
Using  Machine and NB. passive-aggressive
Learning machine  learning
Techniques algorithm performed

best  with  the
proposed  features
that had a training to
testing ratio of 70%
to 30%.

15 | Detecting  Fake | 2022 | Detecting fake | The Twitter | This method
Accounts Trough accounts using | information used to | excelled in handling
Generative GAN, LR, and | support the study's | minority classes as
Adversarial SVM. findings are gathered | well as  being
Network in Online from a GitHub | adaptable in
social media repository. In | handling all types of

the dataset, there are | data. GAN is a
5,384,162 users and | potentially effective
16,011,445 links | method for
between them. managing minority
classes and data.

16 | An Efficient | 2022 | Detecting fake | The  user-generated | The proposed
Framework  for profiles  using | content .and profile | method had a
Fake Profile LST™M metadata of users are | validation accuracy
Identification the information stored | of  97.9%  and
Using in  Social Media | training accuracy of
Metaheuristic and networks. The crucial | 98%.

Deep  Learning public profile details

Techniques and particular
communication
details were
considered as features.

17 | Fake Profile | 2021 | Detecting fake | The model is trained | The model achieved
Detection and profile using | using open access | 93% accuracy, and
Stalking NN. dataset, author used | 6% error.
Prediction on users’ id to get the
Facebook user details through

Facebook Graph API.

18 | RunMax: fake | 2022 | Detecting fake | Author gathered and | By utilizing the
profile profile using | derived from the | generic function
classification CNN. corpus several diverse | network, the
using novel features. By breaking | suggested  model
nonlinear out specific user | outperforms
activation in CNN profile data, the author | previous activation

was able to compile a | techniques in terms
sample dataset of over | of accuracy,

50




3000 unique users | enhancing the CNN
from OSN profiles. graph's efficiency.

19 | Multiple features- | 2021 | The suggested | The shared | In comparison to
based  approach method employs | content features  of | machine  leaming
for automatic fake KNN, SVM, LR, | several profiles have | algorithms, the deep
news detection on DT, NB, and | been gathered by the | learning algorithm
social  networks LSTM in a | author. Then, to | displayed
using deep reactive manner | categorize fake news | remarkable
learning to identify fake [ on  Facebook, he | performance with a

news. examined features | 99.4% accuracy rate.
using his Chrome | The trial findings
extension. showed that the
method successfully
detected fake news
in real time.

20 | Detection of Fake | 2022 | Fake accounts | Data for this Project | For predicting,
Accounts in detection using | was given ' by: MIB | random forest
Twitter Using KNN, SVM, and | projects.  Authentic | produces superior
Data Science RF. accounts are mostly | outcomes.  While

made by American [ KNN also produces
and European | good results, Radial
researchers, social | SVM falls short due
scientists, and | to its higher rate of
journalists. The fake | False Negatives.
accounts were bought

from different Twitter

online marketplaces

that deal in fake

accounts.

21 | DeepFriend: 2021 | Abnormal node | Data were collected | Proposed  method
Finding abnormal detection in | from Facebook and | achieved better the
nodes in online OSNs using | Flicker. greatest  accuracy
social  networks DeepFriend with 98%.
using  Dynamic Method
Deep Learning.

22 | Finding fake | 2020 | Fake profile | More than 3000 users | Proposed model
profile in online detection using.| are collected from | achieved better
social network DeepProfile OSN. accuracy with small
using dynamic method with epoch.

CNN. dynamic CNN.
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2.5. Summary

The study of fake account detection is important, particularly in the context
of social media and cybersecurity. The widespread usage of fake accounts
on social media platforms has emerged as a significant issue, and their
detection is now essential to preventing a variety of dangerous behaviors.
Machine learning algorithms is one of the areas of study for methods and
instruments for identifying fake accounts. Researchers must research the
characteristics and behavior of social media accounts to develop a

successful model.
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Chapter Three
Research Methodology

3.1. Introduction

Detecting fake accounts on social media has many prospects and to design
the model properly, we need to figure out what are the best algorithms that
gives the better accuracies, and this is achieved by collecting the data and
comparing between different Al algorithms. Many researchers have
proposed similar work for detecting fake accounts using different machine
learning and deep learning algorithms. There are various social media
applications, but the most used applications are Facebook, Instagram, and
twitter. In this chapter, we will describe our model. We are going to use 3
Instagram datasets, in two stages, the 1% stage describes ANN, KNN, RF,
and SVM. The 2™ stage describes CNN topology.

3.2. Datasets

From our searching’s we have notice that there are many work have been
done for Facebook and twitter, either for detecting fake profiles or
detecting fake news, also there are many open access datasets for Facebook
and Twitter, we found two open-access small Instagram datasets to work
on for the first stage, besides that, we have collected the 3™ dataset by
ourselves for a total of 83,862 rows and 17 features and 5 classification
labels: real users, fakel, fake2, fake3, and fake4. Fake users are numbered

according to their behavior.
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3.2.1. Open-access datasets (1% and 2"9):

We have found two publicly accessible datasets. The first dataset was
gathered by Jafari, (2021) who made an Instagram account and
subsequently purchased 700 fake followers. To stop new users from
following the page, the account privacy was adjusted to private after that.
He utilized a C# web scraper to get data from all 700 accounts. From his
private Instagram account, real users were taken. This will be the 1% dataset.
The 2" dataset was compiled by Bakhshandeh, (2019). The dataset has a
high level of accuracy as Bakhshandeh, (2019) claims, he personally
recognized the spammer/fake accounts present in this dataset after carefully
evaluating each occurrence, even though Bakhshandeh, (2019)
acknowledged that there may be a few accounts in the spammers list that
were incorrectly identified. A crawler was used to gather the data between

March 15 and March 19, 2019.

The 1% dataset, which is not balanced as depicted in Figure (3.1), comprises
12 features with 692 fake users and 93 real users. Since none of the
accounts in the dataset have a channel, the "has channel" attribute has no
impact on the dataset and therefore has no impact on the results, and we
removed it. The 2™ dataset contains 11 features with 348 actual accounts
and 348 fake accounts, which are in this instance balanced as illustrated in
Figure (3.2). 20% of the dataset was used for testing, while 80% was used

for training, for both datasets.
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Figure (3.1): 1 Dataset fake and real users’ distribution.
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Figure (3.2): 2" Dataset fake and real users' distribution.
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3.2.2. Dataset preparation (3"9):

. Collecting and gathering the dataset was a challenging part due to privacy
reasons, we have used IG Exporter provided by chrome web store, it is a
tool that exports Instagram user’s followers to an Excel or CSV file, Figure
(3.3). For fake accounts we have bought them from an online market, this
market sells followers, likes, and comments, we have bought only

followers. Real accounts are taken from a university account.

IG Exporter

Export Instagram followers to CSVY with IG Export. The app is a browser
extension for Google Chrome and Microsoft Edge

 Guicksart

Figure (3.3): IG Exporter.

Exporter for IG extension has a delay option which is the time between
scraping different users, and this delay can be increased if we faced any
problem like blocking our Instagram account, if so, the parsing will freeze,

and no more scraping happens, Figure (3.4).
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Figure (3.4): IG Exporter View.

Exporter for IG extension gives only five attributes which are: ID (numeric
Instagram ID), Username, Full name, Profile picture URL, and Is IG profile
verified. These attributes are not.enough to be fed to the model, so we
needed to extract more features. So we have tried at an early stage to use a
python code for extracting more data, the code was built in Visual Studio
Code, we have used Instagramy package that was offered by pypi.org, the
code worked successfully and we only needed to provide the usernames of
the accounts and the code will collect all features about them, but the code
wasn’t useful at all, because we have a huge amount of data to be collected,
and it was freezing at every run and it stops at a range of 24-40 accounts
collected only, and to rerun the code we had to reset the IP address each
time, sometime it works and sometime we need to wait at least 1 hour
before running it again. And we were struggling due to this issue. Then we

found a useful good tool on APIFY that was beneficial to our situation.
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APIFY is the platform where developers build, deploy, and monitor web
scraping and browser automation tools, Figure (3.5). We have used
Instagram Profile Scraper by Zuzka Pelechova, this great tool scrap 1,000
users at once and it takes less than five minutes for one run, all we needed
is just usernames of the accounts, and we already have it thanks to Exporter

for 1G extension.
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Figure (3.5): APIFY, Instagram Profile Scraper.

74" APIFY g @  Instagram Profile Scraper

zuzkafinstagrameprofie-scroper  Modified 3months agn Users 113k Runs 8427k Crafted by ,& Zuzhks Peferhovd

fstodatasciantios
Peasonstaccoutt Scrape aft Instagrany profile info. Add one or mcve instagram usernaimes and extract foffowers & foliows count, URLs, b, posts, ikes. courts,
channst, duraticn, highlight reel, and more. Download structured data in JSON, CSV, XL, Excel, and HTML to use in apglications, feports, and

@ Home spreasishests,

=3
R Store 1 gt information Runs Buiids integrations G} Monitoring issues Saved tasks Gk
' > Actons k4
[3 Saved tasks Switch t 5D exsitor

Get data from instagram profiles

® Funs Important: Residential proxies are reauired to use this scrapert

@ schedul o i you gion't have them, please contact us on support@apify.com
edules

Storage .ms*kagram username(s)

&

@ Proxy
& Settings
=]

1 i humansoiny

Billing )
E Bufk edit e ey 8

Memory QiaGE

BT TIREQUT  MEMDRY

Free usage $350 7 $5.53 "
i > Options Latest 30000y  1GB

S Cawi chasmss . W

L L D) saveasnewtask

&= «

Figure (3.6): APIFY, Instagram Profile Scraper View.
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After clicking Start Instagram Profile Scraper will start to run, Figure (3.6)

and (3.7), when it completes we can Export the data gathered to an Excel

file, Figure (3.8)

Share | AP
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Morse details

Po2R B of ¢ handied $0.006 2023-02-20 11:21 3¢s

Qutput { toy  input  Storage { dvsview  integrations @

Showing only the latest fines of the log.

Showfulliog [} | Dowrloadleg (| @y Copy log to ditpboass

Figure (3.7): APIFY, Instagram Profile Scraper 1% run.

Instagram Profile Scraper - Run oL A Share AP
mee:ied Actor succeeded with 454 reaults in the dutasst
RESUITS  REQUESTS USRGED  SHARTER DURATION
More details

. 484 & of 0 handfed $0.132 2023-02-20 11:2% dmdis

outpt G tog  tput Storage @ thveview integrations

Showing enly the fatest ines of the fog.

; Showfuiliog 4 | Downlcadiog [ | @y Copyiog to clipbosrd

Y Gotoactor | Mntegrate | Resurrect

Figure (3.8): APIFY, Instagram Profile Scraper 2nd run.
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After we have extracted all the data, we have chosen specific attributes and
combined all data in one Excel file. The features chosen were biography
(description' bio), external URL (account’s we'bsiteb), followers Count
(number of followers), follows Count (number of followings), full name,
highlight reel count, is business account, joined recently, posts count,
private, username, and verified. After that we created our features from

these attributes in Excel.

3.2.3. Features preparation:

We have 17 features total described below:

researchthesis99 @ =

4] ] 0
Posts Followers  Following

S researchthesis99 fullname
Business Grocery Store
this account is for testing only.

Website & www.uob.edibh

Professional dashboard
Facuhunt seatiied the dast 30 das

Biography

Edit profile Share profile
Highlight reel count l»-—» et New

Figure (3.9): Instagram User details.
1. Followers.
This feature indicates the number of followers, Figure (3.9).
2. Following.
This feature indicates the number of followings, Figure (3.9).

3. Highlight reel count.
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This feature indicates the number of highlight reel count, Figure

(3.9).
. 1s business?

This feature indicates if this account run a business or not, Figure

(3.9).
. 1s joined recently?

This feature indicates if the account user is new or not, Figure (3.10).

< researchthesis99

O O O
Posts Foliowers Fallowing

researchthesis99
Grocery Store
this account is for testing only.

Message

Figure (3.10): Instagram new user.

. #posts.

This feature indicates number of posts that user account has shared,

Figure (3.9).
. Is private?

This feature indicates whether account is private or not, Figure

3.11).
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researchthesis99
this account is for testing only.

(2 www.uob.edu.bh

This account is private
Follow this account 1o see their photos and videos.

Figure (3.11): Instagram private user

8. Is verified?

This feature indicates whether account is verified or not, Figure

(3.12).

< puma <

3,493 12.7M 10
Posts Followers Following

PUMA
Clothing {Brand)
FOREVER. FASTER. SINCE 1948.

& go.puma.com/foreverfaster
Figure (3.12): Instagram verified user.

9. Description length.

Description length is the total length of the biography, Figure (3.9).
We have applied the function =LEN (column#), Figure (3.13). The
function indicates the length of column A# which is the biography.
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| descﬁpti‘on
length

biography

17
86

Figure (3.13): Description length functien.

10. Has website.

“Has website” feature determine whether the account have website
in their bio or not, it is binary, Figure (3.9). we have used the
function =IF (LEN (column#) = 0,0,1), this function is an if
statement indicates that if the length of column B# is equal to 0 then
the value of “has website” feature will be 0 which means it does not
have website link, otherwise it will be 1, Figure (3.14). Column B is

externalUrl.

B mIFLENIBZI=0,0,1)

E - has
é xternalUrl website?

4

Figure (3.14): has website function.
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11. Username==full name?

This feature determines if the username is equal to the full name or
not, Figure (3.9). It is binary, we have used the function =IF
(column#=column#,1,0), it indicates that if username is equal to full
name, then the value is 1, otherwise it will be 0, Figure (3.15).

Column K# is username and column E# is the full name.

Lol 282,10

username==
fullname?

Figure (3.15): username==full name function.

12. #digits in username.

This feature gives us the number of digits in the username, Figure
(3.9). We have used the function =SUM(LEN(column#)-
LEN(SUBSTITUTE(column#,{1,2,3,4,5,6,7,8,9,0},))), we will
subtract the length of the username (without numbers) from the
length of the entire username , and that will give us the number of

digits in the username, column K# is username, Figure (3.16).
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1 username username

Figure (3.16): #digits in username function.
13. #digits in full name.

This feature gives us the number of digits in the full name, Figure
(3.9). We have used the function =SUM(LEN(column#)-
LEN(SUBSTITUTE(column#,{1,2,3,4,5,6,7,8,9,0},))), we will
subtract the length of the full name (without numbers) from the
length of the entire full name , and that will give us the number of

digits in the full name, column E# is full name, Figure (3.17).

LEN{SUBSTITUTEEZ, 11,2,3.4,

#d:glts in
fullname

 fullName

it

Figure (3.17): #digits in full name function.
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14. Username has digit.

This feature determines if username has digits or not, it is binary,
Figure (3.9). We have used the function =IF (column#=0,0,1), it is
an if statement indicates that if #digits in username is equal to 0 then
value will be 0 otherwise it will be 1, column X# is #digits in

username, Figure (3.18).

oo =IE(X2:0,0,1)

 #digitsin  username
username has digit?

Figure (3.18): username has digits function.
15. Full name has digit?

This feature determines if full name has digits or not, it is binary,
Figure (3.9). We have used the function =IF (column#=0,0,1), it is
an if statement indicates that if #digits in full name is equal to 0 then
value will be 0 otherwise it will be 1, column Y# is #digits in full

name, Figure (3.19).
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~ #digits in fullname
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Figure (3.19): Full name has digits function.
16. Length of full name.

Length of full name is the total length of the full name, Figure (3.9).
we have applied the function =LEN (column#). The function
indicates the length of column E# which is the full name, Figure

(3.20).

W Fe | sLEN[ED

length of
fullname

1 fullName

Figure (3.20): length of full name function.
17. Length of username:

Length of username is the total length of the username, Figure (3.9).
we have applied the function =LEN (column#). The function
indicates the length of column K# which is the username, Figure
(3.21).
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Figure (3.21): length of username function

18. Is Fake?

This is the label in which it classifies the category of the user account

whether it is real or fake.

We have a total of 17 features now with label, Figure (3.22).

L BoaE s Li kgt MoGANL e e R
f‘wfollowers g highlight tis buisnesis joined r#posts s private’is verified descriptio has websi username H#digits in {#digits inusername fullname Hength of {length ofisFake
l; 1611 457 & 1 ] 52 ko] ] 17 1 1} .0 [0} [} ¢ 8 3 3
1170 7135 ¢ ko) o S 1 1] 86 [ o i} [+ o 4] ) 19 i
i 260 319 ¢ kY] [} 78 1] ¢ 108 1 a & ] o ) 12 12 3:
SL« 862 1875 4] 0 ] 165 1 ¢ 168 4 o 5 1} 1 ] 10 27 3
1 531 2320 [ o o 1 o o [ [ Y 2 1} 1 g 0 i1 3
0.2 o .8 .8 8 i....8 o .8 I SR : SNSRI : R 1 10 11 3

431 4183 o ¢ [ 0 ¢ ¢ o [ 0 [ [ 0 o 19 18 2

203 2260 o o [ 3 1 ¢ 52 [ [ I o 6 E 3

Figure (3.22): All Features of 3" dataset.
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3.2.4. K-mean clustering:

We only had the real and fake classifications after gathering and collecting

the features, but our goal goes beyond binary classification, and as shown

in Table (3.1), the data is not balanced and we need to reclassify the fake

data, so we had to use k-means clustering.

Table (3.1): Real and fake accounts distribution.

Labels (is fake?)

Real accounts

Fake accounts

15,942

67,919

K-means clustering aims to convert unlabeled data into groups and

categories, and we have used the functions as described below:

1. First, we must define number of clusters we need, and we want to

have 4 fake labels, so k=4.

2. After that we have to set 4 centroids, which are chosen randomly

from the data and repeatedly chosen after calculations until

convergence, but in our case, we have a numerous amount of dataset

so it would take long time to figure out the best centroids, so we have

decided to get the help from python library to find out the best

centroid for us, code is described below:

We have used Jupiter notebook to run python code, we have used Pandas

library to help us reading our

dataset, also we have used

“sklearn.cluster.KMeans” library to help us to do the clustering, the fake

dataset contains 67918 columns and 17 features.
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import pandas as pd
from sklearn.cluster import KMeans

data = r'C:\Users\LENOVO\Documents\College\Master\Thesis\dataset\final da-
tasets\fake data .csv'
df = pd.read_csv(data)

df.shape
(67918, 17)

We make sure of the dataset information; all datasets are of type integer.

df.info()

<class 'pandas.core.frame.DataFrame'>
RangeIndex: 67918 entries, © to 67917
Data columns (total 17 columns):

# Column Non-Null Count Dtype
@ followers 67918 non-null inté64
1 following , 67918 non-null int64
2 highlight reel count 67918 non-null inté64
3 is buisness? 67918 non-null int64
4 is joined recently? 67918 non-null int64
5  #posts 67918 non-null int64
6 1is private? 67918 non-null int64
7 is verified? 67918 non-null int64
8 description length 67918 non-null int64
9 has website? - 67918 non-null int64

10 username==fullname? 67918 non-null inté64
11 #digits in username 67918 non-null inté64
12 #digits in fullname 67918 non-null int64
13 username has digit? 67918 non-null inté4
14 fullname has digits? 67918 non-null int64
15 1length of fullname 67918 non-null int64
16 1length of username 67918 non-null inte64

dtypes: int64(17)

memory usage: 8.8 MB

We make sure there is no null values in our dataset.

df.isnull().sum()
followers

following

highlight reel count
is buisness?

is joined recently?
#posts

is private?

OO
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is verified?
description length
has website?
username==fullname?
#digits in username
#digits in fullname
username has digit?
fullname has digits?
length of fullname
length of username
dtype: int64

OO0 ODOOOO®

We run the k-mean choosing 4 clusters, k=4, and we have taken the

centroid values as shown below.

from sklearn.cluster import KMeans
kmeans = KMeans(n_clusters=4, random_state=8)

kmeans.fit(df)
KMeans(n_clusters=4, random_state=9)

kmeans.cluster_centers_

array([[3.41902773e+01, 7.26661239e+03, 1.66870724e-01, 5.68959309¢-03,
0.00000000e+00, 1.72629456e+01, 2.01656464¢-03, 0.00000000e+00,
9.58343536e+00, 2.52070580e-03, 7.25963270e-02, 3.32999640e+00,
4.01008282¢-01, 9.00540151e-01, 1.12495499¢-01, 5.04796543+00,
1.15292762e+01],

[2.06537713e+01, 4.00741796e+03, 8.41303476e-02, 2.66307772e-03,
0.00000000e+00, 1.63074566e+01, 1.11677453e-03, ©.00000000e+00,
6.95925205e+00, 1.77538514e-03, 6.90682092e-02, 3.82435141e+00,
4.15984193e-01, 9.30072734e-01, 1.03230056e-01, 4.26728137e+00,
1.18551629e+01],

[2.06561495e+01, 2.76465702e+03, 1.05666914e-01, 3.34075724e-03,
0.00000000e+00, 1.84565702e+01, 4.57807473e-03, 0.00000000e+00,
4.79052215¢+00, 2.10343974e-03, 4.02128186e-02, 3.29175947e+00,
2.34471665e-01, 8.64761198e-01, 5.98861668e-02, 3.84793368e+00,
1.29309577e+01],

[1.97590897e+01, 5.37354892e+03, 5.94795539¢-02, 1.54139088e-03,
0.00000000e+00, 1.94560704e+01, 1.54139088¢-03, ©.00000000e+00,
1.74993200e+00, 7.25360413e-04, 1.25124671e-02, 2.21117055¢+00,
7.07226403¢-02, 6.63614108e-01, 1.91313809e-02, 5.51754466e+00,

1.37064104e+01]])

We have added a new column to our dataset which is considered the

labeling column, and we have stored the dataset in a file.
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kmeans.labels_
array([2, ©, 2, ..., 1, 1, 1])

df["clusters"] = kmeans.labels_
df.head()

df.tc_csv(r’'C:\Users\LENOVO\Documents\College\Master\Thesis\clustered data.csv’,
index=False)

To elaborate more in this step, we will explain the calculation of k means
clustering, before starting we must determine the k value which in our case
is 4, then after that we must determine 4 center values, and as mentioned
earlier we have got our centers from python, Table (3.3). After that we must
calculate the distance between our data points and the center values, there
are various distance functions used with k-means, the most famous one is

Euclidean distance, but we are going to use Manhattan distance, Formula
(3.1).
X — Y| =Tk lx; — il (3.1)

We are going to apply the equation on a random data point from our
dataset, so we are going to choose the row number 374 data points, Table

(3.2).

Table (3.2): Data points for row number 374.

x| 1 2 |3|4(5]6 7891011121314 |15]|16|17]|18
xi |30(3990|0|0(0}{17(0(0{0O[O0O[O0O]|4]|0|1[0]O0]|11] 2

Now our data points are labeled as 2 which means fake2 labeling, when we
apply the Manhattan distance, we are going to have 4 centers, and we need

to choose only one to determine the label, our Manhattan Formula (3.2).

L=|X-Cl=3,lxi—cl (32)
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L1 = |30 — 34.19] + |3990 — 7266.61| + [0 — 0.17| + |0 — 0.01]
+10—0|+]17 = 17.26] + [0 — O] + |0 — O] + |0 — 9.58]
+10=0]|+]0—0.07] + |4 —3.33| + |0 — 0.4] + |1 — 09|
+10 —0.11] + |0 — 5.05| + |11 — 11.53| = 3297.75

Applying Manhattan distance for all centroids give us L1=3297.75,
L2=40.47, L3=1248, and L4=1408.52, in this case the lower center is
center 2 so the label will be fake2. The rest of datapoints are labeled the

same way.
Table (3.3): Centroids.

1 2 [ 3[4 ([5] 6 [7]8] 9 [two]u ] iz]i3]14]15]16] 17
Cl | 34.19 | 7266.61 | 0.17 [ 0.01 | 0| 1726 | 0 | 0| 958 [ 0 | 0.07 | 333 | 0.4 | 0.9 | 0.11 | 5.05 | 1153
C2 | 2065 [ 400742 [ 0.08 | 0 | 0] 1631 |00 696] 0 | 0.07 | 3.82 | 042] 093 | 0.1 | 4.27 | 11.86
C3| 2066 | 2764.66 | 0.11| 0 | 0| 1846 [0 | 0| 479 0 | 0.04 | 329 [ 0.23 | 0.86 | 0.06 | 3.85 | 1293
C4 (1976 | 537355 [ 0.06 | 0 | 0] 1946 | 0|0 | 1.75] 0 | 0.01 | 221 | 0.07 | 0.66 | 0.02 | 5.52 | 13.71

3.2.5. Features analyzing:

In this section, we'll show how specific features relate to labels to
comprehend the behavior of fake accounts. The first characteristic is the
number of followers; as the Figure (3.23) shows, real accounts are more
likely to have a significant number of followers than do fake accounts.
Based on how many individuals the account is following, fake accounts

were categorized, Figure (3.24).

Genuine accounts can have up to 500 highlight reel counts; real users are
more likely to have those numbers, while fake accounts typically have less
than 100, Figure (3.25). While fake users often have fewer than 5,000
posts, real users can have up to 35,000 posts, Figure (3.26).
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Compared to fake users, real users are more likely to have private accounts,
Table (3.4). Only legitimate users may have verified accounts, Table (3.5),
fake users are not permitted to do so. Real users are nonetheless more likely
to have a business account than fake users, Table (3.6). Although fake users
might include their website in their profile, real users are more likely to

have a website, Table (3.7).

Followers

4.5

4 O
3:5

3 @
2.5

label

CE Y L rsh @.@@ G e
0 100000 200000 300000 400000 500000 600000 700000 800000

folllowers

@real ©fl 0f2 0f3 ©f4

Figure (3.23): label vs Followers.
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Figure (3.24): labels vs Following.

Highlight reel count

45 |

4 @mo ©
35

3 gDoe
25 |

1.5
1 EXD

D-OC®wo e © o
0 100 200 300 400 500 600 700

highlight reel count

@recal ©Of1 ©0f2 ©f3 ©f4

Figure (3.25): labels vs Highlight reel count.
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Figure (3.26): label vs #posts.
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Table (3.4): is private count for each label.

is private? 0 1 2 3 4 Grand Total
0 7456 | 13857 | 34881 | 8047 | 11012 | 75253

1 8487 | 28 39 37 17 8608

Grand Total | 15943 | 13885 | 34920 | 8084 | 11029 | 83861

Table (3.5): is verified count for each label.

is verified? |0 1 2 3 4 Grand Total
0 15571 | 13885 | 34920 | 8084 | 11029 | 83489

1 372 372

Grand Total | 15943 | 13885 | 34920 | 8084 | 11029 | 83861
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Table (3.6): is business count for each label.

is business? | 0 1 2 3 4 Grand Total
0 ' 14338 | 13806 | 34827 | 8057 | 11012 | 82040
1 1605 | 79 93 27 17 1821

Grand Total | 15943 | 13885 | 34920 | 8084 | 11029 | 83861

Table (3.7): has website count for each label.

has website? | 0 1 2 3 4 Grand Total
0 14334 | 13850 | 34858 | 8067 | 11021 | 82130
1 1609 | 35 62 17 8 1731

Grand Total | 15943 | 13885 | 34920 | 8084 | 11029 | 83861

Table (3.8): #posts average for each label.

Is Fake 0 1 2 3 4 Grand Total
Average of #posts | 171.72 | 17.26 | 16.30 | 18.45 | 19.45 | 46.63

From the feature analyzing of classes, we have noted the behavior of fake
accounts. The fakel class shows that this kind of accounts tend to have large
number of followings, Figure (3.24), and the purpose from following many
accounts, is to get the followers to reach the fame, so fakel is the fake
celebrity account. The fake2 class shows that it usually uses link in the bio,
Table (3.7), the link can spread malwares or fool innocent people to share
personal information, so fake?2 is the spam account. The fake3 class shows
that it has less followings, Figure (3.24) , this account’s purpose is to
threaten people, cyberbullying, and target individuals in direct messages, so
fake3 is the attacker account. The fake4 class shows that it has more average
number of posts than other fake classes, Table (3.8), so it can promote
specific idea, spread misinformation of data or to manipulate public opinion

on a specific topic, so it is the bot account.
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3.3. First stage

For classifying real from fake accounts, this proposed work employs
techniques such as artificial neural networks (ANN), K nearest neighbor
(KNN), Random Forest (RF), and support vector machine (SVM). The
feature set that affects Instagram's ability to identify fake accounts will be
applied. This work is anticipated to produce the higher accuracy values
needed for the detection of fake Instagram accounts. In this stage, machine

learning techniques' accuracies will be compared.

3.3.1. System architecture:

Three different Instagram datasets were used in this stage. All datasets
were fed into the system for pre-processing, data splitting into training and
test sets, and then a machine learning model was applied. In this stage, we
are using four machine learning models: SVM, KNN, ANN, and RF. We
will compare and demonstrate the results. Figure (3.27) illustrate the

System Architecture.
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Figure (3.27): System Architecture.

3.3.2. System implementation:

1In this section the code will be explained using the 1% dataset. The same
code is applied for the 2™ and 3™ datasets, and results are discussed in
chapter four. For the machine learning models, we have imported four main
libraries that we will need in the implementation, one of the most
frequently used Python scientific computing packages is NumPy. In
addition to modifications like masks and matrices, it offers a
multidimensional array object that may be utilized for a variety of
mathematical operations (M, 2022). To make data intelligible, Matplotlib
offers users the ability to visualize data using a range of various types of
plots. It employs a variety of plot formats, including scatterplots,
histograms, bar charts, error charts, and boxplots, among others (Kumar,

2022a).
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Pandas is built on two critical Python libraries: NumPy for mathematical
operations and Matplotlib for data visualization. Pandas facilitates access
to various matplotlib and NumPy methods by acting as a wrapper for these
libraries (Mode, 2016). Seaborn is a matplotlib-based open-source Python
library. It is used to explore and visualize data. Seaborn operates with ease
owing to data frames and the Pandas library. Furthermore, the generated

graphs may be effortlessly modified (Banerjee, 2021).

# linear algebra

import numpy as np

# data processing, CSV file I/0
import pandas as pd

# for data visualization

import matplotlib.pyplot as plt

# for statistical data visualization
import seaborn as sns

Certainly, on building or running the code, we would encounter problems
and warnings. Hence, in Python, we must disable warnings. There are times
when a Python programmer must utilize a specific filter function of the
warnings module to suppress or ignore warnings. When it's required to
notify a user of a condition in their code, a programmer will deliver a
warning message in Python. But ordinarily this circumstance does not
result in the application being terminated and an exception being raised

(Patel, 2022).

import warnings
warnings.filterwarnings( 'ignore’)

The 1% dataset has 13 features including the label, and 785 datapoints, the
data we have here is not balanced as mentioned earlier, in which we have

93 (12%) real users and 692 (88%) fake users.
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datal = 'final-vl.csv’
FirstData = pd.read_csv(datal)

# view dimensions of dataset

FirstData.shape
(785, 13)

# preview first 5 datapoints
FirstData.head()

# view the column names of the dataframe

col_names = FirstData.columns

print(col_names)

Index([ 'edge_followed_by', 'edge_follow', 'username_length’,
"username_has_number', 'full_name_has_number', 'full_name_length', 'is_private',
"is_joined_recently', 'has_channel', 'is_business_account’, 'has_guides’,
"has_external_url', 'is_fake'], dtype='object')

# check distribution of is_fake column
FirstData['is_fake'].value_counts()

1 692

0 93

Name: is_fake, dtype: int64

# view the percentage distribution of is_fake column
FirstData[ 'is_fake'].value_counts()/np.float(len(FirstData))
1 ©0.881529

e 0.118471

Name: is_fake, dtype: floate4

All the datapoints are numerical values, all features are of type

integer/float.

# view summary of dataset
FirstData.info()

<class 'pandas.core.frame.DataFrame’>
RangeIndex: 785 entries, @ to 784
Data columns (total 13 columns):

# Column Non-Null Count Dtype
@ edge_followed_by 785 non-null float64
1 edge_follow 785 non-null float64d
2 username_length 785 non-null int64
3 username_has_number 785 non-null int64
4  full_name_has_number 785 non-null inte4
5 full_name_length 785 non-null int64
6 is_private 785 non-null int64
7 is_joined_recently 785 non-null int64
8 has_channel 785 non-null inte4
9 is_business_account 785 non-null int64
10 has_guides 785 non-null int64
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11 has_external_url 785 non-null int64
12 is_fake 785 non-null int64
dtypes: float64(2), int64(11)
memory usage: 79.9 KB

One of the important steps is checking if there are null values. Absence of
observations in columns is referred to as missing data. Values like "0,"
"NA," "Nan," "NULL," "Not Applicable," and "None" are examples of its
values. The reason of it might be due to data corruption, failure to capture
data, a lack of information, incomplete results, the fact that a person may
not have supplied the data knowingly, a system or piece of equipment
failure, etc. Any number of factors might cause the dataset to include
missing values. One of the major effects of missing data is that it can impair
the model's accuracy or skew the outcomes of machine learning algorithms.

Thus, handling missing values is crucial (Nawale, 2022).

# check for missing values in variables

FirstData.isnull().sum()
edge_followed_by
edge_follow
username_length
username_has_number
full_name_has_number
full_name_length
is_private
is_joined_recently
has_channel
is_business_account
has_guides
has_external_url
is_fake

dtype: int64

OO OO O®

To continue we had to determine the value of X and y, X will be the
features, and y is the labeling, a correlation map for the features is
maintained to study the relationship between them. The strength of links
between numerical variables can be seen using a particular form of graphic
called a correlation heatmap. Understanding which variables are related to

one another and the strength of this relationship requires knowledge of
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correlation graphs. Formula (3.3) demonstrates how the correlation is

calculated between features.

= LDy
Yo B0 3i-9)?

(33)

whereas,

Txy» the correlation coefficient of the linear link among x and y.

X, the x-feature values in a sample.
X, the mean of the x-feature's values.
y;, the y-feature values in a sample.

y, the mean of the y-feature's values.

In a correlation plot, each numerical variable is represented by a column
and includes several numerical variables. Each pair of relationships
between the variables is shown as a row. The values in the cells represent
the strength of the association; positive values represent a positive
relationship, while negative values represent a negative relationship. It is
possible to identify potential links between variables and gauge their

strength by using correlation heatmaps (Kumar, 2022b).

Figure (3.28), (3.29), (3.30) explains the scatter plot for positive
correlation, negative correlation, and no correlation between features

(Khan Academy, n.d.).
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Figure (3.28): Positive correlation between variables, (Khan Academy, n.d.).
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Figure (3.30): No correlation between variables, (Khan Academy, n.d.).

84



X = FirstData.drop(['is_fake'], axis=1)
y = FirstData['is_fake']
# view feature distribution

ax = sns.countplot(y,label="Count")
F, R = y.value_counts()
print('Number of Fake: ',F)
print('Number of Real : ',R)

Number of Fake: 692
Number of Real : 93

# describtion of data

X.describe()

#correlation map

f,ax = plt.subplots(figsize=(18, 18))

sns.heatmap(X.corr(), annot=True, linewidths=.5, fmt= '.1f',ax=ax)
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Figure (3.31): Correlation map for 1% dataset.

Feature “has channel” row/column is empty, this happens when the column has

equal values, that will not benefit in training, so we must remove this feature.
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Figure (3.32): Correlation map for 2" dataset.

Feature “nums/length username” has a correlation value of 0.5 with the feature
“nums/length full name”, and feature “description length” also has a correlation
of 0.5 with “externalUrl”. We kept them and no features were removed, since the

correlation is considered weak to moderate.
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From the correlation map, Figure (3.31), it is observed that “has channel”
feature row/column is empty, and this happens when the column has equal
values, that will not benefit in training, so removing this feature is the best
decision we take in this step. For the second dataset, Figure (3.32) we didn’t

removed any feature.

Next step is splitting the dataset into training and testing sets, so we chose
to set 20% of the dataset as testing data and the 80% will be assigned for
training. Next, we applied feature scaling on the data, when features are on
a similar scale and/or nearly normally distributed, several machine learning

methods work better or converge more quickly.

Applying feature scaling aims to ensure that features are almost on the
same scale, making each feature equally relevant and making it simpler for
most ML algorithms to handle. Standard Scaler scales a feature to unit
variance after subtracting the mean to standardize it. By the standard
deviation, we may calculate the unit variance of all the values. When the
data is distributed according to a Gaussian curve, standardization can be

useful (Upadhyay, 2020).

X[ "has_channel’].value_counts()
(%] 785
Name: has_channel, dtype: int64

drop_listl = ['has_channel']
x1 = X.drop(drop_listl,axis=1)
x1.head()

# splitting X and y into training and testing sets

from sklearn.model_selection import train_test_split

X_train, X_test, y_train, y_test = train_test_split(xl, y, test size = 6.2,
random_state = @)
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# shape of X _train and X_test
X_train.shape, X_test.shape

cols = X_train.columns

from sklearn.preprocessing import StandardScaler
scaler = StandardScaler()

X_train = scaler.fit_transform(X_train)

X test = scaler.transform(X_test)

X_train = pd.DataFrame(X_train, columns=[cols])
X_test = pd.DataFrame(X_test, columns=[cols])

X_train.describe()

Standard scores, also known as (z) scores, of the samples is computed as

follows:
z==" (3.4)
p=-3x (35)
o= J%Zéil(xi —p)? (3.6)
whereas,

U, the mean (average).

o, the standard deviation.

x, the value.

N, the total number of values.

The training data is scaled, and its scaling parameters are learned by
applying fit _transform () to the training data. The model will discover the
training set's feature mean and variance. The test data is then scaled using

these newly learned parameters.

Figure (3.33) demonstrates the normal distribution in red line in which we

have a standard deviation of 1 and a mean of 0.
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Figure (3.33): Gaussian Distribution, (Upadhyay, 2020).

The mean and variance derived from the training data can be used to
transform the test data using the transform () method. We may therefore
convert the test data using the parameters that the model learned from the

training set (Khanna, 2020).

If the fit method is utilized to the test data as well, we will compute a new
mean and variance, which is a new scale for each feature, and we will allow
the model to pick up on the information from the test data as well. As a
result, the model will no longer be unaware of what we want to maintain a
surprise, and we will not be able to determine how well the model is
performing on test data, which is the overarching goal of developing a

model using a machine learning method (Khanna, 2020).

Support Vector Machine (SVM):

Support vector machines (SVMs) are a type of supervised learning
algorithms used to solve classification, and regression problems. This
method maps the data in a massively dimensional input space and then
creates a perfect disjointed hyperplane within it. The most common

&9



software problem is quadratic, however for neural network designs, an
inclination tutoring technique degrades from the authenticity of most native
minima. An SVM model is just a hyperplane in multidimensional space that
represents several classes. SVM will generate the hyperplane in an iterative
manner to reduce error. SVM aims to classify datasets to find a maximum

marginal hyperplane (MMH) (Biyani, 2021).
SVMs is expressed in the following formula (Marius, 2021):
min%wTW +c¥h, (3.7)

yiwTo(x) +b) 21— (3.8)
whereas,

{; is the distance to the correct margin.
c is the regularization parameter.

wTw is the normal vector.

¢ (x;) is the transformed space vector.
b is the bias parameter.

y; is the i-th target value.

By maximizing the margin from the Support Vectors to the hyperplane and
decreasing the term w’w, the goal is to correctly categorize as many data
points as feasible. In other words, the goal can alternatively be defined as
determining the best w and b such that most samples are accurately
predicted. Most of the time, not all data points can be correctly distributed
so that {; represents the distance to the correct margin. A line drawn by the

normal vector passes through the coordinate origin. This orthogonal straight
b

w2

line is sliced by the hyperplanes at a distance of from the origin. The

regularization parameter ¢ determines the severity of the penalty for the
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number of data points that were incorrectly assigned with a total distance of

1 ¢; (Marius, 2021).

The optimization work can be thought of as a dual problem because it seeks
to maximize the margin while minimizing the parameters. Lagrange

multipliers are used to solve the dual issue (Marius, 2021).

N
L(w,b,n) =2 |wl?* - 3

n=1

an{yn(WT¢(xn) + b) - 1} (39 )

a represents the Lagrange multipliers, b is the bias parameter, w is the

normal vector.
By utilizing the following two conditions:
w =YL, ayip(x) (3.10)
0=3Y ay | (3.11)
We can remove w and b from L (w, b, a).
L(@) =310, =3 Y Gn@nYnYmk (on Xm) (3.12)

With the constraints a,, = 0 and Y.N_, a,t, = 0 with the kernel function
k(xpn, x). To solve the optimization problem, new data points can be

classified by using:

N
Zn=1 AnYnk(Xn, Xm) (3.13)
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The kernel function can be filled with one of the following;:

1. Linear function:

k(xi,x;) = x; * x; (3.14)
2. Polynomial Function

k(xx,) = (142 % %,)° (3.15)
3. Radial Basis Function (RBF)

k(x;,%;) = exp (—y||X: = X, (3.16)
4. Sigmoid Function

k(x;,x;) = tanh (axTy + ¢) (3.17)

A component of Scikit-Learn is the SVM library, which has built-in classes
for several SVM algorithms. For carrying out a classification job, the
support vector classifier class, also known as SVC in the Scikit-Learn SVM
package, is utilized. All input for this class is of the kernel type. The
parameter for a basic SVM will be "linear," as this type of SVM can only
categorize data that can be separated along linear axes. The SVC class's fit
method is called to supply the training data as a parameter to the fit function,

which is used to train the algorithm on (Malik, 2022).

Therefore, a straight line cannot be employed as a decision boundary when
dealing with non-linearly separable data. In essence, the kernel SVM
assigns data points from various classes to various dimensions by projecting
non-linearly separable data from lower dimensions to linearly separable
data in higher dimensions. To implement and use the kernel SVM, we used

the Scikit-Learn package for Python (Malik, 2022).
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SVM with all types of kernels was implemented for all datasets, and a

comparison of results was discussed in Chapter 4.

# Apply SVM Model

from sklearn.svm import SVC

from sklearn.metrics import accuracy_score

from sklearn.metrics import classification_report
sve=SvC()

svc.fit(X_train, y_train)
y_pred=svc.predict(X_test)
svmscore=accuracy_score(y_test, y_pred)
svmc=classification_report(y_test, y pred)
print('Model accuracy : {0:0.3f}'. format(svmscore))
Model accuracy : 0.911

# Apply SVM model using Linear Kernel function
linear_classifier=SvC(kernel='linear').fit(X_train,y_train)

y_pred = linear_classifier.predict(X_test)
lsvmscore=accuracy_score(y_test, y_pred)
lsvmc=classification_report(y_test, y_pred)

print('Model accuracy with linear kernel : {0:0.3f}'. format(lsvmscore))
Model accuracy with linear kernel : 0.924

# Apply SVM model using Gaussian RBF kernel function
rbf_svc=SvVC(kernel="rbf").fit(X_train,y_train)

y_pred = rbf_svc.predict(X_test)

rbfsvmscore=accuracy score(y_test, y_pred)

rbfsvmc=classification report(y_test, y_pred)

print('Model accuracy with rbf kernel : {0:0.3f}'. format(rbfsvmscore))
Model accuracy with rbf kernel : 0.911

# Apply SVM model using Polynomial Kernel function

Poly svc=SvVC(kernel='poly', C=1).fit(X train,y_train)

y_pred = Poly_svc.predict(X_test)

psvmscore=accuracy_score(y_test, y_pred)
psvmc=classification_report(y_test, y_pred)

print('Model accuracy with poly kernel : {0:0.3f}'. format(psvmscore))
Model accuracy with poly kernel : ©.924

# Apply SVM model using Sigmoid Kernel function
Poly_svc=SvC(kernel='sigmoid', C=1).fit(X_train,y_train)

y_pred = Poly svc.predict(X_test)

ssvmscore=accuracy_score(y_test, y_pred)
ssvmc=classification_report(y_test, y_pred)

print('Model accuracy with sigmoid kernel : {0:0.3f}'. format(ssvmscore))
Model accuracy with sigmoid kernel : ©.892

93



Random Forest:

. One of the most well-liked and frequently employed algorithms among
data scientists is random forest. Random forest is a supervised machine
learning algorithm that is frequently employed in Classification and
Regression issues. It creates decision trees from several samples, using the
majority vote for classification and the average in the case of regression

(R, 2023).

The Random Forest Algorithm's ability to handle data sets with both
continuous variables, as in the case of regression, and categorical variables,
as in the case of classification, is one of its most significant features. For

tasks requiring classification and regression, it performs better (R, 2023).

One of the techniques used in decision tree algorithms to select the best
split from a root node and subsequent splits is the Gini impurity measure

(Loaiza, 2020).

Gini Impurity of the node is the probability that a randomly selected sample
within a node would be erroneously labeled if it were labeled by the
distribution of samples within the node (Koehrsen, 2018). The Gini
Impurity of a node n is 1 minus the square root of the fraction of examples

in each class p;, which is 2 for a binary classification assignment.
Igm) =1- Y (P)? (3.18)

The decision tree looks through the features at each node to determine
which value to split on to get the biggest reduction in Gini impurity. The
splitting process is then repeated until either a maximum depth is reached
or only samples from one class are present in each node of the tree. Each
node's Gini impurity is weighted according to the percentage of points from

the parent node that are present there. The weighted total Gini impurity of
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the final layer eventually decreases to 0, indicating that each node is
entirely pure and that there is no possibility that a point chosen at random

from that node will be incorrectly categorized (Koehrsen, 2018).

All of datasets were fed into this model and results are discussed in Chapter

4.

from sklearn.ensemble import RandomForestClassifier
clf = RandomForestClassifier()

clf.fit(X_train, y_train)

y_pred = clf.predict(X_test)

from sklearn.metrics import accuracy_score

rfscore=accuracy_score(y_test, y_pred)

print('Model accuracy score: {0:0.4f}'. format(accuracy_score(y_test, y_pred)))
Model accuracy score: 0.9236

K Nearest Neighbor:

K-nearest Neighbor (KNN) is a supervised classification technique based
on discovering similarities between predicted data and the underlying data.
Although it can also be used to address regression issues, KNN is most
frequently employed to handleclassification challenges. The initial
presumption was that the data were clustered or located nearby. Since KNN
is a non-parametric method, it does not attempt to make assumptions about

the data, such as whether the data is normally distributed (Al-Serw, 2021).
KNN implementation steps (Al-Serw, 2021):

1. Set an initial value for K, which will represent all the nearby data

points to which we will attempt to compare the new prediction.

2. Determine how similar all the data points are to the fresh data points.

The Euclidean distance is employed in this.
d(p,q) = d(q,p) = yXiL1(q; — p1)? (3.19)
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The distance between points p and q, which is also the distance from
“q” to “p”, is shown by Formula (3.19). To calculate the distance,
we multiply the size of each coordinate by one another, add them all

up, use the power of 2, and then square the result (Al-Serw, 2021).

3. Using the previously indicated Euclidean distance, choose the K-

nearest number of observations in the training data.
4. Predicting the next data point based on the most common response.

The KNN method is now repeated multiple times using different values,
for example on a range between 2 and 11, so that the procedure is run a
total of 10 times, to determine which K is appropriate for the dataset (Al-

Serw, 2021). In our example the best value of K was 8.

import sklearn

from sklearn import neighbors

def sklearn _classify(train_data, label_data, test_data, k_num):
knn = neighbors.KNeighborsClassifier(n_neighbors=k_num)

# Train

knn.fit(train_data, label_data)

# Predict

predict_label = knn.predict(test_data)
# Return

return predict_label
y_predict=sklearn_classify(X_train, y_train, X_test, 8)
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def get_accuracy(test_labels, pred_labels):
correct = np.sum(test_labels == pred_labels)
n = len(test labels)
accur=correct/n
return accur

knnscore=get_accuracy(y_test, y predict)

print(knnscore)
©.9171974522292994

normal_accuracy = []

k_value = range(2, 11)

for k in k_value:
y_predict = sklearn_classify(X_train, y_train, X_test, k)
accuracy = get_accuracy(y_test, y predict)
normal_accuracy.append(accuracy)

plt.xlabel("k™)

plt.ylabel("accuracy")

new_ticks = np.linspace(0.6, 9.9, 18)

plt.yticks(new_ticks)

plt.plot(k_value, normal_accuracy, c='r"')

plt.grid(True)

All of datasets were fed into this model and results are discussed in Chapter

4.

Artificial Neural Network:

A neural network learns to predict outcomes by utilizing data as input,
making a prediction, comparing the anticipated result with the intended
result, and then altering its internal state to create a more accurate
prediction the next time. Vectors are used to store the data, and arrays are
used to store these vectors in Python. Each layer transforms the data from
the layer before it. When using neural networks, we begin with a set of
random weights and bias vectors, make a prediction, compare it to the
intended result, and then change the vectors to make a more accurate
prediction the following time. Up until there is little variation between the
prediction and the actual targets, the process is repeated (Real Python,

2021).
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Multi-layer fully connected neural nets are what artificial neural networks
(ANN) are made of. An input layer, several hidden layers, and an output
layer make them up. Each node in one layer is linked to each node in the
layer above it. By adding more hidden layers, we make the network deeper

(Dertat, 2017).

This is the equation for a certain node. A nonlinear activation function was
used to process its inputs. It may be represented as a vector dot product

where n is the number of inputs for the node (Dertat, 2017).
z=f(x-w) = f(Uxw;) (3.20)

A bias can be added to the equation, Bias is an input that each node receives
and is always set to 1. It enables shifting the activation function’s result to
the left or right. When all the input features are 0, it aids the model’s
training process (Dertat, 2017).

z=f(b+x-w)=f(b+Xix;w) (3.21)

In Keras, we only create layers for hidden and output nodes; we don't add
layers for input nodes. The input nodes are connected to the hidden layers
of our current model's two hidden layers, and finally there is an output node

(Dertat, 2017).

The fully connected neural network layer is built using Keras' Dense
function, with the weights initialized as biases automatically (Dertat,

2017).
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import keras
from keras.models import Sequential
from keras.layers import Dense

classifier = Sequential()
classifier.add(Dense(units
'relu’, input_dim = 11))
classifier.add(Dense(units

6, kernel_initializer = 'uniform', activation

i
1]
fl

6, kernel_initializer = 'uniform', activation

‘relu’))

classifier.add(Dense(units = 1, kernel_initializer = ‘'uniform’', activation =
'sigmoid’))

classifier.compile(optimizer = 'adam', loss = 'binary crossentropy', metrics

["accuracy'])

Units: The number of nodes in this layer is represented by the first
parameter (Dertat, 2017). Each hidden layer has a value of 6 in our

example.

Kernel initializer: The first random weights of Keras layers are defined by
initializers. The initializer uniform produces tensors with a uniform

distribution (Team, n.d.).

Activation: ‘ReLU’ is the rectified linear unit activation function. This
yields the typical ReLU activation, max(x,0), together with the input
tensor and the element-wise maximum of 0. The usage of non-zero
thresholds, changing the maximum value of the activation, and using a non-
zero multiple of the input for values below the threshold are all possible by

modifying the default parameters (Team, n.d.). Sigmoid activation

function, sigmoid(x) = . Logistic function, also known as the

1+ exp(—x)
sigmoid, serves as the logistic regression model's activation function.
Sigmoid returns a value that is almost equal to zero for small values (-5),

and nearly one for high values (>-5) (Team, n.d.) (Dertat, 2017).

Optimizer: The goal of optimization is to reduce the loss function. Many

optimizers exist, the majority of which are based on gradient descent
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(Dertat, 2017). The default optimizer that people prefer to use is the Adam

one, which we employed in our study.

Loss: Minimize the loss function. As we're creating a binary 0/1 classifier,

binary cross entropy is the loss function to minimize (Dertat, 2017).

Metrics: Which measure to report statistics on; accuracy is chosen for

classification issues (Dertat, 2017).
classifier.fit(X_train, y_train, batch_size = 1@, epochs = 1090)

y_pred = classifier.predict(X_test)
y_pred = (y_pred > 0.5)

from sklearn.metrics import accuracy_score
annscore=accuracy_score(y_test, y_pred)

annscore
0.9299363057324841

from sklearn.metrics import confusion matrix
cmann = confusion_matrix(y_test, y_pred)

cmann
array([[ 13, 117,
[ 5, 128]], dtype=int64)

3.4. Second Stage (CNN)

CNN is the most well-known and widely used DL algorithm (Alzubaidi &
Farhan, 2021). CNN has a substantial benefit over its predecessors in that
it detects key characteristics automatically and without the need for human
intervention (Wang as cited in Alzubaidi & Farhan, 2021). CNNs have
been widely employed in several disciplines, including computer vision,
audio processing, face recognition, and so on. CNNs, like classic neural
networks, have a structure influenced by neurons found in human and
animal brains. More precisely, the visual cortex in an animal's brain is
made up of a complicated arrangement of cells, and the CNN mimics this

structure (Hubel as cited in Alzubaidi & Farhan, 2021).
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Equivalent representations, sparse interactions, and parameter sharing are
three of the CNN's main advantages, according to Goodfellow as cited in
Alzubaidi & Farhan, (2021). In contrast to typical fully connected (FC)
networks, the CNN uses shared weights and local connections to fully
exploit 2D input-data structures, such as visual signals. This technique uses
a remarkably minimal number of parameters, which speeds up the network

while also making training easier.

3.4.1. System architecture:

As mentioned earlier, the 3™ dataset was collected from Instagram
Platform, Fake users were purchased from an online market, real users
were collected from university account. IG Exporter tool was used with
APIFY to gather users accounts and features, Features were prepared, and
clustering was applied to the fake users, feature were extracted, and dataset
is fed to CNN at the end. Figure (3.34) demonstrates the process behind the
3" dataset preparation until feeding it to the CNN network.
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Figure (3.34): 379 Dataset + Stage 2 (CNN) Architecture.

3.4.2. System implementation:

We have applied CNN topology in Jupyter Notebook using python

libraries, steps as discussed below:
Step 1: importing libraries.

# import libraries

import numpy as np

import pandas as pd

import os, re, time, math, tqdm, itertools
import matplotlib.pyplot as plt

import seaborn as sns

import plotly.express as px

import plotly.offline as pyo
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from sklearn.model_selection import train_test_split
from sklearn.preprocessing import MinMaxScaler

from sklearn.ensemble import RandomForestClassifier
from sklearn.preprocessing import LabelEncoder

from sklearn.neural_network import MLPClassifier
import keras

from keras.layers import Conv2D, ConviD, MaxPooling2D, MaxPoolinglD, Flatten,
BatchNormalization, Dense, Dropout

from keras.utils.np_utils import to_categorical

from keras.models import Sequential

from keras.callbacks import CSViogger, ModelCheckpoint

- NumPy: The acronym NumPy, or "Numerical Python," has long
been a pillar of Python's support for numerical computing. It
provides the Python library glue, data structures, and algorithms
required for most scientific applications requiring numerical data.
One of NumPy's main purposes in data analysis, aside from the quick
array processing capabilities it gives Python, is as a container for
data that needs to be transmitted between algorithms and libraries.
NumPy arrays are more effective than the other built-in Python data
structures at storing and manipulating numerical data (McKinney,

2012).

- Pandas: When working with structured or tabular data, pandas offer
high-level data structures and functions that are intended to be quick,
simple, and expressive. Since its debut in 2010, it has contributed to
making Python a potent and effective data analysis environment

(McKinney, 2012).

- Matplotlib: The most widely used Python library for creating plots
and other two-dimensional data visualizations is matplotlib. It was
initially developed by John D. Hunter, and a large group of
developers now looks after it. It is made to help writers craft stories

that are fit for publication (McKinney, 2012).
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Seaborn: A graphic visualization package called Seaborn is based on
the core settings of Matplotlib. It allows users access to some of the
most widely used data visualization techniques, such as assigning a
color to a variable or applying global faceting standards. It offers a
more comprehensive seaborn for utilizing Pandas Data Frames

(Odegua, as cited in Sial & Khan, 2021).

scikit-learn: The best all-purpose machine learning toolbox for
Python programmers is called scikit-learn. Scikit-learn has been
essential for enabling Python to be a successful data science
programming language, along with pandas, stats models, and I
Python. Models including classification, regression, clustering,
dimension reduction, model selection, and preprocessing are

included (McKinney, 2012).

Keras: The Python deep learning framework Keras offers an easy
way to define and train practically any deep learning model. In the
beginning, Keras was created for researchers with the intention of
facilitating quick experimentation. Over 200,000 people use Keras,
including academic researchers, engineers working for small and

large businesses, graduate students, and hobbyists (Chollet, 2021).
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Step 2: loading data.

%%time

# load the data into memory

instagram_data = pd.read_csv("clustered data shuffeled.csv")
CPU times: total: 234 ms

Wall time: 275 ms

# to display all column of datapoints
pd.set_option('display.max_columns', None)

We have used here pandas.read csv which read the csv file and load the
dataset into memory. pandas.set option - was also used to set
display.max_columns which means when maximum columns are reached,
objects are either centrally truncated or printed as a summary view

depending on large repr, and “None” means unlimited.

Step 3: Reading and processing the data.

# check the shape of data
instagram_data.shape

# check the number of rows and columns

print('Number of Rows (Samples): %s' % str((instagram_data.shape[2])))
print('Number of Columns (Features): %s' % str((instagram_data.shape[1])))
Number of Rows (Samples): 83861

Number of Columns (Features): 18

# check the columns in data

instagram_data.columns

Index(['followers', 'following', 'highlight reel count', 'is buisness?’,
'is joined recently?', '#posts', 'is private?’, 'is verified?',
"description length', 'has website?’, 'username==fullname?’,
‘#digits in username', '#digits in fullname', 'username has digit?',
"fullname has digits?', 'length of fullname', 'length of username’,
"isFake'],
dtype="object"')

# check the number of columns

print(’'Total columns in our data: %s' % str(len(instagram_data.columns)))
Total columns in our data: 18
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The data is consisting of 83861 rows and 18 columns (17 features and 1

label) as shown in code.

instagram_data.info()

<class 'pandas.core.frame.DataFrame'>
RangeIndex: 83861 entries, @ to 83860
Data columns (total 18 columns):

# Column Non-Null Count Dtype
@ followers 83861 non-null int64
1 following 82864 non-null float64
2 highlight reel count 83861 non-null inte64
3  is buisness? 83861 non-null int64
4 is joined recently? 83861 non-null int64
5 #posts 83859 non-null float64
6 is private? 83861 non-null inte64
7 1is verified? 83861 non-null inte4
8 description length 83861 non-null int64
9 has website? 83861 non-null int64

10 username==fullname? 83861 non-null inte64
11 #digits in username 83861 non-null int64
12 #digits in fullname 83861 non-null int64
13 username has digit? 83861 non-null int64
14 fullname has digits? 83861 non-null int64
15 1length of fullname 83861 non-null int64
16 1length of username 83861 non-null int64
17 isFake 83861 non-null inte64

dtypes: float64(2), int64(16)

memory usage: 11.5 MB

We can view that all features are of type integer, only ‘following’ and

“#posts’ are of type float.

# check the number of values for fake and real

instagram_data[ 'isFake'].value_counts()
2 34920

9 15943

1 13885

4 11029

3 8084

Name: isFake, dtype: int64
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Figure (3.35): Distribution of 3" dataset.

The label ‘is Fake’ has 5 classifications, their distribution as follows: 0’
real user is 15942, <1’ fakel users are 13856, ‘2’ fake2 users are 34920
which is highest, ‘3’ fake3 users are 8084 which is lowest, ‘4’ fake4 users
are 11059, Figure (3.35). As mentioned earlier that fake users are
reclassified into 4 classes based on their behavior, it is obvious that the

distribution of the label is not balanced, resampling is to be used later.

Step 4: cleaning and pre-processing dataset

# check for some null or missing values in our dataset

instagram_data.isna().sum().to_numpy()
array([ @, 997, @, @, 0, 2, @, @, 0, 0, 0, ©, O,
0, @, 0, 9, 0], dtype=inte4)

# drop null or missing columns
cleaned_data = instagram_data.dropna()

cleaned_data.isna().sum().to_numpy()
array([e, e, @, ©, 0, 0, 0, 6, 6, 0, 0, 0, 0, 0, 0, O, O, 0], dtype=int64)

We have checked if there is any null values and it appeared that there are

some null values, these datapoint will not be useful in training and we must
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remove them, so we have used the function dropna() that will do the

purpose and remove rows (datapoints) that contains null.

"o

fetaures_name = ["followers","following","highlight reel count ,1s

buisness?","is joined recently?","#posts","is private?”,

"is verified?","description length","has web-
site?","username==fullname?","#digits in username”,

"#digits in fullname”,"username has digit?”,"fullname has dig-
its?","length of fullname",

"length of username","isFake"]
cleaned_data = cleaned_data.drop_duplicates(subset = fetaures_name , keep
="first' , inplace = False)
We have also used the function drop duplicates to remove the duplicated
rows, because having them will consume storage and time without any

gain.

After that we had to check the relationship between features, and as
illustrated in Figure (3.36), the feature “username==full name?” is highly
correlated with “#digits in full name” and “full name has digits?”, also “full
name has digits?” is highly related to “#digits in full name”, another one is

“username has digit?” is highly related to “#digits in username”.
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Figure (3.36): Correlation map for 3" dataset.

The feature “username==full name?” is highly correlated with “#digits in full
name” and “full name has digits?”, also “full name has digits?” is highly related
to “#digits in full name”, and “username has digit?” is highly related to “Hdigits
in username”. As result, we removed “username==full name?”, “full name has

digits”, and “username has digits?”.

As aresult, we removed the columns “username==full name?”, “full name

has digits”, and “username has digits?”".
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drop_listl = [’username==fullname?', 'username has digit?’','fullname has dig-
its?']

cleaned_data = cleaned_data.drop(drop_listl,axis = 1)

cleaned_data.head()

Step 5: resampling the data.

We have separated the data to have each label stored alone, and then we

have combined them as X and y.

# make 5 seperate datasets for 5 feature labels

data_1 = cleaned_data[cleaned_data['isFake'] == @]
data_2 = cleaned_data[cleaned_data['isFake'] == 1]
data_3 = cleaned_data[cleaned_data['isFake'] == 2]
data_4 = cleaned_data[cleaned_data['isFake'] == 3]
data_5 = cleaned_data[cleaned_data[ 'isFake'] == 4]

# make real feature
y_1 = data_1['isFake']

# make fakel feature
y_2 = data_2[ 'isFake"']

# make fake2 feature
y_3 = data_3['isFake']

# make fake3 feature
y_4 = data_4['isFake']

# make faked4 feature
y_5 = data_5["isFake']

# merging the original dataframe
X = pd.concat([data_1, data_2, data_3, data_4, data_5], sort=True)

y = pd.concat([y_1, y_2, y_3, y_4, y_5], sort=True)
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- Down sampling:
from sklearn.utils import resample

data_1_resample= resample(data_1, n_samples=70@¢, random_state=12, replace=False)
data_2_resample= resample(data_2, n_samples=70€8, random_state=12, replace=False)
data_3_resample= resample(data_3, n_samples=700@, random_state=12, replace=False)
data_4_resample= resample(data_4, n_samples=7@00, random_state=12, replace=False)
data_5_resample= resample(data_5, n_samples=7800, random_state=12, replace=False)

dataf = pd.concat({data_1_resample, data_2_resample, data_3_resample,
data_4_resample, data_5_resample])

dataf.shape
(35000, 15)

y=dataf[ 'isFake’]

X = dataf.iloc[:, :-1].values
X.shape,y.shape

((35000, 14), (35000,))

We have used pandas.DataFrame.resample, this will consistently
resample the data, we have chosen to set n_samples=7000 samples for each
label classification so we can get a balanced dataset. Replace is set to False
so no replacement of values will happen, since we don’t want duplicated
rows, this is a must because the default is set to True. n_sample is only set
in the case of down sampling; in the case of oversampling, we remove this
hyperparameter. We have dropped the last column for X to get it ready for

training and testing. The dataset now is balanced, Figure (3.37).
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Figure (3.37): Balanced distribution for 3™ dataset.

- Oversampling:

We have used SMOTE technique to rise and balance our datapoints, it is a
machine learning method that can be used to generate new samples that
have the same distribution as the existing dataset. The fundamental idea
behind this approach is to oversample minority classes to balance out their
representation in the data collection. This will lessen the risk of overfitting
and increase the model's precision when projecting future observations or
drawing conclusions about hypothetical examples from the same

population (Satpathy, 2021).

In our code, we have dropped the last column for X to get it ready for
training and testing. The label with the highest datapoints is fake2 having
27472 datapoints, and when applying oversampling with SMOTE, the rest
of labels will increase their datapoint to reach 27472 datapoints, and

balanced dataset will be achieved.
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X = X.iloc[:, :-1].values
print(X.shape)
print(y.shape)
print(y_train.unique())
print(y_test.unique())

print("Number transactions X_train dataset:
print("Number transactions y_train dataset:

print(“"Number transactions X_test dataset:
print("Number transactions y_test dataset:

(82228, 14)
(82228,)
[20341]
[21034]

Number transactions X_train dataset: (65782, 14)

Number transactions y_train dataset: (65782,)

Number transactions X_test dataset: (16446, 14)

Number transactions y_test dataset: (16446

from imblearn.over_sampling

print("Before OverSampling,
print("Before OverSampling,
print("Before OverSampling,
print("Before OverSampling,
print("Before OverSampling,

sm = SMOTE(random_state=2)
X _train_res, y_train_res =

import

counts
counts
counts
‘counts
counts

l)

SMOTE

of label
of label
of label
of label
of label

", X_train.shape)

, Y_train.shape)

,» X_test.shape)
, y_test.shape)

¢ {}".format(sum(y_train==4)))
: {}".format(sum(y_train==3)))
: {}".format(sum(y_train==2)))
: {}".format(sum(y_train==1)))
: {} \n".format(sum(y_train==0)))

sm.fit_resample(X_train, y_train.ravel())

print('After OverSampling, the shape of train_X: {}'.format(X_train_res.shape))
print('After OverSampling, the shape of train_y: {}
\n'.format(y_train_res.shape))

print("After OverSampling,
print("After OverSampling,
print("After OverSampling,
print("After OverSampling,
print("After OverSampling,

counts
counts
counts
counts
counts

of label
of label
of label
of label
of label
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{}".format(sum(y_train_res==4)))
{}".format(sum(y_train_res==3)))
{}".format(sum(y_train_res==2)))
{}".format(sum(y_train_res==1)))
{}".format(sum(y_train_res==0)))



Before OverSampling, counts of label '4': 8704
Before OverSampling, counts of label '3": 6430
Before OverSampling, counts of label '2': 27472
Before OverSampling, counts of label '1': 11151
Before OverSampling, counts of label '0': 12025
After OverSampling, the shape of train_X: (137360, 14)
After OverSampling, the shape of train_y: (137360,)
After OverSampling, counts of label '4'; 27472
After OverSampling, counts of label '3': 27472
After OverSampling, counts of label '2': 27472
After OverSampling, counts of label '1': 27472

After OverSampling, counts of label '0': 27472

Step 6: splitting the dataset.

We have split the dataset to have 20% as test data and 80% as training data,
moreover, we must convert the label into categorical form to be ready to
be fed in CNN, the label data will be converted as shown in Table (3.9),

random values were chosen to show the form in the code.

Table (3.9): categorical form for the label.

Label “is Fake” Categorical form
0 [1.,0.,0.0.0.]
1 [0.,1.,0.,0.0.]
2 [0.,0.,1.,0.,0.]
3 [0.,0.,0.,1.,0.]
4 [0.,0.,0.,0.,1.]
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from sklearn.model selection import train_test split
X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.2, ran-
dom_state=8)

y_train = to_categorical(y_train_res, num_classes=5)
y_test = to_categorical(y_test, num_classes=5)

y_train.shape
(28000, 5)

y_train[360@],y_train[111208],y_train[1370@],y_train[15128],y_train[21120]

(array([e., 0., 0., 0., 1.], dtype=float32),
array([e., 0., 0., 1., 0.], dtype=float32),
array([9., 0., 1., 0., 0.], dtype=float32),
array([e., 1., 0., 0., 0.], dtype=float32),
array([1., e., 0., 0., ©.], dtype=float32))

print(X_train.shape)
print(X_test.shape)
print(y_train.shape)
print(y_test.shape)

(28000, 14)
(7000, 14)

(28000, 5)
(7000, 5)

# reshape the data for CNN

X_train = X_train.reshape(len(X_train), X_train.shape[1], 1)
X_test = X_test.reshape(len(X_test), X_test.shape[1], 1)
X_train.shape, X_test.shape

((28000, 14, 1), (7600, 14, 1))

Step 7: training the model:

In this step we are now ready to train the model. A neural network type
called a convolutional neural network, or CNN or Conv Net, is particularly
adept at processing input with a grid-like architecture, like an image. A

binary representation of visual data is a digital image. It is made up of a
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grid-like arrangement of pixels, each of which has a pixel value to indicate

how bright and what color it should be (Mishra, 2020).

The moment we perceive an image, the human brain begins processing a
massive amount of data. Every neuron has a distinct receptive field and is
coupled to other neurons so that they collectively cover the whole visual
field. Each neuron in a CNN processes data only in its receptive field, like
how each neuron in the biological vision system responds to stimuli only
in the constrained area of the visual field known as the receptive field. The
layers are set up so that simpler patterns are detected early on and more
complicated patterns later. One can enable sight to computers by

employing a CNN (Mishra, 2020).

Convolution is a mathematical process that involves multiplying two
functions to create a third function that expresses how the form of one
function is altered by the other. The term "convolution" is used in CNN to
refer to this mathematical activity. To extract features from a picture, two
images that can be represented as matrices are multiplied to produce an

output (Gurucharan, 2022).

# making the deep learning function
def model():
model = Sequential()
model.add(ConviD(filters=64, kernel_size=6, activation='relu',
padding="same', input_shape=(14, 1)))
model.add(BatchNormalization())
model.add(MaxPoolinglD(pool_size=(3), strides=2, padding='same'))
model.add(Flatten())
model.add(Dropout(8.1))
model.add(Dense(64, activation='relu'))
model.add(Dense(64, activation='relu’))
model.add(Dense(5, activation='softmax'))
model.compile(loss="categorical_crossentropy', optimizer='adam', met-
rics=["accuracy'])
return model
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Figure (3.38): CNN layers visualization.

The CNN is made up of three different kinds of layers: convolutional,
pooling, and fully connected (FC). A CNN architecture is created when
these layers are stacked (Gurucharan, 2022). The used layers in our model

are visualized in Figure (3.38). Layers are discussed below with steps:
1. 1D Convolutional layer:

The foundational component of the CNN is the convolution layer. It
carries most of the computational load on the network (Mishra,

2020).

The first layer utilized to extract the different features from the input
photos is this one. The input image and a filter of a specific size
(MxM) are convolution mathematically in this layer; in our scenario,
the input image will be of size (14x1). The dot product between the
filter and the portions of the input image regarding the size of the
filter (MxM), which is in our example (6x1), is taken by swiping the
filter over the input image (Gurucharan, 2022).

Wout = W‘SF“’ +1 (3.22)
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From Formula (3.22), we can calculate the size of the output volume
if we have an input of size W x W x D, Dow number of kernels,
spatial/kernel size F (a single integer or set of single integers
specifying the 1D convolution window's length), stride S (the
kernel's movable size), and amount of padding P (When you pad, the
output size is equal to the input size because of the same

convolution) (Nkomo, 2022; Mishra, 2020).

In our case the input shape is (None,14,1) so W=14, and the kernel
size is 6 so F=6, and padding is ‘same’ that indicates we want the
output to be same size of our input, so W=W,,=14, and S is 1 by

default.
output = (None, 14,64)

Figure (3.39) illustrates the steps of Convolution layer.

14x1 input size

o160 |5|s5|wflw0 0 o o

stride= 1
padding= same
6x1 kemel size

A 4 v A v

7403) 11 {7419 6 [ 16 | 16 {16 } 21 | 5 (31 [ 15|15 115 | 10

14x1 output size
Figure (3.39): Steps of Convolution Layer.
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2. Batch Normalization Layer

Instead of conducting the normalization in the raw data, batch
normalization is done between neural network layers. Instead of
utilizing the complete data set, mini batches are used. It accelerates
training and uses faster learning rates to promote learning (Riva,

2022). The output dimension is the same as the input dimension.
output = (None, 14,64)

The theory behind the normalization layer is demonstrated in the
proceeding equations, (Peccia, 2019). The batch mean is calculated

with the batch variance, Formula (3.23), and Formula (3.24).

1

Hp = -2l %; (3.23)
1

o = — XL (x; — pp)? (3.24)

Next step is applying normalization with Formula (3.25),

X, = ZZEE (3.25)

L
’a§+e

Last step is applying scale and shift to get the output of the layer
with Formula (3.26).

yi=yx,+p (3.26)

3. 1D Max Pooling Layer

By obtaining a summary statistic of the surrounding outputs, the
pooling layer substitutes for the network’s output at specific
locations. The representation’s spatial size is lowered as a result,

which lowers the calculation and weighting requirements. Every
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slice of the representation that the pooling operation touches is

treated separately (Mishra, 2020).

A weighted average based on the distance from the central pixel is
one of the pooling functions, along with the average of the
rectangular neighborhood and the L2 norm of the rectangle
neighborhood. However, max pooling, which reflects the highest
output from the neighborhood, is the most well-liked method
(Mishra, 2020).

The greatest component in Max Pooling is derived from a feature
map. The elements inside a predetermined sized Picture slice are
averaged using the average pooling technique. Sum Pooling
calculates the aggregate sum of the components in the predefined
section. Convolutional Layer and Fully Connected Layer are

typically connected by the Pooling Layer (Gurucharan, 2022).
Wout = ==+ 1 (3.27)

The output volume can be calculated using Formula (3.27) if we
have an activation map of size W x W x D, a pooling kernel of spatial
size F, and stride S (Mishra, 2020), in our case here the output of the
previous layer is to be used as the input in this layer, so W=14, F=3,

and S=2. However, using the "same" padding option produces the

input shape

following output shape: output shape = —ridos

Wout=-1§= 7 (3.28)
output = (None, 7,64)

Figure (3.40) illustrates steps of Max-Pooling layer.
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Figure (3.40): Steps of Maximum Pooling layer.

Flatten Layer

We have flattened and completely linked layers at the end of CNN.
It must take the form of a one-dimensional linear vector. Direct
inputs are not allowed to be rectangular or cubical in form. As a
result, we need layers that are fully connected and flattened. When
data is converted into a 1-dimensional array for input into the next
layer, it is flattened. We flatten the output of the convolutional layer
to create a feature vector. It is also linked to the previous
classification model, which is known as a fully connected layer, as
shown in Figure (3.41). In other words, we connect the last layer to

a single line that contains all the pixel data (Jeong, 2019).
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Figure (3.41): Flatten and fully connected layers, (Jeong, 2019).

By taking the previous output as an input for this layer, we got the

following output:

output = (None, 7x64) = (None, 448)

. Dropout layer

A dropout layer is a particular kind of regularization method that is
used to avoid overfitting and enhance generalization error in
machine learning and neural network models. A dropout layer
randomly removes a part of its input units during each training cycle.
As aresult, because it cannot rely on a single input unit to always be
available, the model is compelled to acquire more reliable and
generalizable properties. Any layer in a neural network model can
have dropout layers added, and a hyperparameter can be used to
adjust how many units will really drop out of the network (Brownlee,

2019).
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output = (None, 448)
6. Dens Layer

Each neuron in a dense layer that is connected to the layer above it
in a neural network signifies that layer is connected to the layer
above it. This layer is the one that is most typically used in artificial
neural network networks. Each neuron in the layer above delivers
signals to the neurons in the dense layer, which multiply matrices
and vectors, in a model. During matrix vector multiplication, the row
vector of the output from the preceding layers is identical to the
column vector of the dense layer. To multiply matrices using
vectors, the row vector must have the same number of columns as

the column vector (Verma, 2023).

One of the most fundamental and important parameters of the Keras
dense layer, which determines the size of the dense layer's output, is
units. Since it reflects the output vector's dimensions, it must be a
positive integer; in this layer, the units are 64. The activation
function in neural networks is a function that transforms the input
values of the neurons. It adds nonlinearity to neural network
networks so that the networks can figure out how input and output
values relate to one another. In this layer, we are use the ReLU

activation function (Verma, 2023).
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Figure (3.42): Sigmoid and ReLU functions, (Sharma, 2022).

Nowadays, the ReLU is the activation function that is employed the
most globally. Figure (3.42) illustrates how the ReLU is only
partially rectified (from bottom). When z is less than zero, f(z) equals
zero, and when z is more than or equal to zero, f(z) equals z. Hence,

the Range is [0 to infinite) (Sharma, 2022).
output = (None, 64)
7. Dens Léyer
output = (None, 64)
8. Dens Layer

The neural network's raw outputs are input into the SoftMax
activation function, which then produces a vector of probability

scores (Priya, n.d.).

e The neural network's raw outputs are represented by the

vector z.

e 2.718 is the value of e.
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e The expected probability that the test input will belong to class
i is represented by the i-th entry in the SoftMax output vector
SoftMax(z).

The function of SoftMax is represented below:

eZi
N

softmax(z); = (3.29)

P
Jj=1

Plot of exp{x)

140
120
100

&

&0

Figure (3.43): Plot of exp, (Priya, n.d.).

It’s clear from the plot of e* that e* is always a positive value,
regardless of whether the input x is positive, negative, or zero, Figure

(3.43), (Priya, n.d.).

As we have five classes—real, fakel, fake2, fake3, fake4d—and the
valid indices are 0, 1, 2, 3, and 4, N =5 in our example. By assuming
the given the neural network's raw outputs, represented by the vector

z=1[0.3,1.15,-0.7, 5.2, 1.4].
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To elaborate more on how the calculation process is done, the

following calculations are done with referral to (Priya, n.d.):
1. Determine each entry's exponent.

2. Subtract the outcome of step 1 from the total exponents of all the
entries.

eO.S

e03 4 115 4 =07 4 52 4 14 = 0.00709

31'15

e0.3 + 31.15 + e—0.7 + eS.Z + el.

- = 0.01659

e—0.7

= 0.00260

e5.2

@03 t gL15  g—0.7 4 ¢52 ¢ gl4 = 0.95239

el.4

60'3 + 81'15 + e—0.7 + eS.Z + el.4

= 0.02130

0.3 0.00709
1.15 0.01659
—0.7| = Softmax — | 0.00260
5.2 0.95239
1.4 0.02130

The following conclusions can be drawn from the SoftMax output
above: The greatest element in the SoftMax output vector, 0.952, is
represented by the maximum value of 5.2 in the vector z of raw
outputs. SoftMax’s application thus maintains the relative ranking
of scores. The SoftMax output vector's entries are all between 0 and
1. See how the entries of the SoftMax output aggregate to 1 in a

multiclass classification problem where the classes are mutually
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exclusive  (Priya, n.d.): 0.0071 + 0.0166 + 0.00260 +
0.9524 + 0.02130 = 1.

By checking the SoftMax output for our case as a following step.

The  greatest wvalue in the vector softmax(z) =
[0.0071,0.0166,0.00260,0.9524,0.02130] is 0.9524. This
indicates that there is a 95.24% likelihood that the provided input is

a member of class 4, or the fake3 class.
The output dimension of this layer is:
output = (None,5)

Figure (3.44) demonstrates the layers of CNN model.
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Figure (3.44): CNN Model Layers.
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3.5. Summary

This chapter discusses our work in detail, it includes dataset preparation,
stage 1, and stage 2 entire work. We have used two open-access datasets,
and we have collected and processed the third dataset by ourselves, we
have applied k-mean clustering to our dataset. In stage 1 we used all
datasets in four machine learning models: ANN, KNN, RF, and SVM. In
stage 2 we have applied CNN topology for the third dataset, with

resampling.
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Chapter Four

- Experimental Results

4.1. Overview

The research findings and outcomes are highlighted and addressed in this
chapter in relation to the study's goal, which was to anticipate and
categorize real from fake user accounts and examine their online behavior.
The datasets used in this study and the specifics of their gathering are also
described. It includes analysis, a discussion of the suggested models,

comparisons, and validation.

Also, this chapter provides various tables and graphs showing the
conclusions of the investigation. The created models were coded using the
Python programming language (Anaconda software using Jupyter
Notebook 6.0.3). The investigations were carried out utilizing (Lenovo
Laptop with Windows 10 operating system, Intel Core TM i7-5500U CPU,
2.40GHz, 8 GB RAM)

4.2. Datasets Analysis

The first dataset that was collected by Jafari, (2021) who bought fake
followers, gathered real users from his private account, and used C# web
scraper to export accounts information. This dataset consists of 12 features,
785 rows, and 1 binary classification label, Table (4.1). The data was not
balanced, it had 88% fake users and around 12% real ones, this data did not
have null values, but it had a column “has channel” that was pointless,

because it had 785 datapoints as 0 which means all data has no channel, so
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we removed this column and the dataset had 11 features, 785 rows, and 1

label.

The second dataset was gathered by Bakhshandeh, (2019), who classified
the accounts into fake or real users manually by himself. This dataset
consists of 11 features, 696 rows, and 1 binary classification label, Table
(4.1). The data was balanced, it had 50% fake users and 50% real ones, this

data did not have null values.

Table (4.1): Features of datasets (1 and 2°9).

Features
I dataset 2" dataset
edge followed_by #followers

username_has_number | nums/length full
name

full_name_has_number | name—username

is private private

has_channel description
length

has guides profile pic

edge follow #follows

username length nums/length
username

full_name_length full name words

is_joined_recently #posts

has_external_url external URL

is_business_account

The third dataset was collected by us, Table (4.2). We used IG Exporter
and APIFY to gather information, then we selected features from the data
we obtained. The fake followers we collected were more than the real ones,
and this was done with the intention of reclassifying the fake followers
once more to have more than just binary classification. To do this, we used

k-mean clustering with Python and Microsoft Excel. We ended up with five
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classification models. The dataset has 83861 rows, 17 characteristics, and
1 label with 5 classifications. We eliminated rows from the features
"#posts" and "Following," which together had 997 empty rows and 2 empty
rows, respectively. Also, the data contained duplicate values, therefore we
eliminated them to leave 82228 rows. We employed resampling to obtain
balanced data, once with down sampling and once with SMOTE over
sampling. Since we had 5 categories, we restructured the label column to

contain 5 columns.

Table (4.2): Features of 374 dataset.

Third dataset features

follower Following highlight reel | is business? is joined recently? #posts
count
is private? is verified? description has website? username==full #digits in
length name? username
#digits in full | username has | full name has | length of full | length of username is Fake
name digit? digits? name

4.3. Implementation parameters

The proposed feature selection and classification algorithms in this work
have been applied using a set of parameters. The input parameters were
assigned to the corresponding values shown in Tables (4.3), (4.4), (4.5),
and Table (4.6) to train the models. Chapter 3 provides a detailed

explanation of all the parameters used in the models' implementation.

The values of the ANN model parameters are as follows: units were set to
6 for all datasets, input dim was 11 for the first and second datasets, and 14
for the third dataset. Kernel initializer is set to uniform for all datasets, the
activation was set to ReLU for the first two layers, and sigmoid for the
output layer, x and y values are set to the X train and y_train to represent

the training and testing sets, respectively. Batch size is set to 10 for all
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datasets, and epochs is set to 100 for first and second datasets, and 20 for

the third dataset, Table (4.3).

Table (4.3): Parameter description for ANN model.

Parameter Value Description
Units 6 Number of neurons in the layer.
Input dim 11, 14 Number of predictors in the input data, set for the first
layer only.
Kernel initializer uniform The algorithm determines the value for each weight

before the Neurons begin their computation.

activation ReLU/Sigmoid This describes the calculation's activation function
inside each neuron.

X X_train Features columns.
y y_train Target column,
batch size 10 Processing of several samples before updating the
model.
epochs 100, 20 The dataset is run through the training process a fixed
number of times.
Optimizer Adam This parameter assists in determining the optimal

weight values for each node in the neural network.

loss Binary_crossentropy A function that assesses how effectively the neural
network mimics the training data by comparing the
target and estimated output values.

The values of the KNN model parameters are as follows: x and y values
are set to the X train and y_train to represent the training and testing sets,
respectively. n_neighbors is set to 8 for the first and second datasets, and 4

for the third one, Table (4.4).

Table (4.4): Parameter description for KNN model.

Parameter Value Description
X X train Features columns.
Y y_train Target column.
n_neighbors 8,4 Required number of neighbors for each sample.
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The values of the RF model parameters are as follows: x and y values are
set to the X train and y train to represent the training and testing sets,
respectively. n_estimator is set to 100 for all datasets by default, Table

(4.5).

Table (4.5): Parameter description for RF model.

Parameter Value Description
X X_train Features columns.
y y_train Target column.
n_estimators 100 The number of trees in the forest.

The values of the SVM model parameters are as follows: x and y values
are set to the X train and y _train to represent the training and testing sets,
respectively. kernel is set to 4 types for all datasets, each type has a run,

table (4.6).

Table (4.6): Parameter description for SVM model.

Parameter Value Description
X X_train Features columns.
y y_train Target column.
kernel Linear / poly / default=rbf Defines the type of kernel to be
/ sigmoid used in the algorithm.
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CNN was applied only for the third dataset; the values of the CNN model

parameters are described in table (4.7).

Table (4.7): Parameters description for CNN model.

Parameter Layer Value Description
filters ConvlD 64 The layer’s output dimension.
Kernel size ConvlD 6 Defines the 1D convolution
window's length.
Activation ConvlD, ReLU, SoftMax This describes the calculation's
Dense activation function inside each
neuron.
Padding ConvlD, same The quantity of pixels added to a
MaxPooling1D picture during CNN's kernel
processing.

Input shape ConvlD (14,1) Shape of width and height.
Pool size MaxPooling1 D 3 Maximum pooling window size
Strides MaxPooling1D 2 Indicates the amount that the

pooling window shifts with each
pooling step.
units Dense 64,5 Number of neurons in the layer.
optimizer - Adam This parameter assists in
determining the optimal weight
values for each node in the neural
network.
X - X train Features columns.
Y - y_train Target column,
Batch size - 10, 32, 70 Processing of several samples
before updating the model.
epochs - 50 The dataset is run through the

training process a fixed number of
times.

Validation data

X test, y_test

A portion of data withheld from
model training that is used to
assess the model's performance
while tuning its hyperparameters.

loss

categorical_crossentropy

A function that assesses how
effectively the neural network fits
the training data by comparing the

target and predict output values.
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4.4. Evaluation metrics

The performance of the classification method is defined using the findings
of the confusion matrix. The performance of the models was measured
using accuracy, precision, recall, and F1 measures. Formulas (4.1), (4.2),
(4.3), and (4.4), respectively, show the formulas for calculating the

categorization metrics.

TP+TN

Accuracy = (4.1)
TP+FP+TN+FN

TP refers to True Positives, it means predicting fake user and its indeed

fake user.

FP refers to False Positives, it means predicting real user and its indeed real

uscer.

TN refers to True Negatives, it means predicting fake user and it is in fact

real user.

- FN refers to True Negatives, it means predicting real user and it is in fact

fake user.
. . TP
precision = TPLFP (4.2)
TP

recall = (4.3)
TP+FN
precisionsrecall

F1=2+x 4.4
precision+recall ( )

Table (4.8) shows the confusion matrix values.

Table (4.8): Confusion matrix.

Predicted

Actual Negative Positive

Negative | True Negative False Positive

Positive False Negative | True Positive
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The model's precision measures how accurate the model is, or how many
of the positive results that were predicted are indeed positive. Recall
analyzes how many true positives the model catches by classifying them
as positive (true positive). The F1 Score is function of precision and recall,

and it balance between both.

4.5. Stage 1 results

All of datasets were processed using ANN, RF, KNN, and SVM at this
stage. The first dataset (Jafari, 2021) achieved the highest accuracy of
92.99% when processed using ANN. The second dataset (Bakhshandeh,
2019) achieved the highest accuracy of 92.85% when processed using
KNN. The third dataset achieved the highest accuracy of 99.57% when
processed using RF. The performance reached its lowest when SVM with
a sigmoid kernel was used, Table (4.9). To determine the best value for k
while using KNN, we applied it with a range from 2 to 11 and obtained
accuracy results oh a graph. For the first dataset, 8 was the best value, 8-9-

10 for the second dataset and 4-6 for the third.
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Figure (4.1): Accuracy depending on k value for 1% dataset.
The accuracy reaches its highest when k value is 8.
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k

Figure (4.2): Accuracy depending on k value for 2" dataset.

The accuracy reaches its highest when k value is 8, 9 and 10.
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Figure (4.3): Accuracy depending on k value for 3™ dataset.
The accuracy reaches its highest when k value is 4 and 6.
Table (4.9): Accuracies for stage 1.

Dataset | ANN RF KNN | SVM (linear) | SVM (rbf) | SVM (poly) | SVM (sigmoid)
1 92.99% | 92.35% | 91.71% 92.35% 91.08% 92.35% 89.17%
2 88.57% | 90.00% | 92.85% 88.57% 91.42% 85.00% 88.57%
3 99.37% | 99.57% | 98.05% 99.30% 98.95% 98.26% 93.23%

As illustrated in the Table (4.10), the ANN model predicted 129 real

samples out of 133 and 17 fake samples out of 24 in the first dataset, with

0.88 average precision, 0.84 average recall, and 0.86 average F1-score. It

also predicted 62 real samples out of 73 and 62 fake samples out of 67 in

the second dataset, with 0.89 average precision, 0.89 average recall, and

0.89 average Fl-score. For the third dataset, ANN predicted 13574 real
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samples out of 13655 and 2896 fake samples out 0f 2918, with 0.99 average

precision, 0.99 average recall, and 0.99 average F1-score.

The KNN model predicted 127 real samples out of 133 and 17 fake samples
out of 24 in the first dataset, with 0.84 average precision, 0.83 average
recall, and 0.84 average F1-score. It also predicted 66 real samples out of
73 and 64 fake samples out of 67 in the second dataset, with 0.93 average
precision, 0.93 average recall, and 0.93 average Fl-score. For the third
dataset, KNN predicted 13561 real samples out of 13655 and 2674 fake
samples out of 2918, with 0.97 average precision, 0.95 average recall, and

0.96 average F1-score.

The RF model predicted 129 real samples out of 133 and 16 fake samples
out of 24 in the first dataset, with 0.87 average precision, 0.82 average
recall, and 0.84 average F1-score. It also predicted 67 real samples out of
73 and 59 fake samples out of 67 in the second dataset, with 0.90 average
precision, 0.90 average recall, and 0.90 average Fl-score. For the third
dataset, KNN predicted 13593 real samples out of 13655 and 2909 fake
samples out of 2918, with 0.99 average precision, 1.00 average recall, and

0.99 average F1-score.

For the SVM model, results are shown in Table (4.10) and Table (4.11),

for all the kernels.
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Table (4.10): Confusion matrix and classification report for stage 1.

ANN confuston matrix and classification report

Dataset TP TN - FP FN Label Precision | Recall | F1 | Support
1 129 17 7 4 Real 0.81 0.71 | 0.76 24
Fake 0.95 0.97 | 0.96 133
2 62 62 5 11 Real 0.85 093 | 0.89 67
Fake 0.93 0.85 | 0.89 73
3 13574 2896 22 81 Real 0.97 099 | 098 | 2918
Fake 1.00 0.99 | 1.00 | 13655
KNN confusion matrix and classification report
Dataset TP TN FP FN Label Precision | Recall | F1 | Support
1 127 17 7 6 Real 0.74 0.71 | 0.72 24
Fake 0.95 095 | 0.95 133
2 66 64 3 7 Real 0.90 0.96 | 0.93 67
Fake 0.96 0.90 | 0.93 73
3 13561 2674 244 94 Real 0.97 092 | 094 | 2918
Fake 0.98 099 | 0.99 | 13655
RF confusion matrix and classification report
Dataset TP TN FP FN Label Precision | Recall | F1 | Support
1 129 16 8 4 Real 0.80 0.67 | 0.73 24
Fake 0.94 0.97 | 0.96 133
2 67 59 8 6 Real 0.91 0.88 | 0.89 67
Fake 0.98 092 | 0.91 73
3 13593 2909 9 62 Real 0.98 1.00 | 0.99 | 2918
Fake 1.00 1.00 | 1.00 | 13655
SVM (linear) confusion matrix and classification report
Dataset TP TN FP FN Label Precision | Recall | F1 | Support
1 127 18 6 6 Real 0.75 0.75 | 0.75 24
Fake 0.95 0.95 | 0.95 133
2 62 62 5 11 Real 0.85 093 | 0.89 67
Fake 0.93 0.85 | 0.89 73
3 13590 2867 51 65 Real 0.98 098 | 098 [ 2918
Fake 1.00 1.00 | 1.00 | 13655




Table (4.11): Confusion matrix and classification report for stage 1, continued.

SVM (rbf) confusion matrix and classification report

Dataset TP TN FP FN Label Precision | Recall | F1 | Support
1 131 12 12 2 Real 0.86 0.50 | 0.63 24
Fake 0.92 098 | 0.95 133
2 65 63 4 8 Real 0.89 094 | 091 67
Fake 0.94 0.89 | 092 73
3 13582 2817 101 73 Real 0.97 097 (097 | 2918
Fake 0.99 099 | 0.99| 13655
SVM (poly) confusion matrix and classification report
Dataset TP TN FP FN Label Precision | Recall | F1 | Support
1 129 16 8 4 Real 0.80 0.67 | 0.73 24
Fake 0.94 0.97 | 0.96 133
2 54 65 2 19 Real 0.77 0.97 | 0.86 67
Fake 0.96 0.74 | 0.84 73
3 13600 2685 233 55 Real 0.98 092 1095 2918
Fake 0.98 1.00 ] 0.99 | 13655
SVM (sigmoid) confusion matrix and classification report
Dataset TP TN FP FN Label Precision | Recall | F1 | Support
1 125 15 9 8 Real 0.65 0.62 | 0.64 24
Fake 0.93 094 | 0.94 133
2 62 62 5 11 Real 0.85 093 | 0.89 67
Fake 0.93 0.85 | 0.89 73
3 13071 2381 537 584 Real 0.80 0.82 ] 081] 2918
Fake 0.96 096 | 096 | 13655




4.6. Stage 2 results

This stage was applied to the third dataset only using CNN algorithm, this
stage has 3 substages, in the first substage we have applied CNN on the
dataset without resampling the data (unbalanced dataset), in the second
stage we have reduced the dataset (balanced dataset), in the third stage we

have increased the data with SMOTE (balanced dataset).

4.6.1. Before resampling:

With the original unbalanced dataset, we applied the CNN algorithm in this
substage. The validation accuracy was 99.99% with 0.09% validation loss
when using 10 as the batch size. With 32 batches, the validation accuracy
was 90.81% and the validation loss was 27.30%. Applying 70 batches
resulted in acceptable validation accuracy of 99.96% and validation loss of
0.21%. The model predicted 2918 real samples out of 2918 samples when
applying a batch size of 10. It also predicted 2721 fakel samples out of
2722 samples, 6976 fake2 samples out of 6976 samples, 1611 fake3
samples out of 1612 samples, and 2218 fake4 samples out of 2218 samples.
With 1.00 F1 scores, 1.00 recall, and 1.00 precision for all labels.

Table (4.12): Training and Validation Acc-Loss, No resampling.

Before Resampling 14 features
Epoch | Batch | Accuracy loss Val accuracy | Val loss
50 70 99.73% 0.82% 99.96% 0.21%
50 32 93.88% 16.66% 90.81% 27.30%
50 10 99.65% 1.20% 99.99% 0.09%
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Table (4.13): Confusion Matrix and classification report, No resampling.

CNN confusion matrix and classification report -10 batch

Label | Precision F1 | Support

Real Fakel
Real 2918 0 Real 1.00 1.00 | 2918
Fakel 1 2721 Fakel 1.00 1.00 | 2722
g Fake2 0 0 Fake2 1.00 1.00 | 6976
" Fake3 1 0 Fake3 1.00 1.00 | 1612
Fake4 0 0 Fake4 1.00 1.00 | 2218

According to the accuracy and loss graphs for 70 batch sizes, there were

some fluctuations in the validation accuracy and loss up until epoch 40,

after which everything went smoothly. When using a 32-batch size,

validation accuracy and loss varied; starting at epoch 37, the fluctuation

grew and became obvious. When using batch sizes of 10, validation

accuracy and loss fluctuated. After that, everything went smoothly until

epoch 41, when a significant drop was noticed.
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Figure (4.4): Accuracy for 70 batch with no resampling.

ij’\/‘\/”‘v‘“'i

3

Training and Validation Accuracy (CNN}




Training and Validation Loss(CNN)

0.35

0.30

0.25

020

Loss

Q.15

010

0.05

.00
[ 10 20 3o 40 50
Epochs

Figure (4.5): Loss for 70 batch with no resampling.
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Figure (4.6): Accuracy for 32 batch with no resampling.
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Figure (4.7): Loss for 32 batch with no resampling.
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Figure (4.8): Accuracy for 10 batch with no resampling.
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Figure (4.9): Loss for 10 batch with no resampling.

4.6.2. Down sampling results:

The dataset was reduced from 82228 to 35000, with balanced datapoints
for all labels and 7000 rows per label. The validation accuracy in batch 70
was, in the best case, 96.47% with a 10.62% validation loss. Validation
accuracy after applying batch 32 was 94.43%, while validation loss was
19.04%. Applying 10 batches produced a validation accuracy of 96.67%
and a validation loss of 13.13%. With a batch size of 70, the model
correctly predicted 1371 real samples out of 1392, with a precision, recall,
and F1 score of 0.98. With 0.91 precision, 0.99 recall, and 0.95 F1 score,
it also correctly predicted 1360 fakel samples out of 1370. With 0.98
precision, 0.97 recall, and a 0.98 F1 score, the model correctly predicted
1331 of the 1366 fake2 samples. With 0.98 precision, 0.99 recall, and a
0.98 F1 score, 1400 fake3 samples out of 1421 were predicted. With 0.99
precision, 0.89 recall, and a 0.94 F1 score, 1289 fake4 samples out of 1451

were predicted.
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Table (4.15): Confusion Matrix and classification report, Down sampling.

Table (4.14): Training and Validation Acc-Loss, Down sampling.

Resampling (down sampling)

Epoch | Batch | Accuracy loss Val'accuracy | Val loss
50 70 94.00% 16.22% 96.47% 10.62%
50 32 93.05% 18.63% 94.43% 19.04%
50 10 93.95% 16.66% 96.67% 13.13%

CNN confusion matrix and classification report - 70 batch

Predicted Label | Precision | Recall | F1 | Support
Real Fakel Fake2 | Fake3 | Fake4
Real 1371 14 3 2 2 Real 0.98 098 | 098 | 1392
Fakel 4 1360 0 0 6 Fakel 0.91 099 095 1370
§ Fake2 6 0 1331 20 9 Fake2 0.98 0.97 098 | 1366
= Fake3 21 0 0 1400 0 Fake3 0.98 0.99 |0.98 | 1421
Fake4 7 125 30 0 1289 Fake4 0.99 0.89 |0.94 | 1451

According to the accuracy and loss graph when applying 70 batch size there

was a clear fluctuation that was much clearer on epoch 26 with 72.07%

validation accuracy and 57.11% validation loss. When applying batch 32

and 10 there was a strong fluctuation that didn’t stop until epoch 50.
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Training and Validation Loss{(CNN}
—— loss
= wval_loss
0.5
04
g
03
0z .
01
0 10 20 0 40 50
Epeochs

Figure (4.11): Loss for 70 batch with down sampling.
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Figure (4.12): Accuracy for 32 batch with down sampling.
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Figure (4.13): Loss for 32 batch with down sampling.
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Figure (4.14): Accuracy for 10 batch with down sampling.
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Figure (4.15): Loss for 10 batch with down sampling.
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4.6.3. Oversampling (SMOTE) results:

We divided the 82228-row original dataset into training and testing sets

before oversampling. Training data increased from 65782 to 137360 rows

with balanced datapoints for all labels and 27472 rows per label, while the

testing set had 16446 rows. Batch 70 had a 99.98% validation accuracy and

a 0.31% validation loss. When a batch size of 32 was used, validation

accuracy was 99.98% with 0.14% validation loss. When using a batch size

of 10, validation accuracy was 99.99% with a validation loss of 0.70%. The

model predicted 2918 real samples out of 2918 and 2720 fake1 samples out
of 2722. Out of 6976 fake2 samples, the model predicted 6976. The model
predicted 1610 fake3 samples out of 1612 and 2218 fake4 samples out of

2218. The F1 score, recall, and precision were all 1.00.

Table (4.16): Training and Validation Acc-Loss, Oversampling.

Oversampling
Epoch | Batch | Accuracy loss Val accuracy | Val loss
50 70 99.46% 1.50% 99.98% 0.31%
50 32 99.40% 1.82% 99.98% 0.14%
50 10 99.82% 0.43% 99.99% 0.70%

Table (4.17): Confusion Matrix and classification report, Oversampling.

CNN confusion matrix and classification report- 70 batch

Predicted Label | Precision | Recall | F1 | Support
Real Fakel Fake2 | Fake3 | Fake4
Real | 2918 0 0 0 0 Real 1.00 1.00 | 1.00 | 2918
Fakel 2 2720 0 0 0 Fakel 1.00 1.00 | 1.00 | 2722
g Fake2 0 0 6976 0 0 Fake2 1.00 1.00 |[1.00 | 6976
= Fake3 1 0 0 1610 1 Fake3 1.00 1.00 | 1.00 | 1612
Fake4 0 0 0 0 2218 Fake4 1.00 1.00 | 1.00 | 2218
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The validation accuracy reached 99% at epoch 7, and the validation loss
was almost 0%, going smoothly and without fluctuations, according to the
accuracy and loss graphs when 70 batch sizes were applied. Applying batch
32 resulted in 99% validation accuracy from epoch 10 and almost 0%
validation loss. With a batch size of 10, there was a noticeable fluctuation
up until epoch 23, at which point the validation accuracy reached 99% and
the validation loss was almost 0%. From that point on, everything went

well until Epoch 50.
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Figure (4.16): Accuracy for 70 batch with oversampling.

153



0.35

0.30

0.25

» 020

0.15

0.10

0.05

0.00

Training and Validation Loss{CNN)

loss

Figure (4.18): Accuracy for 32 batch with oversampling.
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Figure (4.19): Loss for 32 batch with oversampling.
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Figure (4.20): Accuracy for 10 batch with oversampling.
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Figure (4.21): Loss for 10 batch with oversampling.

4.7. Comparative study

A comparison of another related research is shown in Table (4.18). Most
of them employed machine learning algorithms and produced good results,
but deep learning algorithms, such as CNN, outperformed the typical
machine learning model. In our proposed work, the 3™ dataset was
unbalanced and contained two labels (real and fake) in stage 1, but it still
outperformed datasets 1 and 2 because of its larger size. In stage 2, it was
evident that resampling altered the outcomes and that the quantity of

datasets affected how well the deep learning algorithm operated.

According to several studies, the performance of convolutional neural
network (CNN) models for classification tasks is significantly impacted by
the quantity of the dataset. Bigger datasets often produce better results
since they give the model more training data and let it develop more strong
features. The batch size employed during training can also have an
influence on how well a CNN performs, with bigger batches often
producing better accuracy. The model in stage 2 with no resampling
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worked well, with a little bit of fluctuation in validation accuracy and loss,
when we applied down sampling the fluctuation increased obviously, and
the best results we’ve got when we applied oversampling with a batch size

of 70 with a validation accuracy of 99.98% and a validation loss of 0.31%.

From the graph below, the 3 dataset performed very well in each model,
but it reached its best performance with CNN when oversampling is

applied.

Models performance on dataset 3

W Accuracy BFl-score ®Precision M Recall

100.00%
98.00%
96.00%
94.00%
92.00%
90.00%
88.00%
86.00%
84.00%
82.00%

Figure (4.22): Performance of algorithms.

Datasets were gathered by Rostami et al., (2020), Nasir et al., (2021),
Suganya, et al. (2021), and Awan et al., (2022) from public domain
websites like GitHub and Kaggle. On the other hand, Purba et al., (2020)
independently gathered datasets, purchased fake users from online
websites, and gathered real users from private universities. The dataset was
manually assembled and annotated by Akyon et al., (2020). S B, (2022)
also used scraping profiles because there was no publicly accessible

informal community dataset for the investigation's purpose of identifying

157



the fake accounts. Since there aren't enough datasets for training and social
media has a huge user base, researchers need to gather as many as they can,

especially for Instagram datasets because of the lack of Instagram datasets.

Suganya, et al. (2021), and Akyon et al., (2020) agreed that oversampling
is necessary to improve the performance of the model, and Akyon et al.,
(2020) used SMOTE oversampling with an equal number of training
samples of 1002 for each class to train all classifiers. Suganya, et al. (2021)
used methods like bootstrapping and repetition. to generate additional
observations and samples, which she then connected to the
underrepresented groups. To balance the two distributions (bot vs. normal)
by averaging the bot class distribution, Shevtsov et al., (2022) applied the
synthetic minority oversampling technique while performing the 5-fold

cross-validation process on the training folds.

Bordbar et al., (2022) used PCA and GAN for the unbalanced dataset,
while Purba et al., (2020) used down sampling and removed some users to
keep the dataset balanced. The biased features in datasets can be balanced
by finding the appropriate real users, according to Akyon et al., (2020),
who explained that time series user data can be used for better detection of

fake accounts.

Data normalization is necessary to prevent bias in data because when data
is not normalized, the model will give larger weights for larger scales of
data. Some researchers, such as Suganya, et al., (2021) and Akyon et al.,
(2020), who applied machine learning algorithms, have also applied
normalization for datasets. To overcome these unjustified biases and
choose the most useful features, a cost-sensitive genetic feature selection
algorithm was developed. Akyon et al., (2020) encountered some negative

bias in some of the features. They started by normalizing the continuous
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features while leaving the binary features alone. The genetic algorithm is

then given the normalized data to select a cost-sensitive feature set.

For ANN, KNN, RF, and SVM, standard scalers have been used in our
work, and the batch normalization layer is used to apply normalization

between layers in the deep learning algorithm of CNN.

Rostami et al., (2020) concentrated on the feature selection process by
identifying the most useful feature set using a multi-hybrid approach. The
number of features may increase the computational cost, but by reducing
the features, the computational cost will be reduced, and the performance
of the model will increase, so feature reduction is a crucial step to pay
attention to if it's possible. To extract significant features, Shevtsov et al.,
(2022) used the Shapley values based on game theory. Additionally, S B,
(2022) used features reduction. For the feature extraction process, Ali &
Abdullah, (2022) used the Chi-square test and the Spearman rank

correlation.

Munga & Mohandas, (2022) showed that removing unnecessary features
will improve the model's accuracy and save time. They used all 25 features
in the first round, and the second round's features were reduced to just 5
features based on the information gained from the features. Different
algorithms were used to further demonstrate how the smallest set of
features with the highest information gain results in the best accuracy.
Using the correlation map, we have applied feature reduction to datasets 1
and 3. Rostami et al., (2020) showed how the model could be used in the

future with a variety of different features.

The publicly accessible Instagram developer API only makes the user's
publicly accessible data available. Most authors also agreed that it is not

possible to access some users' actions or login information when they have
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already turned their accounts to private mode. It is thought that this issue

makes gathering data a bit harder.

Sheikhi, (2020) has gathered users from Instagram's explore function using
a crawler to identify regular users and add them to the dataset's list of
regular users. It is simpler to gather public accounts from Instagram's
Explore because it only shares media data and posts from public users and
highlights recently posted images and videos that have attracted other
users' attention. This shows that the accounts being used to post are

generally authentic and reliable.

And if a researcher wants to collect a dataset that includes any kind of user,
whether they are public or private, they should only acquire metadata data.
Even if it were possible to obtain media data from individual users, doing
so would require immoral methods like hacking accounts, which is not
advised. Bordbar et al., (2022), Varuna et al., (2022), and Swathi et al.,
(2021) addressed the problem of insufficient data as well as the moral

concerns with data collection.

Because using techniques other than binary classification makes it possible
to extract more relevant insights from large datasets, delivering better
results and more accurate forecasts, we employed clustering in stage 2 for
the third dataset to acquire 5-class classifications. However, Purba et al.,
(2020) applied binary and 4-class classifications and found that they
produced better results than users who simply used binary classification to

distinguish between fake and real users.

Whether a user's account is private or not, we solely gathered publicly
available data about them for this study. If given enough datasets, deep
learning algorithms can yield models with remarkable outcomes. The

outcomes of our model were better than we were expecting, and it was
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developed and run in an appropriate amount of time. Our model's accuracy

performance was the best when compared to previous studies, as shown in

Table (4.18).

Table (4.18): Previous studies comparisen with proposed study.

Study Method Fake Fake Accuracy
accounts news
detection detection

Proposed work KNN, ANN, SVM, v 98.05%, 99.37%, 99.30%,

RF, CNN 99.57%, 99.98%
(Suganya, etal. | Ada-boost SVM v 97.16%
2021)
(Rostami et al., RF, NB, SVM v 98.00%, 97.6%, 98%
2020)
(Purba et al., RF, Multilayer v 91.76%, 73.7%, 68.1%
2020). perceptron, LR, NB, 54.2%, 88.3%

J48 DT
(Akyon et al., SVM, NB, LR, and v 94.00%, 88.2%, 90.8%,
2020). NN 94.0%
(Sheikhi, 2020) Bagged decision v 98.45%

Tree
(Nasir et al., CNN, RNN vV 99.00%
2021).
(Uppada et al., SENAD, CredNN, v v 93.50%
2022). CNN
(Ali & Stack ensemble v 99.01%, 98.86%, 91.32%
Abdullah, 2022) | system, RF, SVM, 76.39%, 67.49%

NB, LR
(Munga & RF, SVM, NN v 99.46%, 99.64%, 94.13%
Mohandas,
2022)
(Shevtsov etal., | RF, SVM, XGBoost v 97.30%, 96.4%, 97.9%
2022)
(S B, 2022) RF v 93.00%
(Awan et al., Spark ML, RF v 94.00%
2022)
(Bordbar et al., GAN, LR, SVM. v 98.00%, 66.3%, 79.5%
2022)
(Varuna et al., LSTM v 97.90%
2022)
(Swathi et al., NN Vv 93.00%
2021)
(Wanda, 2022) CNN v 95.47%
(Sahoo & Gupta, | KNN, SVM, LR, vV 99.3%, 99.3%, 99.0%, 99.1%
2021) DT, NB, LSTM 98.6%, 99.40%
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Chapter Five

- Conclusion and Future work

5.1. Overview

The final chapter of this thesis study is chapter five. An overall summary of
the thesis study is provided in the chapter. The study's contributions are
discussed, and the key conclusions of the suggested models are highlighted.

It also contains suggestions for further research and the conclusion.

5.2. Conclusion

The detection of fake accounts is essential for preserving the integrity of
social media platforms since they have grown to be a major problem. An
individual who creates a fake account does so with the goal of concealing
their genuine identity or running a scam. Fake accounts can be used for a
variety of nefarious activities, including spamming, phishing, and the

dissemination of disinformation.

Algorithms based on Al can be trained to spot patterns in user behavior and
alert users to suspect accounts. To spot fake accounts, these algorithms can
examine a variety of variables, including user activity, content, and
network structure. A machine learning algorithm, for instance, can
highlight accounts that have many followers but few interactions or
accounts that have shared the same content repeatedly. According to
our literature review, several researchers attempted to collect datasets and
extract valuable features to develop a successful model that could
distinguish between fraudulent and legitimate accounts. This topic has

drawn the attention of many academics.
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Working with Instagram platform to detect fake accounts is recent, and
there are few studies that implemented Fake accounts detection on
Instagram. CNN would not benefit from our di'scove‘ry of two small
Instagram datasets, as CNN require large amount of data, so we created our
own dataset using IG Exporter and APIFY. We then applied k-mean

clustering to the dataset and obtained 5 classification classes.

Our work has been separated into two stages. In the first stage, we used
ANN, KNN, RF, and SVM on three datasets. After preprocessing, cleaning
the data, and running the models, the accuracy of the 3™ dataset while using
RF was the greatest, coming in at 99%. In the second step, we applied CNN
to our dataset. After numerous tries without resampling, down
sampling, we encountered significant fluctuation in the results. This
problem was resolved with oversampling using SMOTE, which produced

the greatest accuracy of 99.98%.

We found that CNN is a strong method for dealing with vast numerical data
in one dimension. A CNN may assist to extract important patterns and
features from data and achieve advanced performance on a wide range of
applications by using local feature extraction, hierarchical feature learning,
regularization using dropout layer to prevent overfitting, so it can

outperform typical machine learning algorithms.

Also, when the dataset is small and unbalanced, SMOTE can improve CNN
performance since CNN may not have enough examples of the minority
class to learn it's features. In these instances, SMOTE may be used to
oversample the minority class and produce new examples, allowing CNN

to learn a more accurate features of the minority class.
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5.3. Future work

Building new linguistic features as opposed to numerical ones would be a
new step in our research to see how well Al can identify fake accounts.
Collecting additional data and extracting new features would also help the
model perform better. Although there are numerous methods and tools for
spotting fake accounts, it's crucial to note that no single strategy is
infallible. For the best outcomes in the future, a variety of strategies and

instruments should be utilized.
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