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ABSTRACT

Electronic payment methods have significantly evolved and became dominant in the
contemporary financial system, offering a variety of seamless payment channels of elec-
tronic transactions. The number of electronic payments transactions has taken a drastic
leap in the last decade, processing millions of transactions on a daily basis. However,
the dramatic increase in digital payment transactions has been accompanied with dreadful
number of fraudulent activities which result in substantial financial losses to financial in-
stitutions and their consumers. Further, the rapid technological advancement plays a key
role in the increase of fraud transactions and are projected to ever grow which posture vital
risk. Thus, fraud prevention and detection has become a necessary requirement to ensure
reliability and credibility of financial institutions. Data mining and machine learning tech-
niques have been prominent strategies by researchers to develop methods to detect frauds
and reduce the risk. In that context, designing efficient and practical algorithms have en-
countered several challenges including the lack of interpretability of fraud definition, the
unavailability of fraud transactional data due to privacy regulation, and the sophisticated
indistinguishable characteristics of fraud transactions. In this thesis, we propose a machine
learning model to detect fraud Electronic Funds Transfer (EFT) transactions. To assess the
model’s efficacy, experiments are carried out on a vast simulated transactions dataset span-
ning two years which incorporated Synthetic Minority Oversampling Technique (SMOTE)
resampling technique along with cross validation using stratified K-fold. The evaluation
involved the utilization of multiple metrics to assess the model comprehensively, which
comprised the confusion matrix, Receiver Operating Characteristic Area Under the Curve
(ROC AUC), Precision-Recall Area Under the Curve (PR AUC), precision, recall, F1-score,
and time efficiency. The performance results show employing SMOTE technique improve
the model detection rate, and the proposed XGBoost model proved to be the most efficient
and effective, achieving a perfect ROC AUC and a PR AUC of 0.994.
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Chapter 1

Introduction

1.1 Overview

Digital evolution is dramatically transforming the contemporary financial
systems towards the adoption of more simple and convenient financial ser-
vices. As technology advances, electronic payment methods are increasing
to serve an accelerating online marketplace demand, and outperforming tra-
ditional financial instruments in offering services that are more efficient and
easily accessible (Tasca, Aste, Pelizzon, & Perony, 2016). The wide adop-
tion of variety forms of digital payments including mobile wallets and online
banking has been crucial in raising the volume of Electronic Fund Transfer
(EFT) transactions. According to Central Bank of Bahrain (CBB) published
report for 2019, transactions processed by digital wallets only have surged
by 566.7% to 8.0 million in 2019 from 1.2 million reported in 2018 (CBB,
2020).

This great conversion in payment methods has exacerbated the secu-
rity and privacy concerns of the emerged technologies flaws and vulnera-
bilities. Cybercrimes have taken the opportunity to capitalize from the in-
creased load of digital transactions to target a lucrative avenue (Hasan &
Rizvi, 2022). One of the constant and costly reality that accompanied the

extensive increase of online payment transactions is fraud. The prolifera-
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tion of financial fraud has increased tremendously in recent years which has
led to substantial losses to card issuers and financial institutions (Tiwari,
Mehta, Sakhuja, Kumar, & Singh, 2021). The dreadful financial losses do
not only impact financial institutions but also affect individual customers.
In addition, successful financial frauds consequently can cause significant
non-financial reputational damage. According to Nilson report, in 2020 the
gross card fraud losses have incurred of $28.58 Billion and is projected to
increase to $49.32 Billion by the year 2030 (Report, 2021).

Subsequently, fraud prevention and detection have been an ongoing bat-
tle along with the rise of electronic payment methods. Financial institutes
and regulators have introduced several regulations and compulsory require-
ments for processing EFT transactions in an attempt to decline the rate
of fraud payments and prevent fraudulent attempts (Sanad & Al-Sartawi,
2021). Additionally, rule-based statistical fraud detection techniques were
widely employed by various financial institutes. While these strategies have
declined financial frauds to a certain level, fraudsters are continuously in-
vestigating further sophisticated strategies to bypass these prevention meth-
ods (Raghavan & El Gayar, 2019). Moreover, since rule-based statistical
techniques are manually crafted by fraud experts, fraudsters have always
managed to overcome the process and making it obsolete (Hsin, Dai, Ti, &
Huang, 2021).

Data mining techniques and Machine Learning (ML) models are promis-
ing research area to detect anomalies in various applications such as fraud
detection (Adepoju, Wosowei, Jaiman, et al., 2019). Data mining techniques
can be used to finding insightful and unique patterns from huge datasets tak-
ing advantage of its ability to extract descriptive information and key char-
acteristics by analyzing various categorical attributes of the dataset individ-
ually as well as jointly (Zaki, Meira Jr, & Meira, 2014; Yee, Sagadevan,
& Malim, 2018). On the other hand, ML Models can be used to quickly




identify and detect hidden patterns and interpretation from massive amount
of data to detect fraudulent transaction operations (Varmedja, Karanovic,
Sladojevic, Arsenovic, & Anderla, 2019; Khatri, Arora, & Agrawal, 2020).
Accordingly, many experts endorse that data analytics is to be the core of fu-
ture fraud detection systems and fraud detection techniques shall be driven
and centered on data (M. A. Ali, Azad, Centeno, Hao, & van Moorsel, 2019;
Nassif, Talib, Nasir, & Dakalbab, 2021).

1.2 'The Battle Against Financial Fraud

With the rise of technological advancement, the advent of a plethora of dig-
ital financial services has played vital role in increasing the financial cy-
bercrimes including financial fraud (Kaur et al., 2021). The rampant of
financial fraud in its variant forms has caused the financial industry seri-
ous repercussions for both individuals and organizations which cannot be
overlooked anymore due to the large-scale occurrence of fraudulent activi-
ties. While financial fraud crimes are not new to the financial industry. Yet,
the pace and the magnitude of financial frauds have been at constant in-
crease over the past few decades (Reurink, 2018). Financial fraud involves
the illegal use of financial assets or financial transactions to obtain goods or
services, or to gain access to sensitive financial information. Financial state-
ment fraud, Credit Card Fraud (CCF), and transaction fraud are among the
most frequently occurring forms of financial fraud. Financial fraud crimes
can be classified based on the perpetrator of the fraud activity as well as
according to the organization involved (Zhu et al., 2021).

Nevertheless, among the variant types of financial fraud, credit card
transactions fraud is one of the most prevalent and pervasive form of finan-
cial fraud due to several factors including the emergence and proliferation of

online payments methods, the evolving tactics and techniques of the modus




operandi of fraudulent activities, and the growing numbers of Card-Not-
Present (CNP) payments (i.e., payment executed over the phone or online)
(Mekterovi¢, Karan, Pintar, & Brki¢, 2021). CCF is a type of financial
fraud that involves the unauthorized use of a credit card or card information
to make fraudulent purchases or fraudulent fund transfer transactions.

To combat CCEF, financial institutions and banks have enforced a range
of preventive measures and techniques to reduce the occurrence of fraud in-
cluding security protocols, data encryption or tokenization, Europay, Mas-
tercard and Visa (EMV) chip, and multi-factor authentication (Singh & Jain,
2020). These measures are designed to prevent fraudsters from attempting
CCF transactions and to prevent financial losses. In addition, financial in-
stitutions have employed variety of detection techniques such as rule-based
systems, scoring system, hot cards, and real-time monitoring (Pourhabibi,
Ong, Kam, & Boo, 2020). These measures are meant to detect transactions
requests based on expert set rules of potential fraud behaviour or features.

However, fraudsters are constantly developing new tactics and tech-
niques to pass existing preventive and detection strategies. Furthermore, the
existing techniques are only effective to known forms of frauds and require
continuous costly updates and investigations. The need for competent and
vigilant detection techniques are inevitable to keep up with the new evolv-
ing form of fraud techniques (Priya & Saradha, 2023). Thus, data driven
automated detection techniques have become necessary for financial insti-
tutions to combat and detect fraudulent activities as soon as they occur. The
fraud defence mechanisms can be categorized into prevention and detection
layers (Rodrigues et al., 2022). Some research extends the layers of fraud
prevention to three layers and four layers model including containment and
enforcement (Dastidar, Granitzer, Siblini, et al., 2022). Table 1.1 present
a comparison between the conventional fraud detection approach and ML

fraud detection in term of approach, scalability, accuracy, and efficiency.




Table 1.1: Comparison of Conventional Fraud Detection and ML Fraud Detection

large volumes of data and

real-time transactions

Aspect Conventional Fraud De- | ML Fraud Detection
tection

Approach Rule-based Adaptive and data-driven

Analysis Manual analysis by fraud | Automated analysis
analysts

Scalability Limited scalability for | Scalable for handling big

data and real-time process-

ing

Identifying Complex Patterns

Difficulty in identifying

complex fraud patterns

Ability to detect complex
and evolving fraud pat-

terns

Accuracy

Moderate accuracy and

precision

Improved accuracy and

precision

Real-Time Detection

Limited real-time detec-

tion capabilities

Real-time detection and

proactive prevention

Efficiency

May be time-consuming

and prone to human error

Efficient processing and

analysis

1.3 Credit Card Fraud Types

CCEF refer to the use of physical card or card information to perform pay-

ment or transfer funds between accounts illegally. Fraudsters can obtain

physical custody or card information using various ways (Arora, 2022). Due

to the varied and mounting types of CCF, no consensus has been achieved on

how to categorize the types of CCF. According to the fraudulent cases cov-

ered in the literature, fraud types can be categorized based on the possession
of card information (Mittal & Tyagi, 2020).




1.3.1 Physical credit card fraud

1. Stolen/lost card: the use of stolen or lost credit cards to make pur-
chases or payment. While this also require obtaining the PIN code.
Fraudsters can use the contact-less features of cards to make pur-

chases.

2. Application card: the use of false or fake information to apply or

replace a credit card under someone else identity.

3. Mail intercept card: the interception of mails of credit cards by fraud-
sters and obtaining cards intended to go to its authorized users and
using it.

4. Counterfeit card: the use of a device to steal credit card information,

and clone encoded information into a new created forged card.

1.3.2 Credit card Information fraud

1. Data breach: credit card information can be leaked due to a data
breach of ecommerce websites or due to insider data theft which fraud-

sters can use it to perpetrate fraudulent activities.

2. Credit card imprint: obtaining credit card information by skimming
the card or through a service provider and later use it to perform fraud-

ulent transactions.

3. Account takeover: with the advent of various digital wallet, fraudsters
can takeover account information to access all saved credit cards and

make fraudulent activities.

4. Phishing/spoofing: fraudsters can trick users to provide their credit
card information through malicious emails or commit payments through

malicious/forged websites.




1.4 The Role of Electronic Fund Transfer Sys-

tem

Electronic Funds Transfer (EFT) refers to the process of transferring funds
electronically from one bank account to another. EFT can be used for a va-
riety of financial transactions, such as paying bills, making purchases, and
transferring funds between accounts. EFT system support various electronic
channels, such as online banking, mobile banking, Automated Teller Ma-
chine (ATM), and Point-Of-Sale (POS) terminals. EFT's can be processed in
real-time, allowing for fast and secure transactions, and they are often less
expensive than traditional paper-based transactions. Figure 1.1 illustrates
the multiple components which makes the EFT System. Like any financial
system, EFT systems can be susceptible to fraud. Fraudulent EFT transac-
tions can occur through a variety of methods including phishing, identity
theft, and account takeover. To prevent EFT fraud, it is essential to under-
stand how transactions flow within the payment ecosystem to effectively

examine potential fraud crimes and attacks.
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Figure 1.1: Electronic Funds Transfer System Overview.

In the context of EFT, the workflow for processing transactions com-
prises several stages and includes multiple financial entities, such as acquir-
ers and issuing banks. Moreover, the processing workflow varies depending
on the type of transaction and the card used in the transaction. Generally,
financial entities involved in the process of EFT transactions are acquiring
banks and issuing banks. The financial organization that provides credit or
debit cards to its clients is known as the issuing bank. The issuing bank is re-
sponsible for authorizing transactions and ensuring the customer’s account
has the funds to be transferred to the recipient’s account. On the other hand,
the financial institution that handles transactions on behalf of the recipients
is referred to as the acquiring bank. The acquiring bank is responsible for

verifying the transaction details, settling the transaction, and funds from
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one account to another. Therefore, the issuing bank and acquiring bank play
critical roles in the functioning of EFT systems as well as the processing of
EFT transactions, and their relationship is key to ensuring that transactions
are processed quickly, securely, and accurately.

Another important aspect in EFT transactions fraud detection, is the
message pair. A message pair refer to the two messages exchanged between
the parties involved in the transaction. There are two types of message pairs
in EFT transactions: single message pair and dual message pair.

In a single message pair transaction, the authorization and clearing oc-
cur simultaneously, and the funds are transferred immediately. This means
that there 1s little time for fraud detection and prevention measures to be im-
plemented before the funds are transferred. Therefore, single message pair
transactions are generally considered to have a higher risk of fraud. Figure
1.2 demonstrate the workflow of a single message pair transactions such as

cash withdrawals.

Adv Req Adv Req

Adv Rsp ; Adv Rsp
Acquirer

Issuer

ATM
N e

o= —=————= Card Withdrawal

+ Advice Request
——é——— Advice Response

Figure 1.2: One Leg Transaction.

In contrast, a dual message pair transaction involves a delay between the
authorization and clearing messages, which provides more time for fraud
detection and prevention measures to be implemented. For example, the is-
suing bank can perform additional verification checks during the time delay

to ensure that the transaction is legitimate. As a result, dual message pair

9




transactions are generally considered to have a lower risk of fraud. Figure
1.3 demonstrate the workflow of a dual message pair transactions such as

POS and online purchases.

Auth Req Auth Req

L ) S B
‘*"‘"“"—Q{f""—““ ~ = e LT
Auth Rsp Wy il Auth Rsp i
oty gt |
R | N
- | l Ty —
oo > ™Y n gt -
visa == : | gt g —
Adv Req g Adv Req o~
%—‘ Acquirer Issuer
End of day | q
| AdvRsp Adv Rsp

o= —=—= Card Purchase
Authorization Request

—————&————  Authorization Response

+ Advice Request
+ Advice Response

Figure 1.3: Two Leg Transaction.

Overall, the choice between single message pair and dual message pair
depends on the transaction value, risk level, and the requirements of the
parties involved in the transaction. Therefore, understanding the type of
message pair used in an EFT transaction is important for assessing the level
of risk involved and for implementing appropriate fraud detection and pre-

vention measures.

1.5 Research Problem

Financial frauds in its variant ways and its different intent have gained a
considerable amount of traction by fraudsters and cyber criminals due to
the potential financial benefits. Fraud activities have increased dramatically
and have evolved significantly to form an alarming rate to service providers

globally. Financial institutions suffer great financial and non-financial losses

10




due to the accelerating fraud transactions. The conventional and legacy
prevention and detection techniques are becoming inapplicable and ineffi-
cient to detect fraud attempts with high accuracy. As such, fraud prevention
and detection have become necessary requirements to ensure the reliability
and credibility of financial institutions. Data mining and machine learning
techniques have emerged as prominent strategies by researchers to develop
methods for detecting fraud and reducing risk. However, the design of effi-
cient and practical algorithms has encountered several challenges, including
the unavailability of fraud transactional data due to confidentiality, the lack
of domain specific metrics to appraise the model’s effectiveness, and the

class distribution imbalance nature of fraudulent and geniune transactions.

1.6 Research Objectives

This research aims to address the increasing problem of fraudulent activities
in electronic payment transactions, which pose a significant risk to the relia-
bility and credibility of financial institutions. The objectives of this research

can be summarized as follows:

1. Investigate the role of machine learning techniques in developing ef-

fective fraud detection methods.

2. Develop efficient machine learning model to detect EFT fraudulent

transactions in real-time.

3. Evaluate the model’s performance using a large simulated dataset
spanning two years, incorporating resmapling techniques to address

the class imbalance of the dataset.

4. Utilize multiple evaluation metrics, including time efficiency, to com-

prehensively assess the model’s effectiveness and actual outcome.

11




1.7 Research Significance

The rising number of fraudulent transactions could have serious effects on
the electronic payment ecosystem such as huge financial devastation and
destroyed reputation. Fraud prevention and detection are critical activities
for organizations that aim to protect themselves from financial losses, rep-
utational damage, and legal liabilities. This research provides financial ex-
pertise insights of using machine learning for fraud detection. This research
aims to help financial institutions including banks and merchants to identify
and detect fraudulent transactions from legitimate transactions in real-time

with high accuracy to reduce financial losses.

1.8 Thesis Outline

The organization of this thesis is as follows: chapter 2 provide brief re-
view of the literature and the various ML methods employed to detect fraud;
chapter 3 describes the methodology and data preprocessing techniques uti-
lized for this research. Chapter 4 illustrates the results and findings of
the ML model implementation. In chapter 5, the thesis is concluded and

presents the recommendation and future work.




Chapter 2

Literature Review

2.1 Literature Review

Since the advent of digital payments, combating financial frauds have been
on top of financial institutions endeavor due to the growth of fraud activities
and the potential associated financial loss. With the increased load of online
transactions, traditional rule-based fraud detection system became imprac-
tical due to the costly manual intervention required by fraud investigators
to update and set new rules to cope with the constantly changing strate-
gies by fraudsters (Hilal, Gadsden, & Yawney, 2022). Thus, fraud detection
have acquired increasing attention from research community over the past
decades (Mansour, Ahmi, Popoola, & Znaimat, 2022). Several research
studies exploited machine learning and data analytic techniques to examine
financial fraud detection. Fraud detection ML techniques can be catego-
rized into two categories namely supervised ML models and unsupervised
ML models (Sahin & Duman, 2011; Dhankhad, Mohammed, & Far, 2018).
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2.1.1 Supervised Machine Learning Techniques

To detect fraud transactions, numerous supervised ML methods were pro-
posed to the literature over the past decade including Artificial Neural Net-
works (ANN), Decision Trees (DT), Support Vector Machine (SVM), Naive
Bayes (NB), and K-Nearest Neighbour (KNN) (Srivastava, Kundu, Sural,
& Majumdar, 2008; Chaudhary, Yadav, & Mallick, 2012; Shirgave, Awati,
More, & Patil, 2019; Jain, Tiwari, Dubey, & Jain, 2019; M. S. Kumar,
Soundarya, Kavitha, Keerthika, & Aswini, 2019). Given the nature of the
transaction fraud problem being a classification problem, many researchers
employed supervised classifiers to classify transaction data into legitimate
and fraudulent transactions (Al-Shabi, 2019).

(Thennakoon, Bhagyani, Premadasa, Mihiranga, & Kuruwitaarachchi,
2019) compared four ML algorithms including SVM, KNN, NB, and Logis-
tic Regression (LR) to predict four different fraud scenarios. The proposed
system focused on four transactions features including amount, Merchant
Category Code (MCC), response code, and address. The dataset used was
obtained from a financial institute and subjected to confidential disclosure
agreement. The evaluation comprised using the dataset into two forms as
raw data form and as transformed numerical form. The result shows that dif-
ferent algorithm outperform the others depending on the fraud pattern with
SVM achieving the highest accuracy of 91% (Thennakoon et al., 2019).

To identify credit card fraudulent transactions efficiently, (S. Kumar,
Gunjan, Ansari, & Pathak, 2022) proposed the use of feedback system along
with SVM algorithm to improve the classification and the detection rate. To
train the model the authors used a publicly offline dataset with few transac-
tions and contains several credit card transaction attributes such as merchant
id, transactions amount, decline code, count of declines per card and coun-
try risk rate. To assess the efficacy of the proposed system, it was compared

to the state of the art classification methods including Random Forest (RF),
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KNN, NB, and LR. The results of the evaluation demonstrate that SVM
achieved the highest accuracy among the other classifiers as well as other
performance metrics such as specificity and sensitivity (S. Kumar et al.,
2022).

Gradient Boosting Machine (GBM) techniques including Extreme Gra-
dient Boosting (XGBoost) and Light Gradient Boosting Machine (LGBM)
have been used in several studies to detect CCF (Taha & Malebary, 2020).
In (Meng, Zhou, & Liu, 2020), a fraud detection system proposed using
XGBoost algorithm. The propésed model used the European Cardholder
dataset which contains real-life online transactional data. In the study, vari-
ous techniques, such as undersampling, were utilized in the study to tackle
the problem of imbalanced dataset. Further, Synthetic Minority Oversam-
pling Technique (SMOTE) was used in order to balance the legitimate and
fraudulent transactions classes. The evaluation comprised testing the model
with the three forms of the dataset including the original form of the dataset,
the undersampled form and the balanced form. The evaluation emphasized
on the Receiver Operating Characteristic (ROC) curve and recall as per-
formance metrics. The result shows that the Area Under Curve (AUC) in-
creases when using SMOTE technique.

(Hajek, Abedin, & Sivarajah, 2022) proposed a fraud detection model
based on XGBoost trained with a large dataset containing over 6 million
transactions. To evaluate the model, two set of experiments were performed.
The first to capture the baseline performance of the model and the second is
performed on balanced training sample. The baseline results show that XG-
Boost outperform other classifiers in the AUC and F1-score metrics. The
authors used Random Under Sampler (RUS) undersampling procedure to
tackle the imbalance within the dataset. The combination of RUS and XG-
Boost improved the AUC result but caused a deterioration to the F1-score.

In another study, (Alarfaj et al., 2022) evaluated the accuracy of six dif-
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ferent ML algorithms using the European cardholder dataset. The algo-
rithms includes DT, KNN, LR, SVM, RF, and XGBoost. The result achieved
accuracy of 97.08%, 93.27%, 97.18%, 97.43%, 97.55%, 94.6% respec-
tively. The study also researched the use of Deep Learning (DL) techniques
to detect CCF. While the characteristics of deep learning reveal a promis-
ing area of improvement for fraud detection, the dependency of large-scale
datasets hinders the implementation of DL methods.

One of the most critical challenges which impedes the development of
efficient and effective fraud detection solution is the class imbalance of the
available dataset. Due to the vast increase in numbers of online transactions,
the number of fraudulent transactions remains considerably low compared
to the authentic transactions. (Makki et al., 2019) conducted a rigorous
study to address the imbalanced available datasets. The study compared
eight distinct ML models that are proposed in the literature. The compar-
1son used accuracy along with True Positive Rate (TPR) and Receiver Op-
erating Characteristic (ROC) curve to best asses the competitive quality of
the ML algorithm. The evaluation results concluded that C5.0, SVM, and
ANN are the most efficient algorithms. The authors then employed clas-
sification balancing techniques including oversampling and Cost Sensitive
(CS) to further assess the selected algorithms. The study shows that apply-
ing imbalance classification techniques impact the performance and reduce
the accuracy of the model. Moreover, imbalance classification approaches
encompass several deficiencies and do not adequately address the problem.

The use of Genetic Algorithm (GA) combined with different ML classi-
fiers such as RF, LR, ANN, and NB proposed for CCF detection in (Ileberi,
Sun, & Wang, 2022). The proposed framework used two datasets, the Eu-
ropean Cardholder dataset and a synthetic dataset generated by (Altman,
2021). The SMOTE method was employed in order to counter the class

imbalance of the dataset by generating fresh instances of fraudulent trans-
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actions. The evaluation of the model’s performance relied on a set of per-
formance metrics, including accuracy, recall, precision, and F1-score. The
results of the assessment indicated that the employment of GA feature selec-
tion led to a notable improvement in the accuracy of the machine learning
classifiers.

Several surveys were carried out to evaluate the effectiveness of the
cutting-edge implementation of machine learning models utilized for iden-
tifying financial fraud in various domains, such as CCF, counterfeit fraud,
bankruptcy fraud, and transactions fraud (Phua, Lee, Smith, & Gayler, 2010;
Ngai, Hu, Wong, Chen, & Sun, 2011; Sadgali, Sael, & Benabbou, 2019). In
arecent study, a survey was conducted on the research in the same field for
the period from 2009 till the 2019 and covered 75 financial fraud relevant
studies. The survey showed that the SVM is the highest technique used to
investigate the domain followed by NB and RF approaches. Bank Fraud
and insurance fraud consumes the majority of the literature due to their im-
portance (Al-Hashedi & Magalingam, 2021). In addition, great proportion
of the literature states that the efficiency of ML techniques for detecting

fraudulent activities extensively rely on the aggregation of the datasets.

2.1.2 Unsupervised Machine Learning Techniques

The heterogeneous patterns of fraudulent transactions as well as the sparse
rate of fraudulent activities posture challenges to problems such as fraud de-
tection. Thus, unsupervised ML algorithms were explored in many studies
due to its great abilities in identifying outliers by clustering similar features
of raw data into the same class (Niu, Wang, & Yang, 2019). Thus, investigat-
ing fraud detection surged the interest in applying unsupervised techniques
to class fraudulent transactions as outliers. Several Fraud Detection Systems
(FDS) proposed deriving from anomalous detection irrespective of annota-

tions and based on distribution of normal transaction activities (Arfeen &
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Khan, 2022). Several algorithms, such as K- means, Isolation Forest (IF),
Local Outlier Factor (LOF), and Neural Network (NN) and numerous other
techniques were proposed in the literature (Dornadula & Geetha, 2019; Car-
cillo et al., 2021).

Using the European Cardholder Dataset comprising 284,807 transac-
tions of which 492 are fraudulent transactions, (Mittal & Tyagi, 2019) com-
pared the performance of four unsupervised ML algorithms including Self
Organizing Maps (SOM), IF, LOF, and K-means. To evaluate the actual
identification rate of fraud, the evaluation metrics involved specificity, sen-
sitivity, and prevalence along with accuracy and confusion matrix metrics.
The evaluation also included a comparison of unsupervised algorithms with
classical ML algorithms such as SVM, K-NN, RF, and LR. The results
shows that IF and LOF outperform other algorithms in the overall effec-
tiveness and superior in dealing with the imbalance of the dataset.

In another study, LOF and IF algorithms were proposed for CCF detec-
tion in (Maniraj, Saini, Ahmed, & Sarkar, 2019). The authors employed
various pre-processing techniques and standardization techniques to nor-
malize the columns of the dataset. To reduce the time of the evaluation, the
testing was also performed using only 10% of the dataset. The metrics used
in the evaluation are the overall accuracy score and the model’s precision.
Although the results managed to achieve an accuracy of over 99.6%, the
precision of both LOF and IF remained considerably low and only achieved
33% when using the complete dataset.

(Rai & Dwivedi, 2020) proposed to use unsupervised based NN to effi-
ciently detect frauds in credit cards. The European Cardholder dataset was
employed to train the model, which was then evaluated based on certain
metrics, including Accuracy, Fl-score, precision, Recall, specificity, and
False Positive Rate (FPR). To visualize the prediction outcomes, confusion

matrix is used for evaluating the accurate performance. Compared to other
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unsupervised ML schemes, the proposed scheme outperformed the other al-
gorithms such as Auto Encoder (AE), IF, and LOF in the achieved accuracy,
precision and recall. The NN also achieved the lowest FPR and received the
highest percentage of balance accuracy.

On a wider scale, a comprehensive comparison performed by (Niu et al.,
2019) which incorporated six supervised techniques and four unsupervised
techniques. The unsupervised algorithms used are as follows One-Class
SVM (OCSVM), Restricted Boltzmann Machine (RBM), Generative Ad-
versarial Networks (GAN), and AE. Due to the highly imbalanced studied
data, the comparison used the Receiver Operating Characteristic Area Un-
der the Curve (ROC AUC) as the main performance metric. The observed
results demonstrated that supervised techniques have better results on the
used dataset. XGboost and RF achieved the highest ROC AUC of 0.9894
and 0.9881 respectively. On the other hand, AE, RBM, and GAN algorithms
achieved AUC-ROC score above 0.95.

An accuracy of 99.7% was achieved by implementing LOF in (Cynthia
& Thomas George, 2021). The study examined 4 different unsupervised
and supervised classifiers namely LOF, IF, SVM and LR. The effectiveness
of each model was evaluated using variety of performance metrics. The
performance metrics combined the use of three different metrics such as
micro average, macro average and weighted average. IF and LR achieved
similarly good accuracy of 99.6% and 99.8% respectively. The supervised
SVM model on the other hand scored the least accuracy of 97.2%. The
analysis of the experiment shows that using unsupervised ML models to
detect fraud transactions acquire higher accuracy than those of supervised
learning models.

Table 2.1 summarizes the reviewed ML architectures for fraud detec-
tion applications highlighting the ML Method, dataset, the advantage of the
study and the study limitation.
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Table 2.1: Comparison of Fraud Detection Systems

Reference Method Dataset Pros Cons
(Thennakoon SVM, LR, NB, | Private dataset | Analysis of | Evaluation is
etal., 2019) KNN different fraud | measured with
patterns accuracy only
(S. Kumar et | SVM, RF, LR, | Public dataset | Feedback pro- | Hyper-
al., 2022) KNN, GBM, cess to enhance | Parameters
DT, NB the detection | were not im-
rate plemented
(Meng et al.,, | XGBoost European Resampling No data pre-
2020) Cardholder techniques to | processing per-
dataset balance the | formed
data
(Hajek et al., | XGBoost Paysim dataset | Analysis of | Evaluatuin
2022) outlier detec- | is limited by
tion and class | cost  savings
imbalance measure
(Alarfaj et al., | DT, RF, SVM, | European Comparison The proposed
2022) LR, KNN, XG- | Cardholder with DL tech- | model requires
Boost, CNN dataset niques larger dataset
to improve
detection rate
(Rai & | Unsupervised | European Outperformed | Low precision
Dwivedi, NN Cardholder other unsuper- | and recall
2020) dataset vised methods | scores
(Cynthia & | LR, SVM, IF, | European Higher ac- | Imbalanced
Thomas George,| LOF Cardholder curacy  than | dataset is not
2021) dataset supervised suited for accu-
methods racy evaluation
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2.2 Data Augmentation Techniques

Since the performance of ML methods is heavily influenced by the quality
of the training data, the class imbalance within the available datasets raises
a significant concern related to the accuracy and robustness of the machine
learning algorithms (Hsin et al., 2022). Additionally, improper usage of data
generation leads to poor performance as it falsely eliminates some properties
which results in inaccurate evaluation of the model. various data augmen-
tation strategies have been introduced to tackle the issue of class imbalance
within the available datasets for CCF transactions (Strelcenia & Prakoonwit,
2023).

RUS technique is among the most used techniques to under sample the
instances of legitimate transactions (Alarfaj et al., 2022; Niu et al., 2019;
Hajek et al., 2022). Using RUS approach shows major impact on the result
of the classification and decreases the f1-score (Thennakoon et al., 2019).
Alternatively, random oversampling has been employed to augment the fre-
quency of fraudulent transactions to achieve balanced classes (Makki et al.,
2019; Mittal & Tyagi, 2019). Similarly, random oversampling reduces the
accuracy as the new duplicates of incorrectly classified impact the results
accordingly.

Synthetic Minority Over-sampling Technique (SMOTE) is another pop-
ular technique for re-sampling datasets with unbalanced classes. SMOTE
is a type of oversampling technique that synthesize samples for the mi-
nority class by interpolating the existing samples within the same class
(Mansourifar & Shi, 2020). Implementation of SMOTE helps in improv-
ing the performance of the algorithm used and achieving higher AUC score
(Meng et al., 2020; Altman, 2021; Esenogho, Mienye, Swart, Aruleba, &
Obaido, 2022).

To increase the minority class instances, several studies have used Adap-

tive Synthetic (ADASYN) sampling for generating synthetic samples of the
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fraudulent transactions (Tran & Dang, 2021). Unlike SMOTE, ADASYN
is an adaptive technique that focuses on generating more synthetic samples
for the minority class instances that are more difficult to learn. While the
results shows that ADASYN significantly improves the performance of the
ML models, when compared to SMOTE, ML model based on ADASYN
achieves lower results than the one based on SMOTE due to the adaptable
nature of ADASYN technique (Dang, Tran, Tuan, & Tiep, 2021).

In a hybrid approach, [83] uses both the oversampling SMOTE along
with the undersampling Tomek links techniques to address the class imbal-
ance. Tomek links is an undersampling techniques that remove instances
from the majority class that are in close proximity to instances from the mi-
nority class. The evaluation of the approach showed an increased model per-
formance. However, the model f1-score result dropped significantly. Figure
2.1 present the data augmentation techniques used to balance class distribu-

tions in imbalanced datasets.
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Figure 2.1: Data Augmentation Techniques.
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2.3 Transaction Fraud Detection Datasets

The limited availability of fraud transaction datasets has played a crucial
role in the development and advancement of fraud detection models. The
available public datasets pose several issues towards developing efficient
and practical detection models such as high imbalance distributions of fraud
and legitimate transactions classes, lack of actual features representation
due to confidentiality, and lack of recent datasets which contain up-to-date
transaction parameters (Jovanovic et al., 2022). Furthermore, a large propor-
tion of the datasets used in fraud transaction research have been acquired by
researchers through partnerships with industry organizations, and have not
been made publicly available due to agreements of confidentiality, which
obstruct further development and validation of the existing results (Mittal &
Tyagi, 2020).

Several datasets have been used to train and test ML models, includ-
ing the European cardholders CCF Detection dataset, which contains over
284,807 credit card transactions with a binary classification of fraudulent
or not fraudulent (GROUP, 2020). A large proportion of the research has
been committed using the European cardholder dataset (Dal Pozzolo, Bo-
racchi, Caelen, Alippi, & Bontempi, 2017; Zheng, Liu, Yan, & Jiang, 2018;
Ileberi, Sun, & Wang, 2021). Another widely used dataset is the synthetic
PaySim dataset which has been generated using a private real-life transac-
tions dataset for mobile users (Lopez-Rojas, Elmir, & Axelsson, 2016). One
of the most recent datasets is the IEEE-CIS fraud detection dataset which
is provided through a Kaggle competition. The IEEE-CIS dataset presents
real-world transactions from Vesta’s e-commerce and include variety of fea-
tures including transaction features and identity feature (Addison Howard,
2019). Table 2.2 present some of the datasets used in the literature and the

cardinality of the transactions.
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Table 2.2: Transactions Fraud Datasets Summary
Dataset Cardinality Reference
European Cardholder CCF | European Cardholder | (Niu et al.,, 2019; Ileberi

Detection dataset credit cards transactions | et al., 2022; Alfaiz &
from 2013 containing | Fati, 2022;  Strelcenia
284807 transactions of | & Prakoonwit, 2023;
which 492 are frauds. Esenogho et al., 2022)

IEEE-CIS fraud detection | Vesta Corporation dataset | (Society, 2019)

dataset from 2019 containing
590540 transactions of

which 20663 are frauds.

PaySim dataset

Simulated dataset based on
real transactions created
in 2016 containing over 6
and

million transactions

around 10 thousand frauds.

(Hajek et al., 2022)

Real transaction data pro-
vided by a Bank

Transaction data collected
between April 2018 and
September 2019 along with
fraudulent accounts records

supplied by the National

(Hsin et al., 2021, 2022)

Police Agency.
PagSeguro payment ser- | A  dataset containing | (de S4 et al., 2018)
vices 903801 transactions of

which 16639 transactions

are fraudulent.

Worldline financial institu-

tion dataset

A dataset from Feb-Dec
2016 and contains 76 mil-
lion transactions of which
0.36% are fraudulent.

(Carcillo et al., 2021)

UCSD-FICO dataset

A real e-commerce trans-
actions dataset containing
94683 of
which 2094 are fraud.

transactions

(Taha & Malebary, 2020)
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2.4 Summary

CCF is a increasingly prevalent problem that affects both consumers and
financial organization. To combat this issue, various techniques and models
have been proposed to employ the use of ML to detect CCF. The literature
review on CCF detection reveals that there are several approaches to detect
fraudulent transactions using various ML methods. Several pre-processing
techniques have been suggested to mitigate the issue of dataset imbalance
and select the most relevant features or variables that contribute to iden-
tifying fraud, with the goal of enhancing the accuracy of fraud detection
models.

However, the complexity of the problem presents numerous limitations
to the proposed solutions including the limited real-life card fraud dataset,
the use of unsuitable evaluation metrics, and the inadequate understanding
of the requirements of fraud detection systems in term of computations and

time limitation.




Chapter 3

Methodology

3.1 Introduction

In this chapter, the methodology utilized in this study is outlined, encom-
passing the proposed model, the dataset description, pre-processing meth-
ods used, and model fitting, as well as the evaluation metrics utilized to

measure the performance of the fraud detection model.

3.2 Proposed Model

There has been a noticeable increase in EFT fraud transactions in recent
years which is causing significant losses to both individuals and businesses.
Detection of fraud attempts effectively do not only prevent financial losses,
but also can alleviate and stop possible future attempts of similar fraud pat-
tern. In this research, we propose an FDS model for combating fraud trans-

actions in real-time, aiming at detecting fraud during the process of a trans-
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actions to prevent the recurrence of the detected fraudulent transactions and
mitigate any increase load on the EFT system. Figure 3.1 demonstrate the
how the FDS will fit within the transaction workflow followed by each step

description of the workflow.

- © O, &
- .))) , Card ‘ : Bank System

e

Network

Electronic Fund Transfer

olle o
¢
®

@ System
P i
.- | =
o =
N |
% | Fraud Detection System
R st
R:::oense .))) Contactie ° Training Data
) Update (.| ’ Chip & PIN

Figure 3.1: Real-Time EFT Fraud Detection System architecture.

Step 1: Transaction is sent to the card network (e.g., MasterCard or
Visa).

Step 2: Transaction is received by the EFT system for authorization.

Step 3: EFT system sends the transactions to the FDS for analysis.

Step 4: FDS sends the transaction result to the EFT system.

Step 5: EFT system sends the transaction including the fraud result to
the bank system.

Step 6: The bank responds to the EFT system with approval or decline.

Step 7: The EFT system sends the response back to the card network.

Step 8: The response is received by the terminal (e.g., Point-of-sale,
Automatic Teller Machine (ATM), or online)
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Step 9: The FDS is updated with the transaction response received from
the bank.

By leveraging pattern recognition techniques, ML has emerged as a lead-
ing field for identifying instances of known fraud activities or transactions
that raise suspicion. This can be achieved by utilizing adequate transactional
data and applying suitable pre-processing methods. Figure 3.2 illustrates

the proposed method for building the FDS.
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Figure 3.2: Proposed Fraud Detection System.

3.3 Dataset Description

The advancement in the fraud detection research field is confronted by the
limited available real life transactions data due to various compliance acts
which prohibit the disclosure of Personal Identifiable Information (PII) in-
cluding financial accounts and credit card information (K. Gupta et al.,
2022). In addition, the available datasets are summarized using various tech-
niques including Principal Component Analysis (PCA) to preserve the pri-

vacy of the financial details which makes it very difficult to interpret (Grover
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et al., 2022). Therefore, in this research study, the dataset used is a simu-
lated dataset which contains a set of synthetic legitimate and fraudulent fi-
nancial transactions. The dataset is published on Kaggle and was created
using Sparkov Data Generation simulator (Shenoy, 2020; Harris, 2022).
The dataset consists of two separated files a training file which include
over 1.2 million transactions and a testing file which contains around 500K
transactions. It contains genuine and fraudulent transactions for a period of
2 years from 1 Jan 2019 till 31 Dec 2020. The transactions cover credit cards
of variant types used across variety of merchant categories. The dataset is
highly unbalanced in term of class distribution where fraudulent transactions
makes only 0.5% of the total transactions volume combined. The distribu-
tion of classes is shown in Figure 3.3. Various features are provided about
each transaction, such as the transaction amount, location, and date/time,
merchant, and category (e.g., food, shopping, entertainment). The feature

details are presented in table 3.1.

Distribution of the Target

count distribution
genuine 1842743 99 478999

fraud 9651 0.521001

non_fraud fraud

Figure 3.3: Distribution of dataset classes.
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Table 3.1: Dataset Feature Description

Feature DType | Description
trans_date_trans_time object Transaction Date/Time
card_num int64 Customer Card Number
merchant_name object Name of the merchant
merchant_category object Merchant type

Amount float64 Transaction’s Amount
cus_first_name object Customer first name
cus_last_name object Customer last name
cus_gender object Customer gender
cus_Address object Customer registered address
cus_city object Customer registered city
cus_state object Customer state

cus_zip int64 Customer ZIP code
Cus_latitude float64 | Customer Latitude Location
Cus_longitude floaté4 | Customer Longitude Location
Cus_job object Customer registered job
Cus_dob object Customer Date of Birth
transaction_no object Transaction ID Number
unix_time int64 Transaction UNIX Time
merchant _latitude float64 | Merchant Latitude Location
merchant_longitude float64 Merchant Longitude Location
isfraud int64 Transaction Class (Fraud/non_Fraud)
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3.4 Data Preprocessing

Data preprocessing is the process of preparing and cleaning raw data to
make it ready for data mining and data analytic (Maharana, Mondal, & Ne-
made, 2022). It encompasses several steps including data cleaning, transfor-
mation of data, and data dimensionality reduction to help reduce inconsis-
tencies and missing values in the dataset (Roy et al., 2021). Data preprocess-
ing is one of the crucial steps in predictive analysis which can significantly
impact the efficiency and performance of the resulting model (Khosla &
Saini, 2020). While data preprocessing is not always required depending on
the dataset being dealt with, it is necessary to perform basic level of data
preprocessing such as handling missing values and outliers to improve the
data quality and the accuracy of the analysis.

Some of the common techniques used in data preprocessing include:

* Data cleaning: This involves removing or correcting any errors, in-
consistencies, or missing values in the data (Alexandropoulos, Kot-
siantis, & Vrahatis, 2019).

e Data transformation: This involves converting data into a more appro-
priate format, such as normalizing or standardizing numerical data,
converting categorical data into numerical data, or transforming data
to reduce skewness or outliers (Luengo, Garcia-Gil, Ramirez-Gallego,
Garcia, & Herrera, 2020b).

 Data reduction: This involves reducing the dimensionality of data by
removing irrelevant features or combining similar features (Luengo,
Garcia-Gil, Ramirez-Gallego, Garcia, & Herrera, 2020a).

e Data integration: This involves combining multiple datasets into a

single dataset to create a more comprehensive view of the data.
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In this research work, data cleaning is not required since the dataset
used do not contains null or missing values. However, the dataset contains
categorical features and variety of data types which required preliminary
preprocessing. Therefore, some data preprocessing steps were performed to
prepare the training and validation dataset including encoding categorical

features and feature standardization.

3.4.1 Categorical features

Encoding categorical features is an important step in preparing data for ML
models, as many ML algorithms require numerical data as input. There are
several ways to encode categorical features, including one-hot encoding, la-
bel encoding, and ordinal encoding (Megdad, Abu-Naser, & Abu-Nasser,
2022). Label encoding were performed in this work to ensure dimensional-
ity reduction of the dataset. Label encoding is a technique used to assign a
unique integer value for each category. To ensure consistency between the
training and testing dataset for categorical features, the two datasets were

concatenated prior to the fitting and transforming of the labels.

3.4.2 Standardization

To enhance the ML algorithm’s performance and attain maximum efficiency,
feature standardization was performed on the training and testing dataset.
Feature standardization is a technique used in ML to transform the features
or variables in a dataset so that they have a mean of 0 and a standard de-
viation of 1 (Salekshahrezaee, Leevy, & Khoshgoftaar, 2023). The aim of
feature standardization is to transform the input data so that it has a similar
scale and distribution which can make the optimization process of ML al-
gorithms faster and more stable. Feature standardization also preserve the

shape of the original distribution of the data, which is important for ML
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algorithms. To perform standardization for the numerical features, Stan-

dardScaler class from the Scikit-learn library is used.

3.5 Feature Selection

The process of feature selection involves identifying the relevant features
from a dataset with respect to the target. The goal of feature selection is
to enhance the accuracy and performance of the model avoiding the use of
irrelevant or redundant features (Anirudh & Talukdar, 2022). Initially, Ex-
ploratory Data Analysis (EDA) is performed to analyze the characteristics of
the features within the dataset. In addition, Feature correlation is utilized to
eliminate features with high correlation and decrease redundancy in order
to enhance the model’s performance. Figure 3.4 illustrate the correlation

matrix of the original dataset.
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Figure 3.4: Dataset Correlation Matrix Heat map.

Variant feature selection techniques were performed including variance
threshold, Pearson correlation coefficient, information gain (Mutual Infor-

mation), and Lasso technique.
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3.6 Class Imbalance

Class imbalance in credit card transactions fraud detection is a common
1ssue, since only a small proportion of the volume of transactions are fraud-
ulent transactions (Dal Pozzolo et al., 2017). The majority of available
datasets hold less than 1% of fraudulent transactions which makes ML clas-
sifiers produce inaccurate performance on the fraud transactions class. Since
the essence of the problem necessitate prioritizing the minority class, han-
dling class imbalance acquired an increased attention and numerous meth-
ods to address the class unbalance have been proposed in the literature (Feng
et al., 2022; Zhang et al., 2023).

3.6.1 Re-sampling Methods

One way to address the class imbalance is through resampling techniques
including undersampling and oversampling. Resampling techniques com-
prises modifying the dataset to even out the numbers in each class. Under-
sampling involves removing samples from the higher class to produce an
even class distribution within the dataset. Conversely, oversampling com-
prises adding additional similar samples to the minority class to level the
distribution. The choice of which approach to use depends on the size, char-
acteristics of the dataset, and the analysis objective (Tran & Dang, 2021).
Both techniques oversampling and undersampling have their pros and
cons and can be employed using different techniques. Oversampling can re-
sult in overfitting the ML model to the minority class. On the other side un-
dersampling can result in losing information and useful interpretation from
the dropped instances. In term of the techniques used, undersampling and
oversampling can be used in a random fashion (Mrozek, Panneerselvam, &
Bagdasar, 2020). However, in scenarios where randomness is not preferred,

some more sophisticated techniques can be used such as Tomek links, Clus-
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ter Centroids, and Synthetic Minority Over-sampling Technique (SMOTE).
In addition, in some investigations a combination of both undersampling
and oversampling are used to preserve the information of the dataset (Udeze,
Eteng, & Ibor, 2022). Figure 3.5 demonstrates the class distribution of both

datasets that were used in this work.

Imbalanced dataset SMOTE over-sampling

Figure 3.5: Class Distribution for Imbalanced Dataset and Oversampled Dataset.

3.6.2 Cost-sensitive Methods

Another method to address class imbalance in a dataset is to employe cost-
sensitive technique on the used ML model. Cost-sensitive learning methods
do not require balancing the dataset. It involves assigning different mis-
classification costs to different classes during model training (Padurariu &
Breaban, 2019). When dealing with CCF detection, if classifying a fraud-
ulent instance as normal is more costly than classifying a legitimate trans-
action as fraudulent. Therefore, a cost-sensitive learning approach would
assign a greater cost for misclassifying to the fraudulent class compared to

the legitimate class.

35




3.7 Evaluation Metrics

Choosing the right evaluation metrics to assess the performance of a ML
model require cautious consideration to best determine the best fitted evalua-
tion metrics for the investigated problem (Banerjee, Bourla, Chen, Kashyap,
& Purohit, 2018). When dealing with imbalanced dataset, the accuracy by
itself can be very misleading and just give an illusion of the actual perfor-
mance. In addition, any classifier which always give a non-fraudulent result
will achieve accuracy of 99.5% on the given dataset without the need to per-
form feature analysis (Itoo & Singh, 2021). The later is called the metric
trap which refers to the potential pitfall of relying solely on a single eval-
uation metric to assess the ML model’s performance. Evaluation metrics
including accuracy, recall and precision are integral measures for assessing
the efficiency of a ML model. Yet, these metrics might not provide a com-
prehensive analysis of how a model has performed (Alfaiz & Fati, 2022).

In respect to fraud detection problem, many suggest that false negatives
(categorizing fraudulent transactions as non-fraudulent) is the key to mod-
elling an algorithm due to the cost of fraud transactions and the need to
prevent fraudulent activities from passing the detection system. However,
financial loss due to fraud transactions are not less risk and cost than false
positives (categorizing non-fraudulent transactions as fraudulent). Depend-
ing on the cost of loss to organizations, one can prefer a model with high
precision where false positives occurrence is more costly than the cost of
fraud transactions. On the other hand, if the cost of false negatives exceeds
that of false positive, a model with high recall score is more preferred.

In this work, to best evaluate the efficiency of the models used for fraud
detection, three evaluation metrics were selected including confusion ma-
trix, ROC and the Precision-Recall Curve. These metrics are particularly

useful when the dataset is imbalanced.
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3.7.1 Confusion Matrix

A confusion matrix is a chart utilized to appraise the effectiveness of a ML
model’s performance in a binary classification task. It provides a summary
of the predicted and actual classifications of the model, which can be used
to calculate various evaluation metrics. The confusion matrix has four cells,

which represent the four possible outcomes of a binary classification:

* True Positive (TP): the model predicted a positive class and the actual

class was also positive.

* False Positive (FP): the model predicted a positive class, but the actual

class was negative.

* True Negative (TN): the model predicted a negative class and the ac-

tual class was also negative.

» False Negative (FN): the model predicted a negative class, but the

actual class was positive.

3.7.2 Receiver Operating Characteristic

Receiver Operating Characteristic (ROC) curve is a visual display of the ef-
ficacy of a binary classification model, which demonstrates the balance be-
tween the true positive rate (sensitivity) and false positive rate (1-specificity)
for various thresholds. The true positive rate indicates the fraction of real
positive samples that the model correctly identifies as positive, while the
false positive rate denotes the fraction of actual negative samples that the
model erroneously categorizes as positive. An ideal classifier would attain
a true positive rate of 100% and a false positive rate of 0%, manifested by
a point at the upper-left edge of the ROC curve. In practice, the ROC curve
generally illustrates a balance between the true positive rate and false posi-

tive rate, whereby increasing one comes at the expense of the other.
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3.7.3 Precision-Recall Curve

Precision-Recall (PR) curves are a visual representation of the trade-off be-
tween precision and recall for a machine learning model. They are com-
monly used to evaluate binary classification models, particularly in cases
where the dataset is imbalanced or the cost of false positives and false neg-
atives is not equal. In a PR curve, precision is plotted against recall for
different thresholds of the model’s output score. Precision is the ratio of
true positives to all predicted positives, while recall is the ratio of true pos-
itives to all actual positives. A perfect classifier would achieve both 100%
precision and 100% recall, which would be represented by a point at the top
right corner of the PR curve. Typically, there is a trade-off between preci-
sion and recall in practical scenarios, such that increasing one comes at the

expense of the other.

3.8 Machine Learning Algorithms

Selecting the right ML model is crucial to ensure the effectiveness of a fraud
detection system that can accurately and efficiently classify fraudulent trans-
actions from genuine ones. In this work, we evaluate and compare three
popular algorithm that are best suited for the underlying problem which are
Random Forest (RF), Extreme Gradient Boost (XGBoost), Support Vectore
Machine (SVM). The selected algorithms were initially evaluated on the
original dataset. The evaluation also encompasses testing the model on the
resampled balanced dataset. In the end, Cross-validation techniques is per-
formed to assess how well the model will perform on new data it has not

been trained on, also known as generalization performance.
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3.8.1 Random Forest

As a baseline model, Random Forest (RF) is selected for the fraud detection
model. RF is a popular ensemble supervised learning algorithm that is ap-
plicable to both classification and regression problems. It’s core based on
the traditional decision trees which are combined to create more powerful
model, where each tree is trained on a fraction of the data and a random
subset of features, and then the results are aggregated to make the final pre-
diction (Tamtama & Arifudin, 2022).

During the training process, each decision tree predict the target variable
by evaluating the chosen features. The ultimate prediction is performed by
aggregating the outputs of all decision trees in the forest through voting pro-
cess or averaging process depending on the type of task. Figure 3.6 demon-
strate a simple overview of the ensemble trees utilized in RF algorithm. RF
is known for its robustness and capacity to handle high-dimensional data.
Further, it can estimate the importance of each feature which can be used to

select most important features to the model.
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Figure 3.6: Random Forest Prediction Overview.
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3.8.2 Extreme Gradient Boosting (XGBoost)

Extreme Gradient Boost also known as XGboost is an extended implemen-
tation of gradient boosting algorithm that is widely used in both the indus-
try and academia due to its efficiency, scalability, and performance. XG-
Boost 1s a flexible algorithm that can be used for a wide range of supervised
learning applications including regression, classification, and ranking. It in-
cludes with additional features designed to improve the performance such as
regularization, pruning, and parallel processing which helps in overfitting.
In addition, XGBoost automatically handle missing values in the dataset
(P. Gupta et al., 2023).

XGBoost uses an ensemble of decision trees to make predictions. Se-
quential trees, also known as gradient boosted trees which are a key com-
ponent of XGBoost. In XGBoost, each tree is trained sequentially instead
of training each tree independently, with each subsequent tree attempting
to correct the errors of the previous tree. The output of each tree is added
to the predictions of the previous trees, creating a strong ensemble model.
The sequential nature of the trees also allows XGBoost to handle non-linear

relationships between features and the target variable (Ashfaq et al., 2022).

3.8.3 Support Vector Machine

Support Vector Machine (SVM) is a ML algorithm utilized for classification
and regression analysis that determines the optimal hyperplane to divide the
data into distinct classes. (Saheed, Hambali, Arowolo, & Olasupo, 2020).
SVM is a powerful algorithm that can handle both linearly separable and
nonlinearly separable data by using kernel functions that map the data into
a higher-dimensional space to simplify the process of classification. SVM
has some advantages over other classification algorithms, such as its abil-

ity to handle high-dimensional data, its ability to handle small datasets, and
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its robustness to overfitting (S. Kumar et al., 2022). However, SVM also
has some limitations, such as its sensitivity to the choice of kernel function
and hyperparameters, its high computational complexity, and its difficulty in
handling noisy and overlapping data. The most popular kernel functions in-
clude linear, polynomial, Radial Basis Function (RBF), and sigmoid kernels
(Almaiah et al., 2022).

e Linear kernel: This is the simplest kernel function and is used for
linearly separable data. It is defined as the dot product of the input

features.

e Polynomial kernel: This kernel function is used for data that is not
linearly separable. It maps the data into a higher-dimensional space
using a polynomial function. The degree of the polynomial can be

adjusted using a hyperparameter.

» Radial Basis Function (RBF) kernel: This is a popular kernel function
that maps the data into an infinite-dimensional space using a Gaussian
function. It is commonly used for nonlinearly separable data and has

two hyperparameters: gamma and C.

» Sigmoid kernel: This kernel function is used for data that is not lin-
early separable and maps the data into a higher-dimensional space

using a sigmoid function. It has two hyperparameters: gamma and C.

3.9 Hyper-Parameter Tuning

Hyper-Parameter tuning refers to the process of selecting the best set of
hyper-parameters for a machine learning algorithm to improve its perfor-
mance. Hyper-Parameter tuning is a crucial step in the machine learning

pipeline to optimize the model’s performance. There are various techniques
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to find the best hyper-parameters including grid search, random search, and
Bayesian optimization. In this research, we implement the use of differ-
ent techniques depending on the ML algorithm. To find the optimal hyper-
parameters, the hyper-parameter tuning is combined with cross validation
using Stratified K-Fold to ensure identify optimal hyper-parameters that
work well on multiple validation sets (Tayebi & El Kafhali, 2021).

3.9.1 Random Forest Hyper-Parameters Selection

In RF model, HalvingRandomSearchCV technique is used. HalvingRandom-
SearchCV is a hyper-parameter optimization technique that combines ele-
ments of both random search and iterative halving. It is a variant of random-
ized search, which is a type of hyper-parameter optimization algorithm that
randomly samples hyper-parameters from a given distribution and evaluates
their performance on a validation set. However, HalvingRandomSearchCV
goes one step further by iteratively halving the data and the hyper-parameter
search space to focus on the most promising candidates, making it more
computationally efficient than traditional random search (A. A. Ali, Khedr,
El-Bannany, & Kanakkayil, 2023).

3.9.2 XGBoost Hyper-Parameters Selection

In XGBoost model, Bayesian optimization technique is used through the
BayesSearchCV within the scikit-learn library. BayesSearchCV is a hyper-
parameter optimization algorithm that search for the optimal set of hyperpa-
rameters. It is a more efficient alternative to grid search and random search,
as it uses a probabilistic model to guide the search towards promising re-

gions of the hyperparameter space (Huang, 2020).
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3.9.3 Support Vector Machine Hyper-Parameters Selec-
tion

In SVM model, to find the optimal kerner and the C value, GridSearchCV
is used. GridSearchCV is a technique for hyperparameter tuning in machine
learning. It is a simple but exhaustive approach to search over a predefined
set of hyperparameters and find the best combination that maximizes the

performance of a machine learning model (Chugh & Malik, 2022).




Chapter 4

Findings and Results

4.1 Introduction

In this chapter, the results of our study on CCF detection is presented. The
performance of each model on the test dataset is demonstrated using clas-
sification report, confusion matrix, the ROC curve plot and the precision-
recall curve plot. Moreover, the strength and limitation of each approach
is discussed. Finally, insights into the factors that contribute to fraudulent

activities in electronic funds transfer transactions are highlighted.

4.2 Random Forest Results

This section showcases the results of the experiments that utilized the RF
algorithm. These include evaluations on both the original and oversampled

datasets, along with the outcomes of cross-validation.
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4.2.1 Original Dataset

Initially, the RF model performance is evaluated using the original dataset
without any resampling techniques. Figure 4.1 illustrates the four evalu-
ation metrics chosen to validate the performance of the model. From the
results we can see that the model performed perfectly in classifying the le-
gitimate transactions, with only 89 instances reported as false positives out
of over 500,000. In term of fraudulent classification, the model achieved an
acceptable precision score of 94.76%, but the model had deficiencies in its
recall result and achieved a PR AUC score of 88.1 as shown in Table 4.1.
Moreover, the model attained an ROC AUC score of 98%.
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Figure 4.1: Random Forest Original Dataset Results.
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Table 4.1: Random Forest Original Dataset Results

Model Precision | recall Fl-score | ROC PR AUC | Sort

AUC weight
Random | 94.76 75.10 83.79 98 88.1 267.86
Forest

4.2.2 Balanced Dataset using SMOTE

Since the dataset is imbalanced and the legitimate instances make the ma-
jority proportion of the dataset, it is unreliable to validate the performance
of the ML model since it may be biased toward the majority class and per-
form irrespectively to the minority class which was observed in the previous
results. As a result, the model may learn to predict the majority class more
accurately and neglect the minority class, leading to a high false negative
rate or false positive rate for the minority class.

Thus, in this attempt, the test portion of the dataset has been balanced
using SMOTE technique to create synthetic samples of the fraudulent in-
stances. In addition, the training set has been resampled using SMOTE.
Figure 4.2 present the results of the model using the balanced dataset. From
the results we can see the model managed to achieve a promising and im-
proved ROC AUC and PR AUC scores of 98.8 and 99.1 respectfully as
shown in Table 4.2. Furthermore, the recall score increased to 82% in pre-
dicting fraudulent class. Nevertheless, the rise in the model’s recall score
came with a cost as the precision score for the legitimate class decreased
to 85%. Furthermore, the model failed to detect a considerable number of

fraudulent transactions, amounting to 33,707 instances.
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Figure 4.2: Random Forest Resampled Dataset Results.
Table 4.2: Random Forest Resampled Dataset Results
Model Precision | recall F1-score ROC PR AUC Sort
AUC weight
Random 99.84 81.73 89.88 98.8 99.1 280.37
Forest

4.2.3 Cross Validation

To evaluate the model’s performance comprehensively, cross validation is
performed to ensure the model is not over-fitting from the given training

and testing proportion. The training and testing datasets were concatenated
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into single dataset to perform the cross validation. Stratified K-fold with 5
splits is used to ensure that each fold of the cross-validation process has a
representative sample of the fraudulent transactions data, and that each fold
has a similar proportion of the target class labels as the whole dataset. Table

4.3 presents the result of the cross validation of the RF model.

Table 4.3: RF Model Performance

Index Fit Time Score Time Accuracy Precision Recall F1-Score

0 290.46 4.25 0.998 0.962 0.782 0.863
1 292.12 4.27 0.998 0.974 0.765 0.857
2 293.58 4.11 0.998 0.972 0.779 0.865
3 290.86 4.53 0.998 0.969 0.765 0.855
4 291.78 4.20 0.998 0.970 0.788 0.869
Mean 291.14 4.29 0.998 0.969 0.776 0.862

4.3 Extreme Gradient Boosting Results

The following section demonstrates the results of several experiments utiliz-
ing the XGBoost algorithm. These experiments involved evaluating both the

original and oversampled datasets, as well as performing cross-validation.

4.3.1 Original Dataset

The evaluation of XGBoost on the original dataset has revealed enhance-
ments in several evaluation metrics. Figure 4.3 demonstrates that the clas-
sification report for the fraudulent class exhibited a higher precision and
recall, specifically 96% and 82%, respectively. This led to an improvement
in the PR AUC, resulting in a score of 94.1 as shown in Table 4.4. Addi-
tionally, the model attained an ROC AUC score of 99.7. Despite obtaining
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better overall results, the model’s recall outcome remains unsatisfactory and

the rate of false negative is still high.
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Figure 4.3: XGBoost Original Dataset Results.
Table 4.4: XGBoost Original Dataset Results
Model Precision | recall Bl score | ROC PR ALIC | Sort
AUC weight
XGBoost (19592 82.14 89.50 997 94.1 277.76

4.3.2 Balanced Dataset using SMOTE

To further validate the model result, the model was evaluated using a bal-

anced dataset. To balance the test dataset, the dataset was split into third to
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avoid heavy processing. From the results demonstrated in Figure 4.4 and

Table 4.5, we can see tremendous improvements across all evaluation met-

rics. The model attained a score exceeding 99% for recall, and F1-score.

In addition, the model identified only 195 instances as false positives which

indicates the model has sustained high precision score while improving the

recall score. Regarding the ROC AUC, the model reached a flawless score
of 1, while the PR AUC score escalated to 0.994.
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Figure 4.4: XGBoost Resampled Dataset Results.

Cross Validation

The results of the cross-validation of the XGB model are presented in Table

4.6. The results demonstrate consistent performance of the XGBoost model

with a mean accuracy of 99.9%. The mean precision, recall and F1-score
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Table 4.5: XGBoost Resampled Dataset Results

Model Precision | recall F1-score ROC PR AUC Sort
AUC weight
XGBoost | 99.89 99.14 99.51 100 99.4 299.03

of the model is 95.3%, 82.2%, and 88.4%, respectively. The model also

exhibits notable efficiency in terms of fitting and scoring time.

Table 4.6: XGBoost Model Performance

Index Fit Time Score Time Accuracy Precision Recall F1-Score

0 5.56 0.63 0.999 0.955 0.822 0.884
1 1.69 0.62 0.999 0.961 0.814 0.881
2 1.77 0.62 0.999 0.953 0.819 0.881
3 1.77 0.65 0.999 0.946 0.829 0.884
4 2.62 1.05 0.999 0.955 0.829 0.888
Mean 2.68 0.71 0.999 0.953 0.822 0.884

4.4 Support Vector Machine Results

In this section, the results of different experiments utilizing the SVM algo-
rithm are presented. To determine the optimal kernel and hyperparameters
for the model, GridSearchCV was performed on the used dataset with 5-
fold cross validation. Based on the result of the GridSearchCV, the RBF
kernel is selected for this experiment. Similarly, the experiment incorpo-
rated evaluating both the original and oversampled datasets. Additionally,
cross-validation was performed to estimate the average performance of the

model.
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4.4.1 Original Dataset

The results in Figure 4.5 and Table 4.7 show the performance of SVM
algorithm that was examined on the original dataset. Although the model
demonstrated competent performance in categorizing regular transactions,
its performance in detecting fraudulent transactions revealed its inadequacy
for fraud detection as shown from the classification report as well as the
number of false negative reported. The performance results also indicate
that the SVM algorithm is not proficient in dealing with imbalanced dataset.
The ROC AUC and PR AUC scores are 0.804 and 0.724 respectively which
clearly shows the performance deficiency of the model. Thus, the model is

further assessed using a balanced dataset in the next experiment.
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Figure 4.5: SVM Original Dataset Results.
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Table 4.7: SVM Original Dataset Results

Model Precision | recall Fl-score | ROC PR AUC | Sort
AUC weight

SVM 83.91 60.79 70.50 80.4 72.4 225.10

- RBF

Kernel

4.4.2 Balanced Dataset using SMOTE

Figure 4.6 and Table 4.8 presents the scores of the SVM model using the
resampled datasets which shows better results in term of precision and re-
call reported. Furthermore, The PR AUC score has significantly increased
to achieve a score of 0.908. However, the improvements in fraudulent clas-
sification comes along with a sharp decrease in the precision score for the
genuine transactions. The ROC AUC score didn’t attain any noticeable im-

provement and reported an area of 0.816.
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Figure 4.6: SVM Resampled Dataset Results.
Table 4.8: SVM Resampled Dataset Results
Model Precision | recall F1-score ROC PR AUC Sort
AUC weight
SVM 99.93 63.28 77.49 81.6 90.8 244 81
- RBF
Kernel

4.4.3 Cross Validation

The results in Table 4.9 present the SVM model cross validation perfor-

mance. The metrics include the time taken to fit the model, the time taken
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to score the model, the accuracy, precision, recall, and F1-score. The model
achieved consistent results among all the folds with mean accuracy of 99.7%.
The mean precision and recall of the model are 0.908 and 0.620, respec-
tively. While the mean F1-score, which is a harmonic mean of precision
and recall, i1s 0.737.

Table 4.9: SVM Model Performance

Index Fit Time Score Time Accuracy Precision Recall F1-Score

0 101.48 1.49 0.997 0.920 0.606 0.731
1 99.83 1.05 0.997 0.902 0.618 0.733
2 102.36 1.04 0.997 0.893 0.631 0.739
3 102.26 1.49 0.997 0912 0.625 0.742
4 102.71 1.12 0.997 0917 0.623 0.742
Mean 101.94 1.23 0.997 0.908 0.620 0.737

4.5 Comparative Analysis

Based on the evaluation results of our model, the ensemble tree algorithms
demonstrated superior performance compared to the SVM algorithm. Ta-
ble 4.10 presents the performance of each model’s Accuracy (ACC), True
Positive Rate (TPR), False Positive Rate (FPR), True Negative Rate (TNR),
and False Negative Rate (FNR). The results show that all models have very
low FPR (0.2%) and high TNR (99.8%), indicating that they are effective
at correctly identifying non-fraudulent transactions. However, the XGBoost
model on the balanced dataset has the highest TPR (99.1%) and the low-
est FNR (0.9%), outperforming the other models. On the original dataset,
RF and XGBoost have high specificity (99.9%) and negligible false alarm
rate (Fall-out) (0.1%) which makes them suitable for certain contexts where

false positives are particularly costly. But have considerably high FNR com-
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pared to their balanced dataset counterparts. SVM on the balanced dataset
has the lowest accuracy (81.61%) and the highest FNR (36.8%). Overall,
the results suggest that balancing the dataset improves the performance of

the models.

Table 4.10: All Experiment Results

Model Resampling Technique @ ACC  TPR FPR TNR FNR

RF No Resampling 99.88% 0.751 0.001 0.999 0.249
RF SMOTE 90.80% 0.817 0.002 0.998 0.183
XGB No Resampling 99.88% 0.821 0.001 0.999 0.179
XGB SMOTE 99.51% 0.991 0.001 0.999 0.009
SVM No Resampling 99.80% 0.607 0.001 0.999 0.393
SVM SMOTE 81.61% 0.632 0.001 0.999 0.368

Figures 4.7 and 4.8 illustrates the performance results in term of ac-
curacy, precision, recall and F1-score on both the original dataset and re-
sampled dataset. Similarily, XGBoost outperforms RF and SVM in terms
of precision, recall, and f1-score, indicating that XGBoost has better classi-
fication performance overall.

On the contrary, even though balancing the dataset through resampling
slightly reduces the accuracy of the model, it leads to better outcomes in

terms of precision, recall, and f1-score.
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Original Dataset Comparison
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Figure 4.7: Original Dataset Results Comparison.

Resampled Dataset Comparison
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Figure 4.8: Resampled Dataset Results Comparison.

Finally, it is important to compare the models in terms of the ROC AUC

2)7)




and PR AUC scores to provide a more comprehensive evaluation of the per-
formance of a classification model beyond simple accuracy. ROC curves
plot the TPR against the FPR at different classification thresholds. ROC
curves are typically used when the class distribution is balanced and where
both the false positives and false negatives costs are approximately the same.

On the other hand, PR curves, on the other hand, plot the precision (posi-
tive predictive value) against the recall (sensitivity) at different classification
thresholds and it is typically used when the class distribution is highly im-
balanced and when the costs associated with false positives and false neg-
atives are not equal. Since the comparison includes both unbalanced and
balanced dataset, we have used both ROC curves and PR curves to present
a complete picture of the model performance. Figure 4.9 demonstrates the
ROC Curves for all the models and Figure 4.10 shows the PR Curve results
for all the experiments.

XGBoost again outperforms RF and SVM on both datasets, and achieved
a perfect ROC AUC score of 1 and a PR AUC score of 0.994 with the bal-
anced dataset. Random Forest has a gopod ROC AUC score of 0.988 and PR
AUC score of 0.991, while SVM has the lowest ROC AUC score of 0.816
and PR AUC score of 0.908.
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Figure 4.10: PR AUC Results Comparison.

Overall, the XGBoost model is the most effective at detecting CCF on

the balanced dataset, with the highest accuracy, precision, recall, f1-score,
TPR, ROC AUC, and PR AUC scores among the three models. The RF

model is also relatively effective, but its recall is lower than XGBoost. The
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SVM model is the least effective among the three, with the lowest accuracy,
recall, f1-score, TPR, ROC AUC, PR AUC.

4.5.1 Time Efficiency

One of the most disregarded criteria in evaluating ML models for fraud de-
tection is the time efficiency. Table 4.11 presents the training and scoring
time consumed for 10 thousand rows for each of the three models. The re-
sults is collected on a google colab environment running Intel Xeon CPU @
2.00GHz, 12.7 GB RAM, and Tesla T4 16 GB RAM GPU.

Table 4.11: All Experiment Results

Model Fitting Time Scoring Time
(10000 row) (10000 row)
RF 1964.85 ms 115.89 ms
XGB 180.64 ms 19.19 ms
SVM 688.01 ms 33.23 ms

The results show that XGBoost has achieved the best time which makes
it the most effective and efficient model of all three. Furthermore, the low
required scoring time XGBoost makes it suitable for real-time implementa-

tion and allow for quick analysis of incoming transactions as it is received.

4.5.2 Comparison with Previous Works

Based on the evaluation metrics and experimental results, it can be confi-
dently stated that the best proposed model is the XGBoost model along with
SMOTE oversampling. To put this into perspective, Table 4.12 provides a

comparison between the proposed model and previous works that utilized
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similar approaches, giving us a better understanding of how the proposed

model performs in relation to existing models.

Table 4.12: Comparison with State of the Art

Reference Dataset Model ROC AUC
(Niu et al., | European Cardholder dataset | RF 0.988
2019)

(Meng et al., | European Cardholder dataset | XGBoost+SMOTE | 0.985
2020)

(Taha & Male- | European Cardholder dataset | OLightGBM 0.928
bary, 2020) - UCSD-FICO

(Alarfaj et al., | European Cardholder dataset | CNN 0.980
2022)

(Hajek et al., | PaySim dataset XGBoost+RUS 0.996
2022)

(Alfaiz & Fati, | European Cardholder dataset | Catboost+AIIKNN | 0.979
2022)

(Ileberi et al., | European Cardholder dataset | RF+GA 0.950
2022)

(Hsin et al., | National Police Agency | XGBoost+WGAN | 0.969
2022) transactions data

(Esenogho et | European Cardholder dataset | LTSM+SMOTE- 0.990
al., 2022) ENN

This Study Simulated dataset XGBoost+SMOTE | 1.00

The proposed model is outperforming other proposed models in term of
ROC AUC. Furthermore, the model not only achieved high detection accu-
racy, but it also demonstrated great robustness and reliability in term of TPR
and FPR. The algorithm and the methods employed in the model was able to
effectively capture the underlying patterns and dependencies in the dataset,
leading to better generalization and more accurate predictions. Overall, the

proposed model showed a significant improvement over existing models and
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maintained a low FPR while increasing the recall score, making it a promis-

ing solution for the fraud detection problem.




Chapter 5

Conclusion, Recommendations and
Future Work

This chapter summarizes the main findings of the study, the contribu-
tions to the literature, and the implications for practice. It also provides
recommendations for improving fraud data mining and fraud detection as

well as future work summary.

5.1 Conclusion

The world sudden and tremendous digitization has simulated exponential
growth and rapid acceleration toward digital payments and online transac-
tions with growth forecasts continue to rise globally. The successful evolu-
tion of digital payment however is impeded by ensuring an adequate system
in place to combat fraud. In this work, we proposed a real-time fraud detec-
tion model for electronic funds transfer transactions. The model utilized the

use of the most widely used classification supervised learning algorithms
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namely Random Forest, Extreme Gradient Boosting, and Support Vector
Machine. Each model is then validated using the original dataset, the resam-
pled dataset, and cross-validation. The evaluation of the model has taken a
holistic approach. Thus, the assessment incorporated the use of several met-
rics including the confusion matrix, ROC AUC, PR AUC, precision, recall
and F1-score. A comparative analysis is conducted to select the best model
which embraced different metrics such as specificity, FPR, FNR, and time
efficiency. The proposed XGBoost model with SMOTE oversampling tech-
nique outperformed all the other models and achieved the highest precision
(99.89%), Recall (99.14%), ROC AUC (1.00), and PR AUC (0.994). In ad-
dition, XGBoost’s highly time-efficient characteristics allow for the use of

data oversampling techniques to improve the model’s fraud detection rate.

5.2 Recommendations and Future Work

The unprecedented level of sophistication and complexity exhibited in the
fraudulent activities is raising significant concerns. The latter indeed entails
for collaboration from the initiating and receiving ends of transactions to
bring the fraud level under control. The projected potential advances in the
financial industry such as decentralization and open banking are potential
vectors for related risks and criminals to support their activities more freely.
In contrast, mining the data from these advances can bring insights into con-
sumer behavior which can enable more opportunities to leverage Artificial
Intelligence (AI) and enhance fraud detection and management.

As observed in this study, advanced technologies such as ML and data
analytics can empower financial institutions and payment processors to an-
alyze large volumes of transaction data in real-time and identify patterns
of behavior that are indicative of fraud, enabling quick detection and pre-

vention of fraudulent activities. However, the development of ML models
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for fraud detection is obstructed by several challenges. These challenges
includes the lack of diversity and limited scope of the available datasets.
Furthermore, the constraints of data privacy regulations tend against the de-
velopment in public research.

Conversely, the technology that is currently accessible has some chal-
lenges for implementing fraud detection model as well such as the lack of
domain specific metrics, and potential biases due to the distribution of the
dataset. Although conventional metrics can offer certain observations re-
garding the efficacy of a fraud detection model, metrics that are specific to
the domain are crucial for appraising the model’s efficiency in identifying
other aspects such as number of accounts detected and amount of money
saved. Therefore, the implementation of ML models require a good un-
derstanding of the various payment transactions, fraud types, feature engi-
neering, model selection, model evaluation, and real-time implementation
considerations. Moreover, real-world data can change over time and may
experience new fraud patterns or type, and the ML model need to be up-
dated or retrained to adapt to these changes and allow the model to detect
certain shifts in fraud patterns.

In the future, this work may be extended to employ a real-world fraud
transactions dataset. Furthermore, other algorithms may be employed or
combined to address the drawbacks of single technique and capitalize the
performance. In addition, future work may incorporate exploring methods
to preserve privacy of transactions information such as Blockchain technol-

ogy and decentralization.
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Appendix A

Interview Questions

Q1: What are the challenges of getting financial transactions datasets?

In the modern age, its important to not disclose any records that have
personally identifying information of any individual or customers. There
are regulations now which are different in different countries and in different
part of the world. They are different in Europe and North America and in
Asia pacific. These rules strictly oblige that any information passed in a
dataset must not reveal the identity of an individual. There are other rules
as well for transferring data between other companies and that would be
kind of a big concern for creating a synthetic dataset and make it publicly
available for other people’s research.

Creating a synthetic dataset in a way that preserves the properties of
the categorical data is a useful way and getting the individual distributions
correctly. For instance, an aspect of the problem that need to be considered
for generating a synthetic dataset is having a data that would represent a
real-world scenario and reflect a realistic information.

Q2: What are the algorithms used in practical applications for fraud
detection?

There’s a large amount of good work going on from specialized people

in algorithms where some are expert in one particular algorithm that they
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use. In practice, its best to choose selections of their methods rather than
developing algorithms from scratch unless there is a very specific idea or
something that require to be tested in that part of the problem.

Internally, the method that we have been using most recently are called
random forest method and its core is a decision tree. The reason behind
that is that you can put multiple decision trees and put them together in a
statistically rigorous and sensible way to give much better results than a
single decision tree that would be used. Random forest is one of the good,
solid, and stable methods being used frequently. There are some other more
advanced methods such as support vector machine methods and XGBoost
where we have done some research using them in the company internally
and we got some decent result with them. However, we haven’t used those
for a model that we actually deployed.

Q3: What are the features or fields of a financial transaction mes-
sage is being focused on for fraud detection systems?

The base fields that we would start with are basically the transaction
amount, the transaction date and time, the merchant code (Merchant code
has gone out in almost every model I have seen). Then, the POS entry
mode and the condition code are very important now because of two rea-
sons. Number 1, with a chip card coming around with better technologies,
there is definitely some channels that are easier to do fraud than others and
the POS entry mode code tells you that. It also tells you whether the card
present versus card not present which is important now because it tells you
what is going on and the type of fraud (instore or online) where in online
fraud there is no need to have the physical card and it requires only the card
number.

Additionally, there is usually some sort of information about the termi-
nal. Either what its location or the terminal postal code. When building

features and taking what type of feature to put in the dataset, that type of in-
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formation is often used more in what we call a relative sense than we would
in an absolute sense. We don’t necessary want to know exactly what the ter-
minal code was. What we want to know is that does the person who’s using
this code, has made transaction on that code previously by the card holder. A
very simple example, in an ATM machine, a feature that would investigate
the amount and the terminal code and check if the same amount has been
used at the same ATM machine in the past. That greatly reduces the risk of
fraud.

A lot of basic features are not necessarily required for an effective pre-
dictive model. The basic features do not tend to look for fraud patterns
knowing that fraud is behavioural kind of activities. Therefore, having fea-
tures that are looking for potential fraud patterns to eliminate or assign a
high fraud score to is something necessary for an effective fraud detection
system.

Q4: What are the practical limitations for employing machine learn-
ing techniques for fraud detection?

The practical limitations lay with two aspects which are the database
storage limitation and the time consumed for the computations. Financial
systems must function very fast, and we are talking about milliseconds to
decide there. Its not always good to use as much history as a data scientist
would like to have. A data scientist would like to be able to look at 2 years
if transaction history and look at all kind of ways to reduce that data as well
as perform intense calculations to summarize if the person is engaged in
normal type of transaction and performing the same type of pattern or not.

Unfortunately, the architects and the performance consultants tend to
limit us to something that is closer to about 30 days of history which has
been the standard for us in the company. Where that is a little bit short
because ideally you would like to be able to look at cycles that repeat over

a few months to identify when does somebody pays their bills? What bills
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they have? How many times a month they transact? What is the average
spend over the course of a couple of pay checks cycles?

We have done experimentation in the past (A long time ago), and we
didn’t see huge differences between making a model for 60 days instead of
30 days. But again, this might have been because of the methods used back
then where the feature library at the time wasn’t optimized to take advantage
of the longer time period.

While from data science perspective, the size of the dataset doesn’t add
a lot of complexity to the model because all they need to do is change the
length of the time windows. But it adds a whole bunch of complexity for
the database administrator and the architects to provide storage and compu-
tation resources to come up with something that is capable of handling the
computational processes needed with the speed required.

QS: There several type of financial institutions such as banks, ac-
quires, merchants etc. Each provide different services (e.g. cash with-
drawal, goods and services, cashback, refunds) an these variant type
of transactions have different characteristics and different transaction
cycle. How these points are being considered when building a fraud
detection system?

When you are doing card fraud or merchant fraud, you need to always
focus on the authorization piece with the logic being that the goal is to stop
the fraud transaction when its happening because when financial institutions
perform cost benefit analysis on how to stop crimes. Unless the amount of
fraud is huge, its usually not worth to do the full investigation to find out who
did it and prosecuted through the legal system. Financial institutions aim to
stop fraud while its happening and stop transaction from ever occurring. So
that the merchant or the bank doesn’t lose the money in the first place.

On the other hand, when doing money laundering investigations, that is
a different problem and you are trying to come up with list of things to turn
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performing exactly the same as you want it to be but the differences in the
result might illusion a sort of problem.

The second practical problem in this business is the parameter to which
the statistics are calculated (The number of accounts versus the number
of transactions). For example, when having two fraud customers in your
database where 1 perform 99 fraud transactions of 1$ each and the other did
only 1 fraud transaction of 1000$. A system which detects the transactions
from the first fraudster would result in a model with accuracy of 99% which
looks effective. However, if you look at the amount of transaction that have
been missed, the system misses most of the money. Therefore, for choos-
ing evaluation metrics, a metric that consider the money that is being lost
from missed transactions is necessary. This is a little bit of a subtle problem
there because of the complexity to count the number of transactions and the
amount of the transactions.

In addition, for the customer with the 99 fraud transactions, if the system
detects the 1st transaction, then the others one would not occur. Where if the
system detects the last transaction, it would still be a valid fraud detection,
but it did not detect nearly as much activity from the same account. There-
fore, a system can’t be assessed just in term of the number of transactions
that have been detected. The efficiency and the performance of the model
need to have a factor that accounts for the transactions which might have
occurred based on the detected transactions.

Receiver operator characteristics is of the most technical evaluation met-
ric that is being used for evaluating the performance of machine learning
model for fraud detection systems. As it answers the question of what the
model is doing independent of the data characteristics which may ultimately
change. In the end, the objective is about saving money, therefore the se-
lected metric needs to be the best thing that describe the amount of money

been saved by the system.
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