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Schmitt, M.N. (2017). Tallinn Manual 2.0 on the International Law Applicable to Cyber
Operations (2nd ed.). Cambridge University Press. https://doi.org/10.1017/9781316822524
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(11 Tallinn Manual 2.0, commentary to rule 92, para. 3, pp. 415-416

(21 Greenberg, A. (2019, August 23). What Is Cyberwar? The Complete WIRED Guide. Retrieved

from https://www.wired.com/story/cyberwar-guide/
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Tallinn Manual 2.0, commentary to rule 92, para. 3, p. 564

(I Tallinn Manual 2.0, glossary, definition of “Cyber Operation”, p. 564

[ Dinstein, Y., & Dahl, A. W. (2020c). Section Il: Cyber Operations. In Oslo Manual on Select
Topics of the Law of Armed Conflict: Rules and Commentary (pp. 19-29) [p. 20]. Springer, Cham.
https://doi.org/10.1007/978-3-030-39169-0 2
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Hyde, R., & Kolb, R. (2008). The Separation Between Jus Ad Bellum and Jus in Bello in Modern
International Law: Equality of the Belligerents and Just War. An introduction to the international
law of armed conflicts (pp. 21-28). Hart Publishing.
Schmitt, M. N. (2012). “Attack” as a Term of Art in International Law: The Cyber Operations
Context. In C. Czosseck, R. Ottis, & K. Ziolkowski (Eds.). Presented at the 4th International
Conference on Cyber Conflict, Tallinn, Estonia. Retrieved from
https://ccdcoe.org/uploads/2012/01/5 2_Schmitt_Attack ASAT ermOfArt.pdf
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(11 "Definition of cybercrime: Criminal activities carried out by means of computers or the internet.”
cybercrime (n.d.). In Lexico (Oxford Dictionary). Retrieved from
https://www.lexico.com/definition/cybercrime

(21 “Definition of cybercrime: criminal activity (such as fraud, theft, or distribution of child
pornography) committed using a computer especially to illegally access, transmit, or manipulate
data cybercrime.” (n.d.). In Merriam-Webster. Retrieved from https://www.merriam-
webster.com/dictionary/cybercrime

Al sl & jall g 15 e all
Tietsort, J.R. (2022, June 5). 17 Types of Cyber Attacks & Examples (UPDATED FOR 2022).
Aura. Retrieved from https://www.aura.com/learn/types-of-cyber-attacks
(3] Council of Europe (Budapest), Convention on Cybercrime, 23 November 2001, ETS No. 185.
Auvailable at: https://www.coe.int/en/web/conventions/full-list?module=treaty-
detail&treatynum=185
(41 Council of Europe (Budapest), Convention on Cybercrime, Chart of signatures and ratifications
of Treaty 185. Available at: https://www.coe.int/en/web/conventions/full-list?module=signatures-
by-treaty&treatynum=185
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https://rm.coe.int/budapest-convention-in-arabic/1680739173
6u= — Cyber War — Clarke, R. A., & Knake, R. — @l aa 5l 2]
(31 Médecins Sans Frontigres. (n.d.). Syl o8l laall 0@l Retrieved from https:/ar.quide-
humanitarian-law.org/content/article/5/hrb/
[4I Roscini, M. (2016). Cyber Operations and the Use of Force in International Law (1st ed.), p. 77.
https://doi.org/10.1093/acprof:0s0/9780199655014.001.0001
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Clarke, R. A., & Knake, R. K. (2020). The Fifth Domain: Defending Our Country, Our Companies,
and Ourselves in the Age of Cyber Threats. Penguin Random House.
A (5351 3 Ly el U8 (e (3 Y sluaill e el &y Sunl) e ) Am sl sad il 0l (ke i) LS 2]
AsesSa ye Clelan (505 bl Gl La gaad 4 jundl Claagl e 558l aladiuly 3 )0l 3 o glgil) G clld
O’Connell, M. E. (2012). Cyber Security without Cyber War. Journal of Conflict & Security Law,
17(2), 187-209 [p. 191-209]. https://doi.org/10.1093/jcsl/krs017
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The Shanghai Cooperation Organization (SCO). (n.d.). About SCO. Retrieved from
http://eng.sectsco.org/about sco/
(4l The Shanghai Cooperation Organization (SCO). (n.d.). Annex 1 to the Agreement between the
Governments of the Member States of the Shanghai Cooperation Organization on Cooperation in
the Field of Information Security, p. 209. Retrieved from https://ccdcoe.org/uploads/2018/10/SCO-
090616-11SAgreement.pdf

23


https://doi.org/10.1093/jcsl/krs017
http://eng.sectsco.org/about_sco/
https://ccdcoe.org/uploads/2018/10/SCO-090616-IISAgreement.pdf
https://ccdcoe.org/uploads/2018/10/SCO-090616-IISAgreement.pdf

el olsm Al Aanlall LIl (o aag DL Lla Shaad) sl Cle Chupail) e 3Dl
Gl a o sl 8 Lo S L Caagll Baals (e ol ileglaall Cupn (8 Faniiioaall ALl 3uals
Iy pag Alpall @l sl am Calaal gaiatl ¢ e pine A CulS Aiug (sh Aiee Cilaglad
s Lo e Aihundl Claagdl Ciloglaall G pellaas Ly o Ok o corinad) e (e
o Rage 330 Al Cleagd) (AT Bln Glogheall Cial pga e o (] oLisil

lagledl Caja il gl

g sl ad o el lalall closbed) dalie Sl ) A SSIY) Clengdl Cangs 38
Loclaa¥) Ay SN Claadl o b 138y clastaddl (335 Judanty 330a0 Clasladd J guasll
) Slasteall Ca il ae 3 L paladl) Q3 e a6 DA e AT

.1&_‘1:1“ M}J l.@_l ejﬁj

@3 Jaally caally gy (o p2dies Akl o3 Clasteal)l Com mllacan of 4gsiill o Y
agalgd) 2 L sales clostaall Cymn Auhundl Glaagl) Caglie Jald S Cua eljudal) o)
i) 8 bl da awi g0l Slagleall Coa pllaias aladinly

OS5 Slasledll (a8 Lala ldiae (el As S leaglly loshedl G o
3N e laaY) _alsil) 233 L3 sl cilaslaall Al 55S5s We Zunslpod Cilaay)

(11 Defence Education Enhancement Program (DEEP) eAcademy. (2020, May). MEDIA -
(DIS)INFORMATION — SECURITY. North Atlantic Treaty Organization (NATO). Retrieved from
https://www.nato.int/nato_static_fl2014/assets/pdf/2020/5/pdf/2005-deepportal4-information-
warfare.pdf

(21 Perkovich, G., & Levite, A. E. (Eds.). (2017). 5 Cyber War and Information War a la Russe. In
Understanding Cyber Conflict: 14 Analogies (pp. 81-98). Washington, DC: Georgetown
University Press;

Giles, K. (2012). Russia’s Public Stance on Cyberspace Issues. In C. Czosseck, R. Ottis, & K.
Ziolkowski (Eds.), Chapter 2 Cyber Policy & Strategic Options, 63-76 [pp. 67-69]. Tallinn,
Estonia. Retrieved from
https://ccdcoe.org/uploads/2015/04/CyCon_2012 book web_sisu.indd .pdf;

Sheraz, M. M., & Dayan, F. (2018). Cyber Warfare And Protection Of Civilian Under International
Humanitarian Law. llkogretim Online - Elementary Education Online, 17(3), 1790-1803 [pp.
1793-1795]. Retrieved from https://www.ilkogretim-online.org/fulltext/218-1638043863.pdf
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(2 NATO and Cyber Terrorism. (2008). In Responses to Cyber Terrorism (NATO Science for Peace

and Security Series-E: Human and Societal Dynamics ed., pp. 118-126 [p. 119]). Ankara, Turkey:
Centre of Excellence Defence Against Terrorism.

(31 Janczewski, L. J., & Colarik, A. M. (2007). Cyber Warfare and Cyber Terrorism (1st ed.), p.
xiii. Hershey, Pennsylvania: 1GI Global.
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https://www.un.org/counterterrorism/ar/cct/programme-projects/cybersecurity

(2] “Frequently Asked Questions on International Law Aspects of Countering Terrorism”, United

Nations Office on Drugs and Crime (UNODC), (Vienna, 2009). Retrieved from
https://www.unodc.org/documents/terrorism/Publications/FAQ/English.pdf
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content/uploads/2020/05/200527-o0ewg- ict-revised-pre-draft. pdf
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(11 Moore, S. (2013). Cyber Attacks and the Beginnings of an International Cyber Treaty. North
Carolina  Journal of International Law, 39(1), 223-257. Retrieved  from
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Open-Ended Working Group (OEWG). (2020, June). Statement by the representative of the
Russian Federation at the online discussion of the second “pre-draft” of the final report of the UN
Open-ended Working Group on developments in the field of information and telecommunications
in the context of international security (Unofficial translation), pp. 3-4. Retrieved from
https://front.un-arm.org/wp-content/uploads/2020/09/oewg-informal-virtual-meetings-statement-
by-the-russian-federation-15-june-2020.pdf
81 Korzak, E. (2021). Russia’s Cyber Policy Efforts in the United Nations. NATO Cooperative
Cyber Defence Centre of Excellence, Tallinn Paper No. 11. Retrieved from
https://ccdcoe.org/uploads/2021/06/Elaine_Korzak Russia UN.docx.pdf
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Article 11: “Any war or threat of war, whether immediately affecting any of the Members of the
League or not, is hereby declared a matter of concern to the whole League, and the League shall
take any action that may be deemed wise and effectual to safeguard the peace of nations ...”
Article 16: “Should any Member of the League resort to war in disregard of its covenants under
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I Tallinn Manual 2.0, commentary to rule 6, p. 30
(2 Tallinn Manual 2.0, commentary to rule 6, para. 10, p. 33
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(11 Tallinn Manual 2.0, commentary to rule 6, para. 9, pp. 32-33
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https://www.icrc.org/ar/doc/resources/documents/misc/62tc8a.ht

B8] Tallinn Manual 2.0, commentary to rule 6, para. 37, p. 40
I Tallinn Manual 2.0, commentary to rule 6, paras. 38-42, pp. 40-42
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(11 Schmitt, M. N. (2015). In Defense of Due Diligence in Cyberspace. The Yale Law Journal, 125
(Forum 68), 68-81 [pp. 75-76]. Retrieved from https://www.yalelawjournal.org/forum/in-defense-
of-due-diligence-in-cyberspace

Gl aa jall 2]
B Tallinn Manual 2.0, commentary to rule 6, para. 7, p. 32
1 Crawford, J. (2013). State Responsibility: The General Part, p. 226. Cambridge, United
Kingdom: Cambridge University Press.
[ Tallinn Manual 2.0, commentary to rule 6, para. 5, pp. 31-32
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11 Corfu Channel judgement, p. 18

76-750= — Schmitt, M. N. — In Defense of Due Diligence in Cyberspace — Gl aa sl 2]

L L)

Sun, Y. (2022). The Future of Due Diligence in Cyberspace. New York University Journal of
International Law and Politics, 54(2), 753-764 [p. 752]. Retrieved from
https://www.nyujilp.org/wp-content/uploads/2022/05/nyi_54-2-449-460_Sun.pdf
Dias, T., & Coco, A. (2022). Cyber due diligence in international law. Oxford Institute for Ethics,
Law and Armed Conflict, p. 147. Retrieved from https://www.elac.ox.ac.uk/wp-
content/uploads/2022/03/finalreport-bs g-elac-cyberduediligenceininternationallawpdf.pdf
Geiss, R., & Lahmann, H. (2013). Freedom and Security in Cyberspace: Shifting the Focus away
from Military Responses towards Non-Forcible Countermeasures and Collective Threat-
Prevention. In Peacetime Regime for State Activities in Cyberspace (pp. 621-657) [pp. 654-655].
Tallinn, Estonia: NATO CCD COE Publications.
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(11 Art. 1: “The Contracting Parties confirm that genocide, whether committed in time of peace or
in time of war, is a crime under international law which they undertake to prevent and to punish.”

UN General Assembly, Convention on the Prevention and Punishment of the Crime of Genocide,
9 December 1948, United Nations, Treaty Series, vol. 78, p. 277, available at:
https://www.refworld.org/docid/3ae6b3ac0.html [accessed 17 September 2022]

Lyl
Application of the Convention on the Prevention and Punishment of the Crime of Genocide (Bosnia
and Herzegovina v. Serbia and Montenegro), Judgment, 1.C.J. Reports 2007, p. 43 [para. 431, pp.
221-222]
(2 Tallinn Manual 2.0, commentary to rule 6, para. 6, p. 32
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' The NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE) [natoccdcoe]. (2018,
June 20). Due Diligence in Cyberspace - CyCon 2018 [Video file] 14:00. Retrieved from
https://youtu.be/YOluiNfaZzU8?t=840

(2 Tallinn Manual 2.0, commentary to rule 6, para. 2, p. 31; para. 15, p. 34

(81 Corfu Channel judgment, p. 22
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I Tallinn Manual 2.0, commentary to rule 6, para. 38, p. 40
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Trail Smelter Case (United States v. Canada) (1938 and 1941) 3 R.I.LA.A. 1905. Retrieved from

https://legal.un.org/riaa/cases/vol 111/1905-1982.pdf

Jensen, E. T., & Watts, S. (2021). Cyber Due Diligence. Oklahoma Law Review, 73(4), 645-710

[p. 665]. Retrieved from

https://digitalcommons. law.ou.edu/cgi/viewcontent.cgi?article=2215&context=olr

B1 Trail Smelter case, p. 1965
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(11 Tallinn Manual 2.0, commentary to rule 6, para. 43, p. 42; commentary to rule 7, para. 2, p. 43;
commentary to rule 7, para. 18, p. 47
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Security Council [United Nations - UN Web TV]. (2021, June 29). Cyber security - Security
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1 Nichols, T. M. (2008). Eve of Destruction: The Coming Age of Preventive War, p. 2. University
of Pennsylvania Press.
Slie Guiil) e g Bl &llad ) 3 )Y e IS S8 palll ) Sy [2]

Stevens, K. R. (1989). Border Diplomacy: The Caroline and McLeod Affairs in Anglo-American-
Canadian Relations, 1837-1842 (1st ed.). University Alabama Press.
Rogoff, M. A., & Collins, E. Jr. (1990). The Caroline Incident and the Development of International
Law. Brooklyn Journal of International Law, 16, 493.
Sofaer, A. D. (2003). On the Necessity of Pre- emption. European Journal of International Law,
14(2), 209-226. Retrieved from http://ejil.org/pdfs/14/2/411.pdf
81 Ruys, T., Corten, O., & Hofer, A. (Eds.). (2018). The Use of Force in International Law: A
Case-Based Approach, pp. 5-10. Oxford, United Kingdom: Oxford University Press.
https://doi.org/10.1093/law/9780198784357.001.0001
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North Atlantic Treaty Organization (Washington), North Atlantic Treaty, 9 April 1949, available
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Nicaragua judgement, para. 195, p. 103
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(I Tallinn Manual 2.0, commentary to rule 74, para. 5, p. 355
B Tallinn Manual 2.0, commentary to rule 74, para. 3, p. 355
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(11 North Atlantic Treaty Organization (NATO). (2022a, June 11). Collective defence - Article 5.
Retrieved from https://www.nato.int/cps/en/natohg/topics _110496.htm

296-294a — Gl aa 54l — War, Aggression and Self-Defence. — Dinstein, Y. — @budl as sl 2]
(31 North Atlantic Treaty Organization (NATO). (2016, July 9). Warsaw Summit Communiqué:
Issued by the Heads of State and Government participating in the meeting of the North Atlantic
Council in  Warsaw 8-9 July 2016 [Press release], para. 6. Retrieved from
https://www.nato.int/cps/en/natohg/official _texts 133169.htm
North Atlantic Treaty Organization (NATO). (2019, November 4). London Declaration: Issued by
the Heads of State and Government participating in the meeting of the North Atlantic Council in
London 3-4  December 2019 [Press release], para. 31. Retrieved from
https://www.nato.int/cps/en/natohg/official_texts 171584.htm
North Atlantic Treaty Organization (NATO). (2021, June 14). Brussels Summit: Communiqué
Issued by the Heads of State and Government participating in the meeting of the North Atlantic
Council in Brussels 14  June 2021 [Press  release]. Retrieved from
https://www.nato.int/cps/en/natohg/news_185000.htm
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(1 NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE). (n.d.-a). About us.
Retrieved from https://ccdcoe.org/about-us/

(21 Jessup, P. C. (1948). Modern Law of Nations - An Introduction, p. 166. New York, United States:
Macmillan Publishers.
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(1] Badr, G. (1980). The Exculpatory Effect of Self-Defense in State Responsibility. Georgia Journal
of Comparative and International Law, 10(1), 1-28 [p. 25]. Retrieved from
https://digitalcommons. law.uga.edu/gjicl/vol10/iss1/2/
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(41 Finkle, J. (2013, February 26). Researchers say Stuxnet was deployed against Iran in 2007.

Reuters. Retrieved from https://www.reuters.com/article/us-cyberwar-stuxnet-
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175


https://digitalcommons.law.uga.edu/gjicl/vol10/iss1/2/
https://www.reuters.com/article/us-cyberwar-stuxnet-idUSBRE91P0PP20130226
https://www.reuters.com/article/us-cyberwar-stuxnet-idUSBRE91P0PP20130226

ladiy S asas i oalie¥) Guill e gl pady AT Uayd 30 aadll Lajidy o
Aoleal) il i o Aipmedd) Ldaall o YD gad) ) plecal) agagd) Jan o s
G o el Cangiad) Uil 8 slall maball g3 Alla saean LS I3 LT geal) B
ool ol aa (N FUsed Als 3 0 O Y Ll Calagial 8 Ty 98 laall g lal
ol e g lall anliic) (Sa Y Ml irladdl psagl) Aie ) dear ¥ Sl 8 Dls
ol e g Ball (ST Baliaal)l cilel Bl Jagag cddgall salud B2 aey O L OIS s
asnell Jal&ll il a8 s oy 8 jleal) Lball o cld) Al e caagy Gl

R

B s bl dSi gl e pliallh N gl Gl StUXNet s pld ) sasall I
o) kil cellind 13 «(g55all Dbl seal cuany fay o dis plaill 8 (g pldl) Caliss)
cJendl Ha¥l Gl 125 crbusal) psngll lage N doss o oS0 Cugaldl) 138 (g0 itpall el
alisal Ao asmgll @ Gugnll e Girgdl of —'dihal e Ly Jeall S5 o adgiallé
say Sl Jajall 3h QA Pal ol b e cilaglae gan o i cul L) 1
e i IBLEY) s2a Addall Agssall slasall b cupdall Aglaa T Gagadl) o Gl s o
g Bl of oakh iy Lo o0 Riiall a gl A5)lae Apall e Aaihmand) Aaglall Ji 8 duea

bl Lalill (e g g pia palieV) gl e

p ALY Guail) e o aal)

Alage 05 oS cam Tay a4l Gigaall Qi ity 1ags i Gaiill ge g lall )
A e fam A gyde Lo BV S o) Gl e g Al e pal) 13 LA pumanll JleeY)

471u= —.Delerue, F — Gl as yall 1]

79u= — Cyber Operations and the Use of Force — Roscini, M. — Glall aa !

4700= —.Delerue, F — Gl as yall 2]

71u= — Cyber Operations and the Use of Force — Roscini, M. — Gl aa yall B]

A jlae A Wl (Ple) B Slai¥) ade A8 e Joo elus )y g2t (s 3 2006 SbaiV) ade Al QAT ol sl (4]

(pre-emptive) BLiwy) a sagl) sade dldel) || Al

Final Document - Disarmament and International Security. (2006, September), 1-68. [para. 22.5,
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(2l Nicaragua judgement, para. 35, p. 27
[31 United Nations, General Assembly, UN High Level Panel on Threats, Challenges and Change
in 2004, A/59/565 (2 December 2004), para. 188, p. 54. available from https://undocs.org/A/59/565
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(11 Bethlehem, D. (2012). Self-Defense Against an Imminent or Actual Armed Attack by Nonstate
Actors. American Journal of International Law, 106(4), 770-777 |[para. 8, p. 6].
https://doi.org/10.5305/amerjintelaw.106.4.0769

Cyber and International Law — Wright, J. — Gl aa i [2]
Wright, J. (11 January 2017) The Modern Law of Self-Defencel [Speech]. EJIL: Talk! Retrieved
from https://www.ejiltalk.org/the-modern- law-of-self-defence/
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Murphy, S. D. (2005). The Doctrine of Preemptive Self-Defense. Villanova Law Review, 50(3),
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Milanovic, M. (2022, February 26). What is Russia’s Legal Justification for Using Force against
Ukraine? Retrieved from https://www.ejiltalk.org/what-is-russias-legal-justification-for-using-
force-against-ukraine/
(11 Tallinn Manual 2.0, commentary to rule 73, para. 10, p. 353
(21 Bussolati, N. (2015). 6 The Rise of Non-State Actors in Cyberwarfare. In Cyber War: Law and
Ethics for Virtual Conflicts (pp. 102-126) [p. 124-125]. Oxford, United Kingdom: Oxford
University Press. https://doi.org/10.1093/acprof:0s0/9780198717492.003.0007
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Crawford, J. (2012). Brownlie’s Principles of Public International Law (8th ed.). Oxford, United
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Trapp, K. N. (2007). Back to Basics: Necessity, Proportionality, and the Right of Self-Defence
Against Non-State Terrorist Actors. International and Comparative Law Quarterly, 56(1), 141—
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8 Greenwood, C. (2003). International Law and the Pre-emptive Use of Force: Afghanistan, Al-
Qaida, and Irag. San Diego International Law Journal, 4(7), 7-38. Retrieved from
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ny.un.org/doc/UNDOC/GEN/N21/066/44/PDF/N2106644.pdf?OpenElement
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Haque, A. A. (2021, March 24). Self-Defense Against Non-State Actors: All Over the Map.

Retrieved from https://www.justsecurity.org/75487/self-defense-against-non-state-actors-all-over-

the-map/
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Lubell, N. (2010). Extraterritorial Use of Force Against Non-State Actors (Oxford Monographs in

International Law) (1st ed.), p. 29-30. Oxford, United Kingdom: Oxford University Press.
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Genocide in Bosnia. European Journal of International Law, 18(4), 649-668 [p. 652].
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(21 Tehran hostage judgement, para. 74, p. 35
1190= —.Delerue, F — Glusll aa i B
(41 Milanovic, M. (2006). State Responsibility for Genocide. European Journal of International
Law, 17(3), 553-604 [p. 577]. https://doi.org/10.1093/ejil/ch1019
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(] Nicaragua judgement, para. 115, p. 64
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(11 Nicaragua judgement, separate opinion of Judge Sir Robert Jennings, p.543-544

[2] Bosnia genocide judgement, dissenting opinion of Vice-President Al-Khasawneh, para. 39, p.
256

(31 Meer, S. (2020, June). How states could respond to non-state cyber-attackers (Policy Report).
Netherlands Institute of International Relations Clingendael, p. 1. Retrieved from
https://www.clingendael.org/sites/default/files/2020-06/Policy Brief _Cyber_non-
state_June_2020.pdf
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(1 Tallinn Manual 2.0, commentary to rule 71, paras. 16-17, p. 344
1220 — Delerue, F. — Gl aa all 2]

(31 Tallinn Manual 2.0, commentary to rule 17, paras. 6-7, pp. 96-97
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(21 Burra, S. (2018). Use of Force as Self Defence against Non-State Actors and TWAIL

Considerations: A Critical Analysis of India’s State Practice. Asian Yearbook of International Law,
24, 106-127 [p. 107]. Retrieved from https://www.stor.org/stable/10.1163/j.ctv1sr6]7f.9
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(21 Sendut, J. H. (2022, August 22). The Unwilling and Unable Doctrine and Syria. Retrieved from
https://www.culs.org.uk/per-incuriam/the-unwilling-and-unable-doctrine-and-syria

193


https://www.culs.org.uk/per-incuriam/the-unwilling-and-unable-doctrine-and-syria

ol e g Bal) alasiud daaazal) Jsall le g plie ranay 438 bl Jan Lgalill 0ty 8 42)) e
L 6yg pally cunliiall [l leaaldl e dalidl clelaal) 2

O S G Al sacE Cad Lgild 1 Sne oaie 3381 lsal) Aupledd) s3a o (e a2l
La @Sl Ay lhaall (58 Laas ¢ guann 11 2 Gl & Gl ddsall Jaal) daSae
o Aol cleall Jldl Jesid mlud) asngll asgde pousi 8 5335 JIE Y a5 i
Al sacls @llia Gl A Aiee Alpa L) o aung 5l Cilada’ Bl Copat ¥ ) daasSal)
Capal) 138 A3l S5l Olall ae) gl Wy asall M8 ¢ Shaadl eladll & ¥ e uliy

e ydy JHU ) )Siall Aplaall e (A Lo 2 Vg LSl e

s cleleall am Gaitl) e g Al Aupled Joall s asas A (0all) dida 8 Glld aag
O30 Al AUl Ll el e o sl e Al caade ) @kl (s Akl daesSal)
rdl e el 8 creiall

oo gl Ga )l 8 Jsall clles ol Aams ) Jsall ehdll 338 eliac] dalel cuals!
2 (e Al Clea di o mlusddl asagdl (S5 (o 3, ST Clilead) dgalse (A il
.2";\153 d;.i\ Ojd dj'ﬂ\

Uiadl clelaall sz utll e g Ball Loeyds Jsall 2088 dujlas Al o gy (0ll) Jalad
A o) Al Aaill i 5yere g A dlee Bajaie sl Al Ao sane 5 OIS caasSall e
day Wiy 5aY) Asal) am mhud) asagl) Ao 23 Ggleedl Gllid Lo Agy 3 Bagasall
S eall Jeagi ol il o 2S8R . uiill e g lhall 5l aladiud (3a dag plial) asagll
o) pe g Al e Jands dal e GAT Dalee Guk i O3 Lo glts oY) b Gl
ot Agall Cde qum 4ddlly dlladl) Sl Aojlall splandl lad) Cieag Asal) Jael) daSaad
Glelaall s Guiill ge g lall G dsag 81 (0all) dads o cpn 8 A2l e S 500l
Al lgansid Al Aol Bals llenil axe ol GAT Hulee ey als Al daludll

11 Couzigou, I. (2016). The Right to Self-Defence against Non-State Actors: Criteria of the
Unwilling or Unablee Test. Heidelberg Journal of International Law, 77, 53-55. Retrieved from
https://www.zaoerv.de/77 _2017/77 2017 1 a 53 55.pdf

(21 Tallinn Manual 2.0, commentary to rule 71, para. 19, p. 345
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(1] Tallinn Manual 2.0, commentary to rule 71, para. 21, p. 346
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(31 Corten, O. (2021b). The Law Against War: The Prohibition on the Use of Force in Contemporary
International Law. In Do the Prohibition of the Use of Force and Self-Defence Apply to Non-State
Actors?  (pp. 137-203) [p. 196]. Oxford, United Kingdom: Hart Publishing.
https://doi.org/10.5040/9781509949021.ch-003
(41 Jayakumar, S. (2020). Cyber Attacks by Terrorists and other Malevolent Actors: Prevention and
Preparedness. In Handbook of Terrorism Prevention and Preparedness (pp. 898-954) [p. 901].
Hague, Netherlands: ICCT Press. https://doi.org/10.19165/2020.6.01
151 Ackerman, S., & Ross, A. (2016, January 29). Airstrike targeting British hacker working for Isis
killed three civilians instead, US admits. The Guardian. Retrieved from
https://www.theguardian.com/us-news/2016/jan/29/sis-airstrike-syria-civilians-killed-us-military-
junaid-hussain
(6] Israel Defense Forces [@IDF]. (2019, May 5). CLEARED FOR RELEASE: We thwarted an
attempted Hamas cyber offensive against Israeli targets. Following our successful cyber defensive
operation, we [Tweet]. Retrieved from
https://twitter.com/IDF/status/1125066395010699264?s=20 &t=XDX57wL gyoX8DghScSYZiw
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Gori, B. (2022, February). From Kinetic to Cyber Attacks and Back: The Israeli Approach to
Deterrence In Cyberspace and the Multi-Dimensional Threat of Hamas. University of Florence
(Universita degli Studi di Firenze), p. 15. Retrieved from
https://www.cssii.unifi. it/upload/sub/Pubblicazioni/2022_Gori_Beatrice.pdf

(11 Brunnée, J., & Toope, S. J. (2017). Self-defence against non-state actors: Are powerful states
willing but unable to change international law? International and Comparative Law Quarterly,
67(2), 263-286 [p. 277,282]. https://doi.org/10.1017/s0020589317000458

2] Tallinn Manual 2.0, introduction, pp. 2-3
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(11 Schmitt, M. N. (2013). “Below the Threshold” Cyber Operations: The Countermeasures
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Optional Extra. Retrieved from https://www.exabeam.com/incident-response/cyber-attribution-
essential-component-of-incident-response-or-optional-extra/ (s )
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https://www.ijera.com/papers/Vol2_issue3/CB23474480.pdf
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RESULTS. International Journal of Engineering Applied Sciences and Technology, 4(1), 1-5.
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(1] Manshu, X. (2022). Beyond Public Cyber Attribution: Reflections and Responses. In Managing
U.S.-China Tensions Over Public Cyber Attribution (pp. 25-32). Retrieved from
https://carnegieendowment.org/files/Perkovich et al Cyber_ Attribution_web.pdf
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(11 Batt, S. (2020, March 10). Is Your Antivirus Tracking You? Here’s What You Need to Know.
MUO. Retrieved from https://www.makeuseof.com/tag/antivirus-tracking-youd-surprised-sends/
https://pca- e asiel  afadll Adlll ASadll e dedie (@ ) afadl Al ASadl R
cpa.org/ar/about/introduction/

(31 Permanent Court of Arbitration (The Hague), Convention (I) For The Pacific Settlement Of
International Disputes, 18 October 1907, available at: https://docs.pca-cpa.org/2016/01/1899-
Convention-for-the-Pacific-Settle ment-of- International-Disputes. pdf
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(51 Lemnitzer, J. M. (2016). International Commissions of Inquiry and the North Sea Incident: A
Model for a MH17 Tribunal? European Journal of International Law, 27(4), 923-944.
https://doi.org/10.1093/ejil/chw056
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(11 Robertson, G., QC. (2010). Human Rights Fact-Finding: Some Legal and Ethical Dilemmas.

UCL Human Rights Review, 3, 15-43 [p. 19]. Retrieved from https://www.ucl.ac.uk/human-

rights/sites/human-rights/files/robertson.pdf
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https://www.ohchr.org/sites/default/files/Documents/Publications/Col _Guidance and Practice A
R.pdf

(31 Williams, P. (2020, October 29). Admitting evidence of fact-finding missions: To be continued?
Retrieved from https://www.publicinternationallawandpolicygroup.org/lawyering-justice-

blog/2020/1/21/admitting-evidence-of-fact-finding-missions-to-be-continued
(41 Genocide judgement, para. 238, p. 140; para. 136, p. 63
[51 Armed Activities judgement, p. 201, para. 61
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81 Charney, S., et al. (2016). From Articulation to Implementation: Enabling progress on

cybersecurity norms. Microsoft. Retrieved from
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/REVmc8
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(8] Atlantic Council. (2022, May 10). About the Atlantic Council. Retrieved from
https://www.atlanticcouncil.org/about/
(4] Healey, J., et al. Atlantic Council of the United States. Brent Scowcroft Center on International
Security, Forsvarshogskolan. Institutet for hogre totalférsvarsutbildning, North Atlantic Treaty
Organization. Science for Peace and Security Programme. (2014). Confidence-Building Measures
in Cyberspace. Washington, United States of America: Atlantic Council, p. 10. Retrieved from
https://www.atlanticcouncil.org/wp-content/uploads/2014/11/Confidence-
Building_Measures_in_Cyberspace.pdf
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21 Tallinn Manual 2.0, commentary to rule 27, para. 3, p. 142
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(21 Payne, C., & Finlay, L. (2017). Addressing Obstacles to Cyber-Attribution: A Model Based on
State Response to Cyber-Attack. The George Washington International Law Review, 4(3), 535-568
[p. 548-549]. Retrieved from https://gwilr.org/wordpress/wp-content/uploads/2017/05/1LR-Vol-
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1 Yadav, H., & Gour, S. (2017). Cyber Attacks: An impact on Economy to an organization.
International Journal of Information & Computation Technology, 4(9), 937-940. Retrieved from
https://www.ripublication.com/irph/ijict_spl/ijictv4n9spl_11.pdf

255


https://gwilr.org/wordpress/wp-content/uploads/2017/05/ILR-Vol-49.3_Panye-Finlay.pdf
https://gwilr.org/wordpress/wp-content/uploads/2017/05/ILR-Vol-49.3_Panye-Finlay.pdf
https://www.ripublication.com/irph/ijict_spl/ijictv4n9spl_11.pdf

b Gagall o e 3V (Ko SN L) gilaind (3a) Cipaal) e ads WS el Vol
Aadsall dihud) Cleagll ¢ sage (8 Laga lany

bl (saa) lehas tlaglfl (uliadia Cpand bl i Aloal) Adgiae acld Cudl S
it Jaatie Jood 3 tlagaily o LSH) aaey claShilly S ae g gyl e Jedll 450410
Lghall aal o mpal) Jolas (Sl Lady daagilly Grarsilly Sl as sl JSET olsie

Ao gpiall e Laipmed) cillaall Agil A Abags jpdl g 1Yl

13 V) Uae 05 o el o 0o Cunall o e el Gang laa gl sa) e o 2Vl
O el o G Y Al Al gl (Bl B Ly e Sled Lihd) dulaal) Can
WA e —degyiall e Auhuadl leagdl 4 @A jpall s Jy i Algall ey
Dpn den @y U6 2aY) Cilungalls dualall SIS desSall e clgalls ikl sall
Glai (& ppeally il e pola Ly popde e Jad Aubud) Cleagl) of Wil 'adsal
:\:\jjj.um Jr_\j§ (e 31 3aldll g% S GAA.LI: ‘L:'E’.\M ‘J (_..SJLQ Jp=a L..gi}[ tuﬁzl Z\:\SJJS\ Z\JJM\

ol Ge cuas s sl

g papiall pe dadll e Aealill ) Jal€ umy AN Al 210 e 1

Sy Wo gyl e dadll e paty ~Lisien of Lole OIS elsum | jm ol pltl) Jaii—2
.Z\Jjﬂ\ By

Jaky )yl et ) clSbaall 8 oygesi (e Ayl Zoleall 4t 53 (galall )yl
Glalaadl 8 23La el 1385) aladiudll Galla j a3 s salIS ) dolesll

1180 — (5) 5l — 31 salall e el — W ga de 5yl e Jad¥) e Jsall 2l 5 panes Aaleiall ) sall e gilasll (1]

256



Dol Ahand) dengll i o s & LS elld e ST eV dy e oad) 1 (Rl
Adlide Gnlsay Cundlly Ul e dady cedall ol sl Bliu] o coperis il
G 0lS Laad ol [yl ¢l s Y 2 Sl e Gulaty daseaall cY LYl
13) daasl) ) Jpeasll pie Alla i o dole jiled aie aady of Japds ccbilull 23 o
sl e Zgall 508l aae o clilad) 2 I 13 Wl L Leuld (Sar Aaaliaidl iy Las))
Y Gl e sl Gl (Sadll e 05S Ol SS Anle iledy Ladpe e L)

il

by puaiall Agall AalS Dla) e 23l Al Apnles AEIAT ands 5 g8 V) )yl L
in aag bS] b Aol (id deas S8 Ahdl Clangd) b oSan Sl g5 4 L,
D 23 o oS s RasSall 84BN (oo Lead (05 olll Bla e 3B ) Qs

Sy gl i sl i ol s Lt

il 3aia (gole sl (ol Hym dgng 4 el s paase A asle GV (Sar @) aY)
3y sl Lyl g Canay iRy (gAY Ul (e (BT Rarin 8 Ulie sgd ol ik Ul
Giliaglie (B &5 el uall jlaie wass of Ao GUY) (Sa 081 S o) S st o € e
ol i’ Blee e T —Adsy AaSas Goh e o a3 3 Gub el Galall G
Bpdlaall ABlall Lgia ¢ ) pdall anads ddae aSan Al ggalaall (lans Asall ddgfuse a0l )5 Lag

(1 Pot, J. (2015, March 11). Can A Cyberattack Cause Physical Damage To Your Hardware?
Retrieved from https://www.makeuseof.com/tag/can-cyberattack-cause-physical-damage-
hardware/

Parker, S. (2017, October 3). Understanding The Physical Damage Of Cyber Attacks. Retrieved
from https://www.infosecurity-magazine.com/opinions/physical-damage-cyber-attacks/

21 Tam, K. et al. (2022). Case Study of a Cyber-Physical Attack Affecting Port and Ship
Operational ~ Safety.  Journal of  Transportation  Technologies, 12(01), 1-27.
https://doi.org/10.4236/jtts.2022.121001

Peng, Y. et al. (2015). Cyber-Physical Attack-Oriented Industrial Control Systems (ICS) Modeling,
Analysis and Experiment Environment. 2015 International Conference on Intelligent Information
Hiding and Multimedia Signal Processing (IIH-MSP), 322-326. Adelaide, Australia: IEEE.
https://doi.org/10.1109/iih-msp.2015.110

(31 Tallinn Manual 2.0, commentary to rule 27, para. 2, p. 144

(41 Rainbow Warrior (NZ v. Fr.), 20 RIAA 217 (Arb.Trib. 1990), para. 109-110, p. 267
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(3] Cimpanu, C. (2019, January 21). Law enforcement shut down DDoS booters ahead of annual

Christmas DDoS attacks. Retrieved from https://www.zdnet.com/article/law-enforcement-shut-
down-ddos-booters-ahead-of-annual-christmas-ddos-attacks/
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B3] Tallinn Manual 2.0, commentary to rule 28, para. 8, p. 146
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(11 NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE). (n.d.). European Union
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(11 Air Service arbitral award, p. 2, para. 91; Tallinn Manual 2.0, commentary to rule 21, para. 2, p.
117
21 Tallinn Manual 2.0, commentary to rule 21, para. 2, p. 117
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(11 Stockburger, P. Z., & Schmitt, M. N. (2018, June). Due Diligence in Cyberspace - CyCon 2018.
Panel discussion presented at the 10th International Conference on Cyber Conflict, Tallinn, Estonia.
Retrieved from https://youtu.be/YOluiNfazU8
1530a— (6) 38l — 42 salall e Galaill — Ll oo G 5 piiall e JadY) e Jgall A g ey Ailaial) o) sall e Gladl) 2]
1181u= — Arimatsu, L., & Schmitt, M. N. — Gl as i B]
O Bl s MASH of & ytiel Lisiu) of CyCon 2019 seisal (oalsY) Letlad 8 Ui sis) &ty of 5,LEY1 jaa3 #]
Uiglad ol g8 4 pal) ilangll Anala 4l (g3 gall ¢ slasll Wdat @l g ¢ gl yiny 5 i) Jsal) e J50
A ) Cilangd) e ol e b0l e 5, puial) Jsall saliae cile) o) a3 e 5 ol A gall aelas o) Gangy s W g
i e o jle e Y e Jaall o sial Gulsi A4S iy 2019 Jaisw 9 8 alall Ledle) B Lui s oS Apal)
¢salime el ja) M Lgda (e 5y pmial) A gall ) 54 adde GEQ am gl ) (V) ia A G glE pe 4l i) 5 U gl
sl Sl e hall e L 5l (3 e R g e GEe e Y185y pimial) A1l e Ll
Roguski, P. 1 (2020). Collective Countermeasures in Cyberspace — Lex Lata, Progressive
Development or a Bad Idea? Presented at the 2020 12th International Conference on Cyber
Conflict. Retrieved from https://ccdcoe.org/uploads/2020/05/CyCon_2020 2 Rogquski.pdf
Schmitt, M. N., & Watts, S. — Gl aa yall Lad kil
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(11 Schmitt, M. N., & Pitts, M. C. (2015). Cyber Countermeasures and Effects on Third Parties: the
International Legal Regime. International Law from a Baltic Perspective, 14, 258-280 [p. 261].
https://doi.org/10.1163/9789004433151_011

21 Tallinn Manual 2.0, commentary to rule 20, p. 113, para. 7
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(1 Tallinn Manual 2.0, commentary to rule 20, para. 17, p. 116
(21 Gabcikovo-Nagymaros judgement, para. 87, pp. 56-57
1502 — (3)49 sl — W de 5 il e JadY) e Jsall Al 5 saey Adlaiall o) gall B
1700= — (9) 3.8l — 49 salall e alaill — 1l g0 G 5 piiall e JadY) (e J gl A 5 ey ilaiall o) sall e Ggladl) 4]
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(11 Tallinn Manual 2.0, commentary to rule 21, para. 8, p. 119
(21 Tallinn Manual 2.0, commentary to rule 21, paras. 8-9, p. 119
(31 Tallinn Manual 2.0, commentary to rule 21, para. 9, p. 119

281



Fse omiiey LN (Bl Gla¥) Gsin) o o(Aalashall Cahedl) Jsall o5l
b)) (e Alsall pg sl (L gl ol 552l alasin) aie 3acl) (agady saaid) Yl
By peiall Algall 023 YT sas s 8 eaaly ) A ) W (leliall Apps s Canga
pae Al e Bl Jaadll 8 ate IS o 38l Ailadll SISV 2in e capeill Ll
sl pan ) zbas 8 gl gAY O RN W gl aladiul e sacldl (el

Al o Aol doall et of K A Baliaall cleha) el Gl 2V
e 3 Aisee plie sula aUai i Ladl) malyy (D) (Ko ¥ Jid) daaws e 755k
B eV hall s Jedy Foliae chalS W g phe e dad S oo Aluyall Al
al Gsala o Buhun Dlee ehalS @Dl agililbany Gualashal) ciiloel led s
o s A5l s 4ililan pulegal) Jaiey Cus Aalad) cV ) il Gaaleghiall

Aearld) o s Al dlgall aa aliae

Gl dadadl) 2ol @l et clelya) Babiadd) il dadi o eme Y sdpedadll acl @l sLals
aelgdlls Aaelaad) 5alY) Sl Jia alall Jdgall 0ilall (Jus Cogen) sy<Y) aclsall Gyl Cilaa i
cend Vs clgadllae Joaa ¥V bl Joall Joall acinall J8 (e Ly Cijinas W gake ae) 58 dualadll
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(2] United Nations, Vienna Convention on the Law of Treaties, 23 May 1969, United Nations, Treaty
Series, vol. 1155, p. 331, available at: https://mwww.refworld.org/docid/3ae6b3al0.html [accessed 17
September 2022]
Tallinn Manual 2.0, commentary to rule 39, p. 212; commentary to rule 41, p. 219
B3 Tallinn Manual 2.0, commentary to rule 22, para. 8, p. 125
(4 Tallinn Manual 2.0, commentary to rule 22, para. 8, p. 125
B3] Tallinn Manual 2.0, commentary to rule 12, para. 7, p. 71
(6] Tallinn Manual 2.0, commentary to rule 22, para. 4, p. 123-124

282


https://www.refworld.org/docid/3ae6b3a10.html

AW e saaly sany ol plasY) Bis ailad e S Lo Wb 4l e atgll L e s
Lt Aoy (s lia aly Apaal) e als e b L Ll ol el Alaladly 550l
0555 Ggaall any of @l (Alalie Gl —Capally ol aSam adl V) o gudally LYl

e e o

il Aaadaal) achgal) e Aoagall o ccwdaill Ao n€ Al gn Aid e 38 cui€) Al Bgaall (e Diad
ke A0gal) clSh ehgus OV ol gy Cagian Agal) clSl ehgun ccapla (gl it gy Gulisall (S Y
Aallae S Y gl U 85 cJsall paead 4aile 3 Lld QIS 5 ol o $lgnens bl

il A (e leia (i) Jean Y Al Gggall Gaas @lia —Claalad) (ai  osiba— GlIX
Aol Bgaall Gans 2amy i) alas IS elly ) AdleaY L 2 xbusall gl f ciadagl) () shall
Gsand ¥ opalls? gy 3 Kl laills (sl Cagylall 6 s ey Gl em Y A
OsS LGyl ) it Ly pebeall G Y AN Gl (e Bald B0 Ll lasaa ol

G0 gl Sl Gsia L (@ ) dha) Gsial bl Gagddl GaiSe casidl sl [
https://www.ohchr.org/ar/what-are-human-rights
21 UN General Assembly, International Covenant on Civil and Political Rights, 16 December
1966, United Nations, Treaty  Series, vol. 999, p. 171, available  at;
https://www.refworld.org/docid/3ae6b3aa0.html [accessed 17 September 2022]
Article 4: “2. No derogation from articles 6, 7, 8 (paragraphs I and 2), 11, 15, 16 and 18 may be
made under this provision.”
] Organization of American States (OAS), American Convention on Human Rights, "Pact of San
Jose", Costa Rica, 22 November 1969, available at:
https://www.refworld.org/docid/3ae6b36510.html [accessed 17 September 2022]
Article 27: “2. The foregoing provision does not authorize any suspension of the following articles:
Article 3 (Right to Juridical Personality), Article 4 (Right to Life), Article 5 (Right to Humane
Treatment), Article 6 (Freedom from Slavery), Article 9 (Freedom from Ex Post Facto Laws),
Article 12 (Freedom of Conscience and Religion), Article 17 (Rights of the Family), Article 18
(Right to a Name), Article 19 (Rights of the Child), Article 20 (Right to Nationality), and Avrticle
23 (Right to Participate in Government), or of the judicial guarantees essential for the protection of
such rights.”
] Council of Europe, European Convention for the Protection of Human Rights and Fundamental
Freedoms, as amended by Protocols Nos. 11 and 14, 4 November 1950, ETS 5, available at:
https://www.refworld.org/docid/3ae6b3b04.html [accessed 17 September 2022]
Article 15: “2. No derogation from Article 2, except in respect of deaths resulting from lawful acts
of war, or from Articles 3, 4 (paragraph 1) and 7 shall be made under this provision.”
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Jsllnda gige Ao i gial (5 sinll @l dlaad Lo U Ailiaill Clilanall 3l 5 sy Y S 30 2kl 5 29 5alall 5 28 5alall 527
http://www.leagueofarabstates.net/ar/humanrights/Committee/Pages/CommitteeCharter.aspx :4u sl
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(11 Tallinn Manual 2.0, commentary to rule 22, para. 4, pp. 123-124

(21 Tallinn Manual 2.0, commentary to rule 22, para. 4, pp. 123-124
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Tallinn Manual 2.0, commentary to rule 73, p. 350
(21 Tallinn Manual 2.0, commentary to rule 26, para. 15, p. 139
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European Commission. (2022, March 1). Speech by President von der Leyen at the European
Parliament Plenary on the Russian aggression against Ukraine [Press release]. Retrieved from
https://ec.europa.eu/commission/presscorner/detail/en/speech 22 1483
(41 Tallinn Manual 2.0, commentary to rule 26, para. 2-5, pp. 135-136
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[ Mikanagi, T., & MacAk, K. (2020). Attribution of cyber operations: an international law
perspective on the Park Jin Hyok case. Cambridge International Law Journal, 9(1), 51-75 [p. 54].
https://doi.org/10.4337/cilj.2020.01.03
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(41 Roscini, M. (2014). Evidentiary Issues in International Disputes Related to State Responsibility

for Cyber Operations. Texas International Law Journal, 50, 233-273. Retrieved from

https://ssrn.com/abstract=2611753

(51 Kuner, C. (2013). Transhorder Data Flows and Data Privacy Law. Oxford, United Kingdom:
Oxford University Press, pp. 11-14. https://doi.org/10.1093/acprof:0s0/9780199674619.001.0001
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(2 Singh, A. H. S. (2021, March 5). A Clear Standard of Proof in Disputes Before the ICJ: Are We
There Yet? — Cambridge International Law Journal. Retrieved from http:/cilj.co.uk/2021/03/05/a-
clear-standard-of-proof-in-disputes-before-the-icj-are-we-there-yet/
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(41 Oil Platforms judgement, para. 59, p. 189
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(1] Corfu Channel judgement, p. 17
(21 Corfu Channel judgement, p. 18
(81 Nicaragua judgement, para. 29, p. 24
(4 Nicaragua judgement, para. 109, p. 62
(51 Armed Activities judgement, para. 72, p. 205
(6] Armed Activities judgement, para. 56, p. 199
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Abstract

The subject of cyber-attacks amongst states is a serious topic that takes place in all
countries’ defense and security policies. That is because the potential capabilities of cyber-
attacks are not less than a conventional heavy weapon. Therefore, it is vital to be prepared
to confront it legally by prohibiting its illegal use and establishing a legal framework for

the victim state to respond to it.

This study attempts to address cyber-attacks from the perspective of jus ad Bellum, by
applying the rule of prohibition of the use of force on cyber-attacks and exploring the
consequences of breaching such a prohibition. Especially the effects of triggering the right
of self-defense of the victim state if the cyber-attack extends to the threshold of armed
attacks.

In addition, this study applies the rules of state responsibility to cyber-attacks, answers the
question of when a cyber-attack will be considered an internationally wrongful act, the
consequences of establishing the international responsibility of cyber acts, and the right for

a victim state to resort to non-coercive means of self-help.

The study concludes with four available responses for the victim state to respond to cyber
aggression. These responses are self-defense, countermeasures, legal measures, and a plea

of necessity.
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