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ABSTRACT

Big data analytics and its security have become important as more organizations are
using the cloud to host data. Cloud computing is one of the leading technologies that
organizations rely on and has been used widely. Hosting big data on the cloud presents
many challenges for organizations as it needs fast analytics and secure hosting. This thesis
presents a big data framework that provides fast analytics as well as secure cloud hosting.
The proposed framework uses distributed clustering techniques to improve big data ana-
lytics and hybrid encryption methods to enhance data security on the cloud. Distributed
clustering divides big data into several subsets. In this method, to reduce processing time,
numerous virtual machines process big data simultaneously. The K-Means and Fuzzy C-
Means clustering algorithms are used as two instances of data clustering using different
sizes of datasets. Moreover, the principal component analysis (PCA) method is added to
reduce further the clustering time. Furthermore, to secure the data on the cloud, the pro-
posed framework uses a hybrid encryption solution based on Elliptical Curve Cryptogra-
phy (ECC) as a lightweight encryption method and Fully Homomorphic Encryption (FHE).
Homomorphic Encryption comes as a sophisticated cryptography system that can maintain
data privacy in all cases when the data is at rest, in processing, and even in computing. The
user or cloud provider can do all necessary computations Without the need to decrypt the
data. Using the mentioned hybrid encryption method can enhance data security while at
the same time, data analytics can be calculated on ciphertext data. The provided results
in the proposed framework are compared with the centralized computation model to ap-
prove its efficiency and reliability. The results show that the developed framework using
the mentioned techniques can improve the performance of big data analytics while at the

same time, data is protected, and privacy is preserved.
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Chapter 1

Introduction

1.1 Overview

One of the most innovative technologies in the 21st century is cloud com-
puting. Many organizations and enterprises have begun to adopt and use
it as the main technology to support their business and take advantage of
the cloud. This new technology has made the job easier for people hence it
can provide the main resources for running a business or applications only
by subscribing to its services. No need to purchase high-capability servers,
computers, software applications, or any other computation unity. The data
and services needed by organizations or people can be accessed only by
using the Internet. The cloud providers have taken the responsibility of pro-
viding cloud services to the users with all the required facilities.

Nowadays, there is no worldwide business or organization that has not
adopted cloud computing. It is because of the provided facilities of cloud
computing such as low-cost services and maintenance, unlimited and scal-
able storage amount, improved collaboration and security tools, backup ser-
vices, etc. Therefore, the majority of organizations and people have used the
cloud to store and process their data. This has resulted in the development
of big data in the cloud.

As big data is generated and growing over time, many challenges and

1



limitations have arisen. The most important challenge could be how to deal
with and process a huge amount of data. Without using appropriate tech-
niques and methods, big data cannot be used and processed efficiently as
data is huge and the structure is not unified. Another problem could be pre-
serving the privacy of big data. As data is exposed to many users in the
cloud, there is the opportunity for data breaches. Therefore, securing data
has become a key practice in any cloud environment. Data protection has
become more challenging with the advent of hackers, malicious access, third
parties, and even cloud providers. Consequently, best security practices and
countermeasures should be established and applied.

Securing and guarding massive data is an essential component of mod-
ern technology. Businesses are collecting massive amounts of data, and they
want to use it efficiently. Securing and protecting sensitive data in the cloud
1s also mandatory and essential in order to prevent data breaches and attacks.
For this reason, it’s crucial to develop a strong secure model to guarantee the
privacy, availability, and accuracy of such data.

Security 1s essential and crucial for many communities especially sen-
sitive organizations and institutions such as the banking and governmental
sectors. Any small gap or limitation in security may cost millions of dollars
and disasters for the companies and their customers as well. Furthermore,
any doubt in the level of security will affect the adoption of cloud computing
and its underlying services.

To extract information and make decisions, data analytics has been used
and applied. Big data grows exponentially with the usage of IoT devices
and social media. Therefore, critical issues come out such as the traditional
databases cannot deal with the huge amount of data and store it. Also,
traditional analytical tools do not have the capability to store and process
data. Cloud computing comes as a solution to big data that can provide the

required facilities and computing services by providing unlimited and on-



demand resources. At the same time, people and organizations are worried
about the privacy of their data and because it is stored in the public cloud,
many users can have access to data. Furthermore, the existence of third
parties and cloud providers has concerned big data owners who are afraid
of data breaches and losing their data on the cloud (Alabdulatif, Khalil,
Reynolds, Kumarage, & Yi, 2017).

Considering cloud computing’s rapidly changing resources and require-
ments, powerful encryption methods and security practices are necessary.
To ensure that it is secure from unauthorized access, data stored in the cloud
must always be encrypted.

Novel and improved security methods and techniques should be devel-
oped in the cloud environment hence the number of cyber-attacks is increas-
ing rapidly. Therefore, many types of research have been conducted to pro-
pose improved solutions and techniques to secure the cloud. For instance,
some researchers suggested different algorithms and encryption methods to
enhance the security level. Additionally, machine learning and optimization
techniques have been used in some studies to improve security in a better
way. Also, other studies have been sophisticated and specialized for big
data security to add more features and power to the security of such data
(Salman, Hammad, & Al-Omary, 2021).

Furthermore, privacy in data analytics has become a main issue in the
cloud. As aresult, it is mandatory to develop data mining infrastructures that
are secure and safe and use cloud resources and services. Privacy-preserving
data mining approaches have some limitations. The current methods have
some limitations in data mining accuracy and some of them such as ran-
domization techniques have drawbacks in performance efficiency. Addi-
tionally, some of them rely on a third party like secure multi-party compu-
tation (SMC) methods that can be counted as weak points in securing data
(Alabdulatif, Khalil, & Yi, 2020).



One of the effective and privacy-preserving ways is to utilize the Homo-
morphic Encryption (HE) method. HE allows the user to do computations
on information without decoding it. It has a wide range of applications and
it is one of the most active topics in the research area. Using HE, the data
can be decrypted by the authorized data user only. Subsequently, HE guar-
antees information security when information is on the cloud. Moreover,
HE can support data mining operations that are necessary for big data. The
set of mathematical operations that can be supported by HE depends on the
defined scheme. Fully Homomorphic Encryption (FHE) can remove many
privacy-preserving concerns as it is based on well-defined security tech-
niques. The provided techniques in FHE make it flexible to use the cloud
environment and therefore reduce the issues of cloud computing compatibil-
ity. Unlike other public encryption algorithms, HE does not need a frequent
process of encryption and decryption between the cloud provider and the
data owner. Therefore, it can reduce communication and computation costs.
When using HE, many security issues have been solved on the cloud and as
a result, many applications of cloud computing support the development of
HE as it is compatible with the cloud environment.

However, to work with big data with thousands or even millions of
records, other techniques and methods should be used to reduce the pro-
cessing time of big data. For instance, we need clustering techniques and
distributed models to divide the data into smaller parts and then process
all the parts simultaneously to reduce the analysis performance of big data
(Almutairi, Coenen, & Dures, 2017).

While using big data, clustering has become an essential technique and
has been used in many applications such as data mining, medical records
analysis, web statistics, and financial analysis. Clustering methods are used
for big datasets that are heterogeneous and diverse and be used for real-

world data. In this technique, data features are extracted and saved in an



attributes vector. Then, the extracted features are used to calculate the sim-
ilarity points in data during the classification process (Ayed, Halima, & Al-
imi, 2014). Furthermore, clustering has been used in many applications like
pattern recognition, optimization, and image processing. Additionally, it
is used as an effective part of machine learning and other fields that need
data-driven applications (Ahmed, Seraj, & Islam, 2020).

One of the well-known methods in clustering is using the K-Means algo-
rithm. Many different K-Means algorithms have been defined as researchers
trying to propose more efficient and accurate algorithms. The standard K-
Means clustering algorithm is easy to use and it is specialized for big data
clustering. At the same time, it is low in cost and compatible with the cloud
and unstructured data which is the case in big data (Patibandla & Veeran-
janeyulu, 2018).

One of the public key encryption methods that are used widely in data
transition and networks is Elliptic Curve Cryptography (ECC). It is known
as a lightweight encryption method that needs a small key size to generate
the same level of security when compared with other encryption systems. As
it needs fewer key sizes, therefore fewer resources and storage sizes are re-
quired. It is used in many applications such as image encryption, Internet of
Things (IoT), OpenSSL protocols, and Bitcoin digital signatures. Addition-
ally, ECC has been used wildly for network transitions, digital signatures,
and even the standard encryption process. It can be used in devices with
limited storage capacity and resources (Verri Lucca et al., 2020). This is
because ECC can be fit with other public-key encryption systems by doing
calculations on groups located on the elliptic curve rather than calculations
on numbers like the RSA encryption system. As a result, the process of
decryption has become more difficult as ECC works with the discrete al-
gorithm on the elliptic curve rather than factoring big numbers into prime
values (Saho & Ezin, 2020).



The primary objective of this thesis is to define, develop, and evaluate a
secure big data analytics framework that can preserve the privacy of data by
encrypting data through a hybrid encryption system using ECC and FHE.
ECC has been used as a lightweight encryption system that needs fewer key
sizes providing a good level of security and FHE has been used to allow
doing computations on encrypted data. Moreover, a distributed model has
been used to partition data into smaller data sizes and perform clustering
methods using different numbers of virtual machines. The virtual machines
are working simultaneously to speed up the clustering time and therefore,
overcome the overhead of using big data. The defined framework can be a

good solution for big data processing and privacy-preserving problems.

1.2 Background

1.2.1 Cloud Computing Systems

Cloud computing has gotten to be one of the most well-known innovations
these days. Cloud computing implies storing and getting information or
programs utilizing the Internet from a remote location rather than employ-
ing a hard drive in a local computer. Users employing this innovation have a
variety of advantages, including lower costs, more agility, and adaptability.
In this way, it has started to become a crucial component of the computing
framework used by numerous organizations, businesses, and governments.
According to the National Institute of Standards and Technologies (NIST),
the cloud model consists of five essential characteristics, three service mod-
els, and four deployment models (Mell & Grance, 2011). The essential
characteristics and models for cloud computing are depicted in Figure 1.1
(Shahzad, 2014). As shown in the figure, the essentials of cloud computing

are divided into three parts. They are essential characteristics, deployment



models, and service models. If there is a missing character or model, the

system is not cloud computing.

[ Eroad Network

ACCESS

On-demand Self- |

Measured Service | | service

| | Rapid Elasticity

Essential
Characteristics

[ Resource Pooling |

- A
' ™

Service Models

Figure 1.1: Essentials of Cloud Computing System.

Cloud computing has five major characteristics. First, the service provider
should provide the consumer automatically with computing capabilities such
as server time and network storage without any human interaction (On-
demand Self-service). Secondly, any thick or thin client platform like mo-
bile phones, laptops, and personal computers, should easily access the avail-
able capabilities over the network (Broad Network Access). Also, comput-
ing resources such as storage, memory, or network bandwidth are available
to serve multiple customers at the same time. The resources are assigned
and reassigned according to customer demand (Elastic Resource Pooling).
Furthermore, the capabilities should be rapidly provisioned to scale out and
sometimes released to scale in. The consumer has an unlimited quantity of
data that is always available (Rapid Elasticity). Finally, cloud systems con-
trol and optimize the usage of services and report it to both the consumer
and the provider of the service (Measured Service).

There are four major deployment models for cloud computing. They
are Private Cloud, Public Cloud, Community Cloud, and Hybrid Cloud. In

7



the private cloud, the infrastructure is provided for the exclusive usage of
an organization. The organization, a third party, or even some combination
of both can manage the infrastructure. The private cloud may exist on the
premises or not. In the public model, the cloud infrastructure is provided for
open use. Any user can use it. The public model can be owned, managed,
and operated by a business or a government organization. It exists on the
cloud provider side. In the community cloud, the infrastructure is shared by
many organizations that have a common mission, policy, security require-
ments, and other concerns. The organizations or a third party can manage
the community model, and it can be on or off the premises. Lastly, in the
hybrid cloud, the infrastructure is a combination of two or more different
cloud infrastructures (private, community, or public). These techniques are
bound together in a way to ensure data and application portability.

There are three kinds of services offered by cloud computing. They
are Software as a Service (SaaS), Platform as a Service (PaaS), and Infras-
tructure as a Service (IaaS). In SaaS, the consumer can access applications,
which are running on a cloud such as a network, software, storage, and
servers. In the PaaS model, the consumer has access to a complete ready-
to-run package, which includes the programming languages, libraries, and
tools. The PaaS vendor provides everything and is responsible for man-
agement and maintenance. In the [aaS model, the consumer can access
applications with the operating system. The consumer does not manage or
control the infrastructure, but he has control over the operating system, stor-
age, and limited access to selected networking components. The provider is
responsible for maintenance. Examples of IaaS providers are Amazon Web
Services (AWS), Microsoft Azure, and Google Compute Engine (GCE).

The security of the cloud is a major challenge in a cloud computing
paradigm. The Cloud Service Providers (CSPs) are responsible for provid-

ing different security mechanisms to guarantee that the data and applications



are accurately secured and can be used smoothly. Five major security objec-
tives should be provided for any cloud computing system in terms of data,
information, and computing services. They are Confidentiality, Integrity,
Availability, Authenticity, and Accountability. Confidentiality is used to
preserve authorized access and limitations on using data. Integrity protects
data against inappropriate or illegal modification. Availability ensures re-
liable and timely access to data or information. Authenticity defines the
source of data or a message. It defines the identity of the sender. Finally,
accountability is a security goal that defines the rules and responsibilities of
an entity in an organization.

Cloud Computing has many advantages. One of its benefits that makes
cloud computing attractive is accessibility. When the documents and appli-
cations are on the cloud, the user can access data anytime and anywhere.
The user does not need to be at his office to get access to his files. An-
other advantage is Scalability. Anytime the consumer needs more comput-
ing power, cloud computing can provide it instantly. In addition, there are
no capital expenses only operational expenses. The user will pay as much
as he uses. There is no maintenance cost or management cost. Moreover,
cloud computing provides more reliability by transferring data from bad or
offline devices to functional and working devices. Also, cloud computing
promotes the concept of a green environment through multitenancy and vi-
sualization. All computing tasks can be done remotely with less computing
hardware on-premise.

Cloud computing has some drawbacks. A major drawback is that the
cloud-computing system relies on the Internet. If the user loses the connec-
tion to the Internet, he will lose the connectivity to the cloud. As a result,
the user will lose access to the files and data. In addition, there is a con-
cern about security because the data and programs are running on others’

computing power. Further, the consumer may face some restrictions re-



garding the availability of some applications, platforms, or infrastructure.
Restrictions depend on the vendor or the provider of the service because the
consumer does not own the infrastructure totally. Another problem that may
happen in a cloud computing system, is the interoperability of applications
that exist on two or more different vendors. If the vendors or the providers
do not cooperate appropriately with each other, they will not be able to offer

the service to the consumer smoothly.

1.2.2 Historical Background of HE

One of the popular ways to preserve the privacy of data is encryption. Not
all encryption methods can support data mining operations that require com-
paring records to find similarities. The HE comes as a cryptography system
that allows computations over encrypted data and at the same time, data pri-
vacy can be preserved. Moreover, it supports data mining operations like
clustering to extract meaningful information that can be used for decision-
making.

Using homomorphic encryption (HE) is one of the suggested methods
for cloud data security. Homomorphic encryption can provide end-to-end
security for big data analytics and computations. Currently, HE is one of the
active topics in the cryptography field for many researchers and it has many
applications in securing data and has been used in many research fields such
as banking, healthcare, marketing, cloud computing, etc. The concept was
introduced by Rivest et al. as the first time the concept of public key cryp-
tography was discovered. Many schemes such as RSA, ElGamal, Paillier,
etc. were introduced later. The first Fully Homomorphic Encryption was in-
troduced in 2009 by Gentry. After that, many researchers started to improve
HE (Dalibard, 2011).

When data is encrypted with HE, any user can do operations on data

without any need to decrypt it. The scenario is that the user encrypts data
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and then, the encrypted data is stored on the cloud. The cloud applies some
calculations on the stored file and then replies with the result. Then the user
decrypts the computed file to access the result. Also, a possible scenario
can be a hospital that keeps the private data of its patients and wants to send
the database to a third party for analysis. The hospital sends the encrypted
data to the third party, and then, the third party sends back the results to the
hospital in an encrypted form. The hospital can decrypt the result using its
private key.

Three types of HE have been defined Partially Homomorphic Encryp-
tion (PHE), Somewhat Homomorphic Encryption (SWHE), and Fully Ho-
momorphic Encryption (FHE). In PHE, only one type of operation, addition
or multiplication can be done on encrypted data such as RSA, Paillier, and
ElGamal. However, FHE scheme like Brakerski-Gentry-Vaikuntanathan
(BGV) allows all kinds of operations on encrypted data with unlimited num-
ber. SWHE allows only limited operations on encrypted data with certain
operations (Sathya, Vepakomma, Raskar, Ramachandra, & Bhattacharya,
2018).

The word homomorphism was used for the first time by Rivest et al.
(Rivest, Adleman, Dertouzos, et al., 1978) in 1978. It was a solution for
doing computations on data without decrypting it. The new concepts given
by Rivest et al. have resulted in many types of research and investigations
to enhance the performance of HE and provide a more efficient solution.
Some works, such as the ElGamal scheme (ElGamal, 1985), Goldwasser,
Micali scheme (Goldwasser & Micali, 1984), and Paillier scheme (Paillier,
1999) are using concepts of homomorphism. The aforementioned schemes
are classified as Partial Homomorphic Encryption (PHE) because they can
do only one type of operation, addition or multiplication on encrypted data.
For example, RSA and ElGamal schemes support multiplicative operations,

Whereas Pallier, Goldwasser, and Micali schemes can only do additive op-
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erations. The majority of homomorphic encryption methods developed in
the 20th century are referred to as Somewhat Homomorphic Encryption
(SWHE) techniques Due to their limited ability to perform additional op-
erations on encrypted data in order to address the noise parameter prob-
lem. In 2009, a new scheme that was similar to SWHE was suggested by
Gentry (Gentry & Boneh, 2009), and it was the first Fully Homomorphic
Encryption (FHE). The new FHE technique allows the user to do arbitrary
computations without being worried about noise parameters. In fact, FHE
schemes use some kinds of noise management techniques, such as boot-
strapping (Gentry & Boneh, 2009). The majority of the most current meth-
ods use FHE, which is an enhanced technique based on Gentry’s work, or

mathematical algorithms like DGHYV, or other techniques.

1.2.3 Cloud Security Challenges

Security is an important issue in a cloud computing paradigm that affects
the adoption of cloud computing technology. Providers of a cloud are re-
sponsible for employing and applying different security mechanisms, in or-
der to make sure that the data and applications are secured. Data phishing,
data loss, downtime, password weakness, data disclosure, and other threats
related to networks, security, and applications are still occurring in many
companies. These security issues and challenges lead to a decrease in the
acceptance of cloud computing technology.

Like other security systems, the cloud computing paradigm faces many
challenges. There are many security challenges that depend on different de-
ployment methods in the cloud. One of the major challenges is the privacy
issue. In a cloud paradigm, the privacy issue depends on the cloud deploy-
ment model. For example, in a public cloud, access is through the Internet,
and data can be used by a broad number of users. In this case, the possibil-

ity of data loss or data disclosure is more. In a SaaS environment, the user
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data is on the cloud and the control over the application is in the hands of
the provider. Therefore, there is a risk of data disclosure and exploitation.
There are many issues and problems related to virtualization and networks.
Many studies have addressed the main problems and challenges in securing
the cloud. To increase the trust between the user and the cloud provider and
provide the users with an accurate and secure cloud system, more sophisti-
cated solutions and up-to-date mechanisms should be provided.

Security issues and challenges can be reviewed from different perspec-
tives. They can be divided into security issues related to data centers, vir-
tualization, and networks. The following subsections explain the possible

security challenges for each.

1.2.3.1 Security Issues Related to Data Centers

One of the issues related to data centers is the service provider that per-
forms the services. The user of the cloud must ensure that the cloud service
provider is performing the cloud services correctly upon the agreements that
have been made between the user and the Cloud Service Provider (CSP).
This is to ensure protection from attacks at different levels. There should be
a technique to ensure the quality of services in terms of attack, encryption
algorithms, and authentication methods that have been used. All can be de-
fined by using XML and SOAP messages, and SSL (Secure Sockets Layer)
with transport layer security.

In a cloud paradigm, it is very important to make sure that the user’s
private data is separated from other users. If the data for the users is to
be in one shared environment, the data will be vulnerable to attacks. In
this case, the viruses can be spread from one user to another, and affect the
integrity and the availability of data. To avoid such cases, the cloud service
provided must ensure that the user’s private data is separated from others

and 1s secured.
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Ensuring a storage location for the cloud user might be very difficult
for a service provider because of limitations and restrictions on techniques.
The cloud user’s data is stored automatically on the data centers that are
provided everywhere unless the service provider uses dedicated servers for
dedicated users. This is because of the restrictions on techniques and logis-
tics provided in a cloud computing paradigm. Requesting, processing, and
storing of data usually are done in different places.

The existence of data on a third-party device is another issue that should
be considered. In this case, the data is vulnerable to attacks as user private
data exists in others’ computers. To avoid this problem, private data should
exist only in secured places, and the locations of data should be organized

in a way so that the user knows where the data is to be hosted.

1.2.3.2 Security Issues Related to Virtualization

Virtualization is an essential part of any cloud computing paradigm. There
are many issues that should be considered when using virtualization. It is
very common for a VM hypervisor to be vulnerable to an attack and be com-
promised. To avoid such cases, a powerful security monitoring application
should exist.

Another concern with virtualization is allocating and deallocating re-
sources with VMs. Data are written into physical memory when VMs are
operating. If the data is not deleted before the resources are reallocated to
another VM, there is a possibility that the data will be compromised. Not
all operating systems manage data clearing. Consequently, the user should
make sure that a released resource is cleared and cleaned. Further, the traf-
fic flow between VMs should be managed. VLANSs are used to isolate the

traffic among users’ virtual machines (VMs).
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1.2.3.3 Security Issues Related to Network

The network is the backbone of any cloud computing system. Many issues
and challenges should be considered and encountered while using the net-
work in a cloud paradigm. Cloud users should be able to identify bandwidth
requirements for the hosted application in the cloud. Insufficient bandwidth
between servers will lead to a significant latency beyond acceptable limits
in a Service Level Agreement (SLA) for the hosted applications.

In many companies, different applications and software are installed to
avoid attacks and malicious codes. Examples of these applications are Intru-
sion Detection Systems (IDSs), and firewalls. It is important to make sure
that other applications are adaptable to these security applications. Further-
more, servers and other network devices are related to the network. There-
fore, they cannot easily be migrated from one network to another because a
network device like a server is defined according to the VLAN it belongs to.
As a result, to increase resource flexibility and utilization, network policies
should be applied.

In some cases, enterprises need to use services that exist on multiple
clouds that are managed by different Cloud Service Providers (CSPs). In
these cases, cloud interoperability, and the ability to share different types
of information becomes mandatory. Connectivity between the data centers
should be provided, to make all data centers one cloud within the control of
CSPs.

1.3 Research Problem

Currently, many organizations and individuals are using the cloud as the
main technology to take advantage of cloud computing such as reliability,
scalability, provided tools and services, reducing the required maintenance

and management efforts, cost, etc. Cloud computing is an ideal platform
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that allows processing and analyzing big data to extract important informa-
tion for decision-making. However, critical privacy issues come up with
using the cloud as data is stored in a public environment. With the existence
of intruders, attackers, third parties, and even the cloud provider, protecting
data has become one of the most challenging issues. As a result, a trust-
worthy environment is required for the data owners to trust the adoption
and use of the cloud. Besides, to guarantee the privacy of information, a
strong secure model should be set up to make sure that information isn’t
uncovered by unauthorized individuals. Therefore, more sophisticated, and
high-performance software solutions are needed. Additionally, Researchers
proposed many techniques and methods and tried to improve them over
decades. However, the proposed approaches come with some limitations
and shortages.

On the other hand, there is the problem of the long processing time of
big data in the cloud as data is huge and heterogeneous. Different methods
and techniques are introduced to deal with big data and analyze it efficiently.
The clustering process is one of the well-known data mining processes that
can be done on big data to extract meaningful information. Moreover, other

techniques are needed to reduce the processing time of big data as well.

1.4 Research Objectives and Research Questions

The core objective of this thesis is to address two problems related to big
data stored in the cloud. This includes two aspects: The first one is adding
security and privacy to the big data stored in the cloud and the second aspect
is to improve big data analytics and computation of big data. Therefore, the

following research questions come up:

1. What are the recent software solutions to design a trustworthy frame-

work to secure big data in the cloud?
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. What are the used techniques to reduce big data computation?

. How to analyze and evaluate similar studies to ensure the efficiency,

visibility, and reliability of the developed framework?

. What are the suitable environments, clustering techniques, and datasets

that are appropriate with the developed framework?

1.5 Contribution to the Field

This thesis presents a novel big data framework that provides fast analytics

as well as secure cloud hosting. The contributions and key features of the

thesis can be summarized as follows:

1. The proposed Framework integrates the distributed clustering tech-

niques and double encryption method. Distributed clustering improves
big data analytics and reduces processing time and double encryption
increases the security level of data and preserves the privacy of data

OWwWners.

. The proposed framework uses ECC and FHE. ECC is a lightweight
encryption system that reduces communication costs and FHE allows
big data analytics and computation on encrypted data in a cloud envi-

ronment.

. The framework also adds the principal component analysis (PCA)
method to be used together with the clustering algorithm to reduce

further the computation time.

. The proposed framework implements the concept of unique values to

speed up the encryption and decryption time.
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1.6 Methodology

To address the two problems mentioned in section 1.4 “Research Objectives
and Research Questions”, how to secure big data in the cloud and improve
big data analytics and computation, a framework is proposed that addresses
the mentioned problems by using a hybrid encryption system to provide a
double layer of data protection and using a distributed clustered model to
improve big data analytics and computation and therefore reduce big data

processing time.

1.7 Thesis Outline

This thesis has been organized as follows: Chapter 1 provides the basis of
the context by defining a background, thesis problem, objectives, and con-
tributions. Chapter 2 covers the literature on big data privacy techniques,
big data clustering, FHE, and ECC’s different studies and applications. Fur-
thermore, a taxonomy, statistics, and the research gap have been provided.
In Chapter 3, the used methodologies in conducting this thesis have been
presented. In addition, Chapter 4 shows the conducted experiments and the
provided results of the thesis, as well as the way in which the results are
provided. Finally, Chapter 5 summarizes and concludes the thesis objec-

tives and contributions and suggests future works.

1.8 Summary

Data privacy and security have become the most challenging practice in
any cloud environment. As technology is improving rapidly, powerful and
reliable techniques are required to reinforce organizations’ or individuals’

confidence in the cloud. In this chapter, the basis of the thesis was explored.
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In addition, background information about the context has been offered and
explored. Also, the thesis objectives and contributions have been defined.
The developed framework can be used as an efficient solution in analyzing
big data that can speed up the processing time using a distributed clustering
method. The data is protected using a double layer of encryption method
to increase the security of big data. Meanwhile, using FHE allows data

computation to be performed on the ciphertext in the cloud.



Chapter 2

Literature Review

2.1 Overview

Many studies investigated related issues in securing the cloud and improv-
ing big data computations. Moreover, some studies examined the security of
the cloud with other important activities such as ML processes and cluster-
ing. Many related works have been studied to explore the proposed solution
in this thesis. The following studies show my journey to the identified topic
of the thesis. Almost all of them are presented in this chapter to provide
a complete vision of the proposed solution and targeted problem. Further-
more, a taxonomy, statistics of some studies, and comparative analysis have

been provided.
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2.2 Traditional Methods and Techniques in Se-
curing Big Data Analytics

Nowadays, big data has been considered to be a challenge for data analytics
in different areas such as health, banking, employment, and other environ-
ments where there is a need to keep personal and sensitive data. As a result,
many investigations have been conducted into the security and privacy of big
data and aimed to point out important issues in establishing and preserving
big data privacy using different technologies and methods. For instance, the
work in (Abouelmehdi, Beni-Hssane, Khaloufi, & Saadi, 2017) focused on
presenting fundamental issues in securing big data in medical and health-
care systems. The authors discussed some data production rules in different
countries aiming to address the legal responsibilities and available risks in
such countries. They also discussed some privacy-preserving methods and
techniques that can be used to ensure patients’ privacy and secrecy. Further-
more, de-identification methods and anonymization methods were explored
as traditional methods for preserving big data in such environments. The re-
search is very limited in terms of privacy-preserving techniques and recently
methods have not been included since only traditional techniques were ex-
plored and discussed. As another example, the study in (Nalini & Arunacha-
lam, 2017) highlighted different privacy-preserving techniques by elabo-
rating on different cryptographic algorithms and protocols and comparing
them in terms of the cost and time of their performance. Moreover, secur-
ing big data schemes for cloud tenants and Map-Reduced clouds has been
examined. This research can serve as a brief review of the possible chal-
lenges of big data. The research focused on two specific protocols Privacy-
Preserving Cosine Similarity Computing protocol (PCSC) and Optimized
Balanced Scheduling (OBS). Therefore, it is not comprehensive in terms

of different techniques and methods for securing big data. Similar work
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has been conducted by Anupama Jha et al. (Jha, Dave, & Madan, 2017).
Big data challenges and solutions have been discussed and reviewed. Some
of the discussed privacy-preserving techniques are access control methods,
homomorphic encryption techniques, and Secure Multi-Party Computation
(SMC). However, the paper mainly focused on anonymization techniques.
Further, various big data security solutions in different applications have
been reviewed that are used by well-known companies such as IBM and
Microsoft. This study can provide the reader with different application so-
lutions used by different companies showing their key features.
Furthermore, IoT and AI have been considered important issues in se-
curing Data. For instance, the study in (Dilmaghani et al., 2019) highlighted
privacy and security solutions in Al systems. Different attacks on Al sys-
tems with their defined solutions and countermeasures have been summa-
rized. Moreover, some standard guidelines have been proposed to protect
and ensure the privacy of big data in Al systems. Also, a summary of differ-
ent attacks and breaches in Al systems has been provided. In this investiga-
tion, most of the given standards and guidelines are for ongoing projects that
are still under work but they can be used as different terminologies in many
projects. Another investigation conducted in (Haourani, Kalam, & Ouah-
man, 2020) reviewed privacy requirements and different techniques used
for data confidentiality and privacy, such as anonymization, data encryp-
tion, and access control methods. Furthermore, IoT security and privacy
were explored from different aspects, such as cryptographic protocols, net-
work security, and application security. In this study, the focus has been
given to IoT and social networks as two important environments to provide

data security and privacy.
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2.3 Emerging Methods and Techniques

Traditional privacy-preserving methods no longer protect big data. Conse-
quently, many researchers tried to come up with new techniques and meth-
ods. Wei Fang et al. (Fang, Wen, Zheng, & Zhou, 2016) surveyed some
new challenges of big data privacy by defining suitable countermeasures
and legal measures. Moreover, the well-known and emerging techniques
for preserving the privacy of big data have been addressed. Also, a compar-
ison of the mentioned techniques is provided in terms of their performance,
advantages, and disadvantages. This survey can be used as a good review
for readers, especially for beginners as most of the big data concepts and
terminologies were explained in detail. The work in (Begum & Nausheen,
2018) introduced a novel privacy-preserving approach as a differential pri-
vacy technique that is a noise-based method. In this approach, privacy can
be achieved by adding a suitable amount of noise to data. Along, the two
privacy-preserving techniques encryption and anonymization have been dis-
cussed. By using the differential privacy method, it is very difficult for an
attacker to find out the identification of the individuals in a dataset. Even
if the attacker knows all the information as an analyst, he will not have any
direct access to the dataset. Any access to the database should be done
through intermediate software for querying and showing the results. This
novel method showed better performance over other discussed privacy tech-
niques but it is complicated in terms of computation complexity. Similarly,
the work in (Abouelmehdi, Beni-Hessane, & Khaloufi, 2018) studied the
recently suggested methods for preserving security and privacy and focused
mainly on encryption and anonymization. Also, the strengths and limita-
tions of each method have been addressed. The most important challenges
and issues for big healthcare data have been explored and explained. This
survey can be a good review for healthcare practitioners in industries and

provides future research directions as well.

23



One of the recently proposed privacy-preserving ways is using blockchain
to secure big data. Aiqing Zhang and Xiaodong Lin (A. Zhang & Lin, 2018)
suggested a blockchain-based scheme that can be used in healthcare sys-
tems. In the proposed method, two major blockchains have been identi-
fied for health record sharing. The private blockchain is used for storing
the patient’s information and the consortium blockchain is responsible for
storing indexes of the patients’ data. In this study, the patient’s data has
been encrypted using public key encryption to ensure the security of data.
Moreover, a comparison of different security properties has been defined in
terms of storage, communication, and time limitations. Similar work has
been conducted in (Zheng et al., 2018) that proposed a new scheme for
securing big data based on blockchain and homomorphic encryption. In
this new method, multi-party data privacy has been protected by adding the
Paillier cryptosystem to the blockchain. Also, the security of the suggested
method has been analyzed and the efficiency of the proposed method has
been approved using different experiments. This work is taking advantage
of blockchain along with homomorphic encryption to create a robust and

valuable framework for big data systems.

2.4 Privacy-Preserving Techniques and Services

over Big Data

With the improvement of big data on the cloud, many techniques and ser-
vices have been suggested for improving big data analytics. One example
1s (Jivane, 2017) where a set of privacy requirements for the cloud has been
introduced. Two improved schemes have been defined to provide better
privacy-preserving models and support more search capabilities. This pro-
posed method has less computation and communication overhead if com-

pared with other similar methods for searching over data that have been
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mentioned in the study. Besides, Ping Lietal. (P. Lietal., 2017) suggested a
privacy-preserving classification method that highlighted outsourced classi-
fication tasks in clouds using various public keys. This proposed framework
enables users to make highly accurate predictions using privacy queries.
This scheme can deal with ciphertexts using different public keys to pre-
serve the privacy of data. Similarly, the work in (R. Lu, Zhu, Liu, Liu, &
Shao, 2014) suggested a novel framework for big data computation. An
efficient computing protocol has been used to provide a privacy-presenting
framework. Additionally, the important challenges to the privacy of big data
have been analyzed and highlighted for further research. This work intro-
duced a new similarity computation protocol that can efficiently secure and
preserve the privacy of data analytics.

Moreover, distributed clustering computation has been used in some
studies. For example, the work in (Q. Zhang, Yang, Chen, & Li, 2022)
designed a distributed clustering architecture that is based on Map Reduce
for large amounts of information. A new algorithm has been introduced
that uses the BGV encryption method to protect the data. This research can
provide good results for big data clustering hence the function optimization
technology has been used.

Generally, the three main ways to provide security and privacy for big
data are using encryption, anonymity, and access control techniques. The

following sub-sections represent some of the examples in the literature.

2.4.1 Encryption

An effective and practical way to protect the data can be to encrypt the data
and then outsource it to the cloud. The work in (X. A. Wang, Xhafa, Cai,
Ma, & Wei, 2016) proposed a framework in which an improved predicate
encryption method has been used. This method ensured data privacy with

a searchable capability. The authors stated that using predicate encryption
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can provide more functional results than traditional public key cryptogra-
phies. As a result, they proposed a new public key encryption that combines
predicate encryption with Fine-grained Keyword Search. This work can
be a solution to some shortcomings such as complex search queries. Sim-
ilarly, the work in (K. Sharma, Agrawal, Pandey, Khan, & Dinkar, 2022)
addressed a novel approach that used a fine-grained access control method
in untrusted servers for health information. An improved version of the RSA
encryption algorithm was used to encrypt every patient’s file in the system.
In this work, the key management complexity decreased due to the separa-
tion of domains for each user in the system. The efficiency of the proposed
system was tested using different analytical experiments. Besides, a study
investigated by Li et al. (J. Li et al., 2019) focused on the problem of pro-
tecting search privacy in Searchable Symmetric Encryption (SSE) methods.
The authors offered Forward Search Privacy, a unique method that improves
the privacy guarantees of SSE schemes. Although, SSE comes to keep the
benefits of the encryption, effectively protecting third parties from reading
the information, but incorporates the ability to search through the encrypted
data selectively, and for limited types of searches is often quite efficient.
Also, it tends to leak information.

Moreover, the encryption method has been used in auctions and bank
transactions to provide data security. For instance, the work in (Gao, Yu,
Liang, Hatcher, & Lu, 2020) developed a system for protecting data in auc-
tions that used homomorphic encryption and network protocols. Addition-
ally, a signature verification mechanism has been used to improve security
and privacy in the proposed system. The performance, validity, and effec-
tiveness of the system against some attacks have been tested. The proposed
system can be added to other cryptosystems to increase the performance and
efficiency of such systems in many different applications. Also, in (Patil,

Patnaik, & Bhole, 2017) a modified Paillier homomorphism system has been
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developed that can perform more than one type of operations on encrypted
data. In this work, a bank dataset has been used that contains bank transac-
tions and numeric data. The suggested system worked on two computers,
one as a server and the second as a client. After encrypting the dataset, the
user should be authenticated into the system. The data is encrypted using
the proposed algorithm, and then the data is sent to the server. With us-
ing the traditional Paillier system, the user can only do additive operations.
However, the user can do multiplicative operations using the proposed algo-
rithm.

New schemes of encryption methods have been applied in some studies.
As an example, in the work performed by Li et al. For example, in (S. Li,
Li, Xu, & Zhou, 2019) a searchable encryption scheme has been addressed.
This work can provide privacy for all types of data such as images, texts,
audio, and videos. It can preserve the privacy of the data owner as a tai-
lored requirement while at the same time, high storage is required. In the
proposed system, the data owner sends the data to the server as encrypted
data, and then the data user uses a keyword for querying the encrypted file.
Finally, the server retrieves the encrypted file. To improve the performance
of the proposed system, a high storage system is needed for executing user
queries and operations. Another work in (Swetha, Kiran, & Satyanarayana,
2019) proposed a security model for healthcare systems that used a map-
based provable dynamic data possession. In the proposed system, untrusted
servers are questioned if there is any file duplication. This work secured the
multi-copy of the same file that is saved in a single server and ensured secu-
rity for file storage. The developed encryption techniques performed better
performance than other existing algorithms and can encrypt the patient’s
private data.

Well-known encryption algorithms such as Advanced Encryption Stan-

dards (AES) have been used in a set of studies to secure data. For instance,
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Aljawarneh et al. (Aljawarneh, Yassein, & Talatha, 2017) proposed an en-
cryption system that can protect multi-media big data in the cloud. In the
proposed system, genetic algorithms and Advanced Encryption Standards
(AES) have been used to ensure high efficiency. The developed framework
has been tested and analyzed using real medical data with a GPU to en-
sure high performance. Genetic algorithms have been added to this work
to speed up encryption and decryption time and increase the efficiency of
such systems. Moreover, a new security framework proposed in (Hussain, ,
Xu, & Ali, 2018) provides more security and privacy to network communi-
cations by using the AES encryption method. An asynchronous key system
has been used for data transmission. The proposed framework can be used
for all types of cloud computing platforms. Also, elliptic curve cryptog-
raphy and one-time passwords have been used in the proposed system to
ensure the authenticity of the user. Further, different keys and distributed
servers have been used for each file to ensure high-performance security in
the system. In addition, an enhanced AES algorithm has been suggested
in (Bharathan & J, 2019) that added more security to the cloud. The file
in the cloud is encrypted by the proposed algorithm and can be retrieved
at any time. In this work, the proposed algorithm has been compared with
other traditional encryption algorithms like RSA and AES. The effective-
ness of the new proposed algorithm has been proved and the encryption and
decryption time needed by the system has been presented. In this work, a
symmetric cryptosystem was used and an effective framework was ensured

by dividing large files into smaller files and then encrypting each part.

2.4.2 Anonymity

Anonymization has been used in many studies to preserve the privacy of
data. For example, the work in (Ouazzani & Bakkali, 2018) concentrated

on an anonymization technique that is based on quasi-identifier attributes.
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They mentioned that the threshold k of k-anonymity has to be provided
prior to applying the approach. In this study, a novel algorithm is proposed
for k-anonymity that is based on the user’s choices for defining the algo-
rithms to be anonymized. The study can be a balanced approach between
data privacy and data utilization and it is efficient in anonymizing sensitive
data using quasi-identifier attributes. Besides, in (Andrew & Karthikeyan,
2020) an anonymization approach has been suggested that is based on (K,
L) anonymity. It is mentioned that the proposed anonymity algorithms are
based on k-anonymity and Laplace differential privacy methods. The pro-
posed method highlighted the drawbacks of traditional privacy-preserving
techniques in case of data utilization and sensitive attributes. In this study,
different privacy methods were used to anonymize the clusters and quasi-
identifiers. Also, to provide better data utilization and privacy, many meth-
ods were used to add noise to the created clusters. Likewise, another work
(Rodriguez-Hoyos et al., 2020) developed a strategy to improve the oper-
ations used in k-anonymity algorithms. The study proposed different ap-
proaches to reduce the complexity of sorting operations as well as calculat-
ing the distances for the average vector algorithm. The experiments showed
that the improved algorithms had a faster execution time over the previously
proposed k-anonymity approaches while the data utilization and informa-
tion loss risk were the same for the improved algorithms.

Machine learning and IoT have been applied and reviewed for anonymity
applications. For instance, Andrew J. et al. (Andrew, Karthikeyan, & Je-
bastin, 2019) added Deep Neural Network (DNN) as an improver to the
proposed framework to provide a balance between data utilization and pri-
vacy. The proposed method can divide the data into numerical and high-
dimensional data. The modified k-anonymity method was applied to numer-
ical data whereas neural network algorithms were applied to high-dimensional

data. The authors addressed that the developed privacy framework can pre-
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serve the privacy of anonymized data without any information loss. In
another work (Al-Zobbi, Shahrestani, & Ruan, 2017), an anonymization
framework was proposed that provides the user with access to big data using
Map Reduce. The developed framework provided access to different multi-
user levels by applying anonymization methods. It can be applied to organi-
zations with different departments that have several requirements. The sug-
gested approach worked on the service provider and federation service and
provided role-based access control to the whole organization. Furthermore,
the work in (Khan et al., 2020) developed a new method for anonymiza-
tion that used the k-anonymity privacy model. The data in IoT devices was
anonymized using the suggested k-anonymity algorithms. A threshold value
has been chosen to define the diversity level for each dataset. Moreover, the
vulnerabilities and the effectiveness of the proposed algorithms were dis-
cussed. The proposed approach was used to avoid any attribute disclosure
that can happen by privacy breaches. Similarly, another study in (Raj &
D'Souza, 2019) illustrated the k-anonymity technique using Map Reduce.
Different anonymization approaches such as k-anonymity, 1-diversity, and
t-closeness were explained by defining their internal processes. Moreover,
the Map Reduce framework was explained and demonstrated by defining its
processes to clearly show how it works in general.

Many studies reviewed different anonymization techniques and meth-
ods. As an instance, the study conducted by Lee et al. (jun Lee, heon
Cho, won Seong, Lee, & Lee, 2020) addressed de-identification approaches
and described their processes. The relationship between data utilization and
de-identification processes has been explored. A taxonomy of the privacy
preservation model has been depicted and different use cases used to il-
lustrate those techniques and methods for anonymization. Similar work
was conducted by Salas and Domingo-Ferrer (Salas & Domingo-Ferrer,

2018). They surveyed different privacy approaches and techniques high-
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lighting anonymization. Basic cryptographic and non-cryptographic ap-
proaches were addressed for preserving the privacy of data. Moreover, dif-
ferent methods have been compared and analyzed to show the disadvantages
and advantages of those techniques. Besides, some challenges and risks to
big data analytics have been mentioned and explained. Furthermore, a study
in (Carvalho, Canedo, Carvalho, & Carvalho, 2020) discussed the effective-
ness of anonymization approaches as a privacy-preserving approach. This
study focused on how anonymity can be used for big data to fulfill differ-
ent requirements and demands for data privacy and security. Also, some
guidelines and practices for applying anonymization were pointed out and
discussed. In parallel, a survey was performed in (Rajendran, Jayabalan,
& Rana, 2017) and discussed different anonymization methods and tech-
niques focusing on k-anonymity. Different k-anonymity approaches as gen-
eralization and suppression explained. Likewise, the merits and demerits of
k-anonymity have been addressed and explored. The previously reviewed
studies can be a good practice for readers to be provided with a strong back-
ground in understanding different anonymization techniques and how they

can be applied to big data to preserve privacy and security.

2.4.3 Access Control

Access control is another way to maintain the privacy of big data. Many
studies applied different access control mechanisms to protect big data on
the cloud. For instance, the study conducted in (P. P. Kumar, Kumar, &
Alphonse, 2017) developed an attribute-based encryption mechanism that
provides access control for big data. The developed access control is based
on an access tree as a policy added to the framework. The contribution is
that they provided an efficient scheme with less encryption and decryption
time and less computation overhead. The proposed scheme was compared

with other similar existing approaches and tested against many attacks. The
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experiments conducted have proved that the proposed scheme can be more
efficient and suitable for providing access control for big data privacy. The
scheme can be improved using effective revocation approaches to be ex-
tended for future trends. Similarly, the work in (Premkamal, Pasupuleti,
Singh, & Alphonse, 2020) suggested an improved access control mecha-
nism with a deduplication method for saving big data in the cloud. The
improved method is an attribute-based access control and the group key was
used to provide dynamic ownership management. The proposed scheme ob-
viously can reduce the duplication and communication overhead and there-
fore is more efficient than the works proposed by other researchers in the
same area.

The Hadoop framework has been used in providing access control mech-
anisms. The framework proposed by Ramya and Sundar (Ramya & Sundar,
2020) can be used in a Hadoop environment for secure duplication of big
data storage. In the suggested approach, elliptic curve cryptography was
used to secure data against third-party vendors. To avoid replication of data,
SHA-3 hash computation was performed on the user’s file to generate a
hash value of it. If there is no data replication, then the system stores it on
Hadoop. In order to choose the best node for storage, particle swarm opti-
mization has been used that is based on the Map Reduce model for cloud
computing environments. Another study in (Al-Zobbi et al., 2017) devel-
oped a framework for analytics access for Hadoop ecosystems. The intro-
duced approach generates a fine-grained alteration that is based on the user’s
authorization degree to use and access data. The proposed method used role-
based access control mechanisms to map a role to the users to access the
relevant data. Furthermore, In (Fugkeaw & Sato, 2018) a pre-authentication
approach was introduced that uses a re-encryption multi-sharing method
with an attribute-based access control mechanism. In the proposed approach

authentication was provided before re-encryption, therefore ensuring data
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security and privacy. In this study, the users choose to share the data with
other users that have a specific attribute. The authenticity of data senders
and receivers should be verified to ensure of security and privacy of data
and to avoid any information leakage.

Other studies highlighted the challenges of controlling authorization to
big data and proposed novel approaches for healthcare and IoT systems.
As an example, the work in (Tall, Zou, & Wang, 2019) addressed the most
important challenges using attribute-based access control. Best practices ex-
plored using simulations and models and different simulation data require-
ments proposed and explained. An evaluation and comparison of various
techniques and approaches were performed as well. Moreover, a use case
was generated from sensitive health data and presented with a list of highly
trusted users to access the synthetic model and explain different approaches
and risks to the model. Besides, The work in (Y. Yang, Zheng, Guo, Liu,
& Chang, 2019) introduced a privacy-preserving framework for IoT sys-
tems with self-adaptive access control. The proposed approach ensures the
protection of patient data and can distinguish normal cases from emergency
cases using access control methods. The encrypted patient’s file can be
accessed securely by different users from different domains applying an ac-
cess control policy. A secure duplication method was applied to avoid any
duplication of medical files that are identical in order to reduce the storage

overhead for big data.

2.5 Big Data Clustering

Clustering is used for real and big datasets analysis. There are many clus-
tering methods with different variants. Many researchers reviewed different
clustering methods and their usefulness in the real world. As an example,

the work in (Ayed et al., 2014) reviewed and compared well-known cluster-
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ing methods such as K-Means algorithms and their variants. Furthermore,
the classical hierarchical clustering methods have been reviewed and some
clustering examples have been presented. Moreover, a clustering system has
been proposed based on fuzzy methods. Similarly, a survey of mixed data
clustering has been performed in (Ahmad & Khan, 2019). In this study, a
taxonomy of mixed data clustering studies has been presented. Also, dif-
ferent clustering methods and their strengths and weaknesses have been ad-
dressed. Moreover, some challenges and guidelines have been mentioned
and analyzed in this area. Similar work has been conducted in (Dave &
Gianey, 2016) and various clustering algorithms for big data analytics have
been reviewed including traditional and recently developed algorithms. In
this survey, the importance of different clustering methods in some appli-
cations has been elaborated. Additionally, clustering methods have been
partitioned according to big data properties by defining their merits and de-
merits. Another study in (Shirkhorshidi, Aghabozorgi, Wah, & Herawan,
2014) reviewed different clustering algorithms with their challenges. The
algorithms have been explained, analyzed, and compared to produce more
improved clustering algorithms. In this work, clustering algorithms were
well-categorized and explained to be defined clearly to the reader. A similar
study in (Patibandla & Veeranjaneyulu, 2018) explained clustering algo-
rithms that can be used for unstructured data and showed how they can be
applied in different environments and circumstances. Additionally, the algo-
rithms that are used by Hadoop have been addressed. This set of studies can
provide the reader with a good background of existing clustering methods
and concepts.

K-Means and K-Means++ have been used in many applications due to
their efficiency in parallelizing processes and their low computational cost
in big data computations. One of its uses is in medical applications. One
example is (Khanmohammadi, Adibeig, & Shanehbandy, 2017) in which
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a hybrid clustering model for medical applications has been proposed to
overcome the limitation of the K-Means algorithm in defining overlapping
clusters. In this model, the cluster centroids are output from one of the pro-
posed clustering methods and then defined as an input to a different clus-
tering method to avoid the problem of sensitivity to the initial centroids. In
this study, medical datasets were used to train the system. Similar work was
conducted in (Alzu'bi, Anushya, Hamed, Vincy, & AlSha'ar, 2017) and the
K-Means algorithm was applied for the segmentation of medical images.
Besides, other traditional K-Means usages were presented and compared
with the proposed improved K-Means algorithm. The authors stated that
the traditional K-Means cannot obtain good results in image segmentation
and processing but it can be useful when the value of k is small. Opti-
mization algorithms such as the snake optimization method can be added to
optimize the traditional K-Means. Many diseases have been detected using
the image segmentation technique and the K-Means clustering algorithm.
For instance, the work in (Arunkumar et al., 2018) proposed a brain tumor
detection technique to define exactly the region of the disease from different
MR images. K-Means clustering was used to improve MR images to define
the region in gray-scale form. The gray-scale features were extracted from
images using ANN algorithms. Through the identification of tumors and
extracted features, different cases have been analyzed and diagnosed.

In addition, clustering methods have been used in medical applications.
As an example, Anas et al. (Anas, Gupta, & Ahmad, 2017) introduced an
improved K-Means clustering algorithm to identify skin cancer using ex-
tracted features from medical images. Six different feature extractors were
used to segment the images in color and gray-scale level. The classifica-
tion accuracy has been calculated and analyzed using four different classi-
fiers. Moreover, The study conducted in (Ogbuabor & N, 2018) compared

the most used clustering algorithms for data mining of healthcare data like
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K-Means and DBSCAN. The results of using the K-Means algorithm in
medical image processing have been presented and analyzed using differ-
ent values of k and different distance metrics. The results of the studies
demonstrated that the K-Means algorithm performed better than DBSCAN
in terms of accuracy and execution time. A similar work in (Ganesh, Naresh,
& Arvind, 2017) has proposed that data segmentation was used for MRI
brain images. In the suggested approach, a fuzzy K-Means algorithm was
used to classify the extracted features from images. The provided results
have been compared with other similar proposed techniques like C-means
clustering. The experiments showed that the improved algorithm obtained
better results in terms of accuracy and image quality.

Another K-Means application is improving Intrusion Detection Systems
(IDS). For instance, in (Parwez, Rawat, & Garuba, 2017), anomaly detec-
tion in mobile networks has been presented based on K-Means and hierar-
chical clustering. In this work to verify and compare the anomalies, ground
truth observation has been used. In addition, a neural network has been
trained with anomalous and anomaly-free data to elaborate and clarify the
effect of anomalies on mobile network big data. The prediction error has
been decreased in the case of anomaly-free data compared with anomalous
data. Similarly, in (Peng, Leung, & Huang, 2018) a mini-batch cluster-
ing method has been suggested that can efficiently be used for IDS. The
used datasets have been normalized and reduced in size to improve the ef-
ficiency of the clustering. In this work, K-Means++ was used to initialize
the center of clusters. Moreover, the study used in (Aung & Min, 2018)
showed that a hybrid system consisting of K-Means and regression trees
algorithm can be used to detect attacks than normal behaviors. The pro-
posed hybrid method presented a good performance in accuracy and time
complexity compared with other proposed approaches in IDS. In another
work, Steven McElwee (McElwee, 2017) used the K-Means clustering al-

36



gorithm as an active learner for IDS. The active learning in IDS reduced
the effort of security analysts and allowed the IDS system to automatically
label unknown attacks. The author stated that most of the labels were nor-
mally classified, and only insignificant parts of the records were labeled by
a human. Therefore, the problem of human interaction for labeling big data
has been solved using the suggested approach. A similar work (Alom &
Taha, 2017) proposed an iterative K-Means clustering for network intrusion
detection. In this study, Unsupervised Extreme Learning Machine (UELM)
clustering was used with K-Means clustering to improve the accuracy and
performance. Similarly, Sukumar et al. (J. V. A. Sukumar, Pranav, Neetish,
& Narayanan, 2018) suggested a network IDS that used a genetic K-Means
algorithm. Furthermore, a comparative analysis was provided that showed
the results of the proposed algorithm with the K-Means++ algorithm. The
results showed that the proposed algorithm is more accurate than the K-
Means++ algorithm. Furthermore, a new intrusion detection algorithm was
developed in (Dong et al., 2019) called DB-Kmeans. The suggested ap-
proach used K-Means with DBSCAN to improve the efficiency of existing
clustering techniques with higher detection accuracy. The proposed method
used a new technique for the selection of initial centroids, and it can set the
radius to dynamic and reduce the effect of noise. Moreover, the work in
(Al-Yaseen, Othman, & Nazri, 2017) suggested a hybrid IDS that used an
extreme learning machine and support vector machine to improve the ef-
ficiency of the system. An improved K-Means algorithm was proposed to
enhance the quality of classifiers and increase the efficiency of the intrusion
detection system. The developed approach showed high efficiency in attack
detection and performance.

Additionally, the K-Means algorithm has been used in IoT devices for
data processing and analysis. As an example, the work in (Guo, Lin, Wu, &

Peng, 2020) proposed a privacy-preserving K-Means algorithm that is based
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on homomorphic encryption and can protect the privacy of data during data
handling. In the developed approach, two phases were defined. The first
phase defined the closest cluster center to each data and the second phase
computed a new cluster center for each data. In both phases, the cluster cen-
ters are confidential and cannot be accessed by a third party. To reduce the
homomorphic encryption overhead a third-party cloud platform has been
defined. The new proposed approach can increase the performance of the
K-Means algorithm while at the same time, the privacy of data is preserved.
Besides, the work in (Zhao, Liu, Xu, Yang, & Huang, 2019) suggested a
cluster-head selection method that is based on the K-Means algorithm. In
the developed approach, the cluster head quantity and the best scale in the
cluster for IoT access in the network have been defined using the K-Means
algorithm. The proposed approach has been simulated and analyzed using a
simulation platform. The simulation results showed that the suggested algo-
rithm enhanced the system performance and increased resource utilization.
Another work in (Suarez & Salcedo, 2017) addressed a new way to define
rules for [oT classification methods based on the decision tree and K-Means.
The proposed approach automatically applied a classification method for a
limited set of connected devices. In this study, the developed K-Means clus-
tering approach can identify the connected devices such as bandwidth, bat-
tery, and object sizes. Furthermore, Vineetha et al. (Vineetha, Misra, & Kr-
ishna Kishore, 2020) developed an IoT system for monitoring and tracking
the health condition and position of patients. Wireless body area networks
were used for this purpose that can support data such as voice and video. In
order to handle and evaluate the data, hierarchical clustering and K-Means
clustering techniques were also applied. The gathered data by sensors are
uploaded to the cloud and processed using the proposed clustering algo-
rithms. The developed approach can provide up-to-date information about

the patient’s situation and can save the patient’s life by monitoring and pro-
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viding a quick response in many serious illness cases. Also, Yang J. et al.
(J. Yang et al., 2020) proposed improved traffic planning for transportation
networks based on K-Means and Geographical Information System (GIS).
The data has been processed and analyzed using real-time IoT devices and
the K-Means clustering method to make the final results and increase the
efficiency of the network. The improved algorithm can provide optimal re-
sults in defining the traffic and it can assure low-cost and high-performance
network traffic toward a smart city development. Moreover, K-Means clus-
tering was used for a resource allocation system for IoT devices by Kumar
et al. (S. Kumar & Raza, 2018). In the developed framework, K-Means
algorithms were effectively used to define a good path for communication.
Therefore, minimizing the response time of a communication message from
a source to its destination that is resulting in higher performance and quality
in IoT networks. Similarly, in (Savaglio, Gerace, Fatta, & Fortino, 2019) a
new K-Means clustering approach for IoT devices was investigated in cloud
environments. The proposed algorithms have been implemented in central-
ized and distributed use cases and validated using a simulation environment.
Using a distributed approach can reduce and optimize communication costs

and energy consumption.

2.5.1 K-Means and Fuzzy C-Means in Contrast

The FCM (Fuzzy C-Means) and KM (K-Means) clustering methods have
been studied and used together for many applications in the literature. One
example is the work conducted by Wiharto and Suryani (Wiharto & Suryani,
2020) in which the study investigates the effect of using these clustering
algorithms in defining different segmentations for blood vessels. Also, the
reason for comparing FCM and KM has been explained. The results showed
that the FCM has better performance than KM, but it is slow in terms of

computational time. Moreover, the two algorithms have been compared in
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(hussian Hassan, Shah, Othman, & Hassan, 2020) to check their perfor-
mance in forming balanced clusters in WSN( Wireless Sensor Networks).
The study aimed to increase the life cycle of the used sensors in the net-
work by balancing the clusters. Again, FMC showed better performance
when compared with KM. Another example (Alam et al., 2019) used FCM
and KM in the medical area in which the two clustering algorithms were
implemented to detect the human brain tumor. As the initial step, KM has
been used to detect the segmentations of the disease and then FCM has been
used to detect the brain tumor by tunning different values for the member-
ship function in FCM. The results showed that a combination of the two
algorithms can rapidly detect the disease in a very short time just in seconds
compared with other clustering algorithms. Furthermore, FCM has been
used by Naik et al. (Naik, Jenkins, Savage, & Yang, 2019) to detect and
track the actors of Ransomware Threats. In this work, an improved FCM
algorithm was used to cluster different ransomware samples, and then the
results were compared with KM algorithms to approve its efficiency and

performance.

2.6 Homomorphic Encryption

The homomorphic Encryption (HE) technique has been used as a solution
for securing the cloud and become one of the research fields of interest.
As an instance, the work in (Alabdulatif et al., 2020) proposed a privacy-
preserving system for big data in the cloud. It is based on Fully Homomor-
phic Encryption (FHE), and a distributed model that can partition the data
and analysis computations into smaller subsets of data. Another solution
has been introduced by Mai and Khalil (Mai & Khalil, 2017) that ensures
the privacy of smart meter data in a smart grid. They implemented homo-

morphic encryption for encrypting smart data before storing it on the cloud.
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A billing algorithm has been proposed that reduces the computation time
hence it uses multiprocessors for cloud servers. This study showed that the
proposed billing algorithm can strengthen the privacy of sensitive data in
public networks.

Similar approaches have been proposed in many studies to secure medi-
cal and retrieval database operations on the cloud. For example, (Vengadapurvaja,
Nisha, Aarthy, & Sasikaladevi, 2017) used HE for securing medical im-
ages in the cloud. An efficient homomorphic encryption algorithm has been
used to protect health records and analyze them in a secure manner. The
suggested algorithm performed encryption and decryption on the medical
records and images. Furthermore, it can support addition and multiplication
as two operations that can be performed on encrypted data. Further solu-
tions have been proposed in (Hammami, Brahmi, Brahmi, & Yahia, 2017)
and a privacy-preserving data mining method has been proposed to pro-
tect the data in closed patterns. This work used HE as a strong encryption
method of data in distributed environments and it preserved privacy for data
mining tasks that are performed on the cloud. Another work in (Fahsi, ,
Benslimane, & Rahmani, 2015) suggested a framework for HE and used
Private Information Retrieval (PIR) protocols that secure the retrieval op-
erations for data. In the proposed method, the required data is retrieved
without exploiting any information about the user query and can safely pro-
tect the data and the results in the transmission channels. The proposed
protocols can be used as an effective and efficient framework for healthcare
systems and any other environments, and they show an efficient execution
time that is secured for cloud data storage. In another example, Harris et al.
(Hariss, Noura, & Samhat, 2017) proposed an improved FHE algorithm to
improve the efficiency of HE that is based on symmetric approaches. The
proposed algorithm requires fewer resources with better execution time and

can be applied to real-world applications. Moreover, the Matrix Operation
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for Randomization and Encryption (MORE) algorithm has been applied to
the new proposed algorithm to overcome the shortages of previously pro-
posed algorithms. The proposed algorithm in this research can be a strong

countermeasure against many ciphertext attacks.

2.6.1 HE in Review

HE algorithms and techniques have been investigated in many studies. In
(Alloghani et al., 2019), a systematic review has been conducted using stan-
dard quality assessment criteria. The survey has been performed on the
diverse homomorphic encryption algorithms, their applications, and possi-
ble future improvements. The study has focused on the security of big data
in the cloud and the results showed that most of the reviewed papers have
suggested homomorphic encryption as an application that can be used to en-
sure the security of important data on the cloud. Another survey conducted
in (Acar, Aksu, Uluagac, & Conti, 2018) provided clear information on ap-
plying and implementing homomorphic encryption techniques. This survey
highlighted the most used algorithms in HE, especially FHE. Different types
of HE were explained and the most important improvements in FHE were
addressed. This review paper can be a good resource for building a good
background in applying and understanding HE systems.

Furthermore, different schemes and libraries of HE have been summa-
rized in some studies. For instance, the work in (Hallman, Diallo, August, &
Graves, 2018) introduced hardware-based approaches according to tailored
HE libraries. In addition, recent efforts and investments, current trends in
using HE, hardware optimization, and HE libraries have been explained in
detail. This study provides the reader with a good background about HE and
its current trends and challenges in big data analytics. Similarly, the work
in (Sathya et al., 2018) provided an investigation of different libraries for

homomorphic encryption. The important features and criteria for different
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security approaches have been defined and explained. Additionally, a com-
parison of popular encryption libraries has been performed by defining the
key features of each. Moreover, different applications have been addressed
for each defined library. Similar work has been conducted in (Hayouni &
Hamdi, 2016) in which different HE schemes have been compared in terms
of confidentiality, integrity, integrity method, integrity verification, and en-
cryption type. Also, performance analysis for the presented schemes has
been performed according to communication and energy cost, their accu-

racy, and data loss resiliency.

2.6.2 Applications of HE

The HE has been used in various applications and areas to improve data se-
curity. For instance, Abdullatif et al. (Alabdulatif, Kumarage, Khalil, & Yi,
2017) suggested a lightweight framework that can apply anomaly detection
in the cloud. The proposed solution is based on distributed Fuzzy C-Means
clustering with a lightweight encryption algorithm that can ensure the secu-
rity and privacy of the cloud with an accurate result. A private server has
been applied to manage other servers to efficiently carry out the required
task using HE features. Besides, a privacy-preserving framework was de-
signed in (Alabdulatif, Khalil, Yi, & Guizani, 2019) that was used for smart
healthcare systems. This framework applied Fully Homomorphic Encryp-
tion (FHE) as it provides data security by working on encrypted data. The
proposed framework has proven to be faster in computation and response
time while a high level of accuracy can be achieved.

HE can be used in many clustering approaches in the cloud to ensure the
privacy of the data. A framework has been introduced by Alabdulatif et al.
(Alabdulatif, Khalil, et al., 2017) that used the FHE as a cryptography tech-
nique. Distributed computations have been performed in different clusters

using Map Reduce for a large number of virtual machines using cloud com-
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puting. The proposed distributed framework has been shown to be more
efficient than the centralized approach and can accurately perform com-
putations on encrypted data. The suggested framework can overcome the
problem of latency by using HE techniques. Similarly, the work in (Catak,
Aydin, Elezaj, & Yildirim-Yayilgan, 2020) suggested a privacy-preserving
clustering framework that used homomorphic encryption along with differ-
ent clustering methods. The computation is performed using a cloud envi-
ronment, and as a result of using a cloud platform, no need for high pro-
cessing power. In this study, the results for different clustering algorithms
have been compared according to cluster evaluation metrics. The compared
clustering algorithms are the K-Means, Hierarchical, Spectral, and Birch al-
gorithms. The evaluation results for the plain data and the encrypted data
almost are the same. The proposed privacy-preserving model used the Pail-
lier encryption scheme to encrypt sensitive data.

Clustering is used for real and big datasets analysis and HE has made
IoT systems more powerful. The work in (Shafagh, Hithnawi, Burkhalter,
Fischli, & Duquennoy, 2017) included some optimization methods that can
improve the implementation of mobile platforms. Partially homomorphic
encryption was used for encrypting IoT data and the decryption time has
been improved in this study. The efficiency of the new proposed system has
been assessed using end-to-end benchmarks and a cloud computing envi-
ronment with a low-power sensor. Furthermore, new algorithms and proto-
cols have been proposed in (Alanwar et al., 2017) for localization systems
that combined HE with a novel solution for localization problems. The
proposed system has been redesigned and can accurately define the target
location that is based on The Paillier additive homomorphic cryptosystem.
The provided results have been compared against the results of using tradi-
tional systems. The study showed that the new system is much faster than

the traditional systems in defining the target location. This work added effi-
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ciency to the traditional localization algorithms that guaranteed the privacy
of data with faster computation. In addition, a new solution for Discrete
Logarithm Problems (DLP) was defined by Wang et al. (L. Wang, Wang,
Pan, Zhang, & Yang, 2011). In the proposed approach, additively homo-
morphic encryption has been used for designing new protocols that secure
data collecting in wireless sensor networks. An improved HE scheme has
been used that can speed up the process of encryption and decryption up to
two times When compared to the standard Paillier homomorphic encryption
technique. Other solutions have been addressed in (Gai, Qiu, & Zhao, 2017)
that a new data encryption approach suggested as a dynamic data encryption
strategy. The identified method has been designed to securely encrypt data
by defining some timing requirements. The performance of the proposed
approach was evaluated and privacy enhancement has been ensured.

There have been obvious advancements in a few numerical and statisti-
cal applications by utilizing HE. For instance, the work in (jie Lu, Kawasaki,
& Sakuma, 2017) suggested a novel approach for doing secure statistical
analysis and computation of data. Batched computation and Fully Homo-
morphic Encryption (FHE) have been used to improve the efficiency of the
system and secure the computations. Besides, Carpov et al. (Carpov, Gama,
Georgieva, & Troncoso-Pastoriza, 2020) proposed a generic solution for dif-
ferent parameters using FHE. All features have been integrated into the en-
crypted database to enhance the quality of the system. The proposed frame-
work can switch between two different types of FHE. Additionally, a new
approach has been addressed in (Pisa, Abdalla, & Duarte, 2012) where an
efficient encryption method has been introduced for arithmetic functions.
The proposed method increased the efficiency of the DGHV scheme for
integer operations. This work enhances the arithmetic operations over en-
crypted data.

The HE has been used in numerous image-processing applications to
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provide security. For example, the work in (Xiong & Dong, 2019) pro-
posed a new technique for hiding data using HE. This technique was based
on sorting block-level expansion in which the user divides the image into
some blocks and then performs HE to encrypt the image. The data is hid-
den in the image inside the blocks and the receiver of the image can decrypt
the data only if the hiding key and the encryption key are provided. In this
work, the embedding rate of the encrypted message obviously has decreased
compared with previous works in this area. Also, a similar work was pro-
posed by Xiong et al. (Xiong, Dong, Xia, & Chen, 2018). In the suggested
technique, multimedia data was inserted into the image. The HE was used
to encrypt the image before transferring it to the cloud. Furthermore, in
(Ibtihal, Driss, & Hassan, 2017) a secure framework has been developed for
data processing in Mobile Cloud Computing (MCC). This study highlighted
securing outsourcing images in two different cloud environments. A private
cloud was used for encrypting and decrypting the images and a public cloud
was used for storing the encrypted images. Paillier scheme was used as the
HE scheme for securing and protecting images in the cloud. The suggested
approach has shown a convincing efficiency in encrypting or decrypting im-
ages.

Furthermore, homomorphism techniques have been applied in many vot-
ing systems. As an example, Will et al. (Will, Nicholson, Tiehuis, & Ko,
2015) introduced a homomorphism framework for preserving the privacy of
E-voting systems using mobile agents. The suggested framework has been
evaluated using different benchmarks and requirements in the cloud. Be-
sides, a new concept of using dedicated servers for HE has been addressed
hence there are many security threats against electronic voting. A major
limitation of this scheme could be mobile agents with fewer security re-
quirements. Similar work in (Fan et al., 2020) proposed secured E-voting

frameworks using HE. The study presented important properties of E-voting
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systems and the workload of tallying. The suggested framework protected
the privacy of voters and verified the authenticity of signatures as well. The
results showed that the proposed system is feasible and robust for actual
implementations. The signature homomorphism concept has been used in
the provided study that ensured that the number of signature verifications
1s based on the number of candidates. Furthermore, the work in (Tsoutsos
& Maniatakos, 2016) used an architecture for E-voting systems for vote-
stealing attacks. Also, some weaknesses and vulnerabilities have been men-
tioned for such systems. In this study, the security organization of E-voting
systems was analyzed, and partially homomorphic encryption cryptography
has been used to protect such systems. The proposed approach does not
need any searching for secret keys and can be adaptive with any size of
parameters.

Besides, The HE was used to secure data in healthcare systems. As an
example, Huang et al. (Huang, Gong, Ye, Wang, & Dou, 2017) introduced
a healthcare system framework that used HE to secure data transmission.
The proposed framework collected data from a wireless sensor network and
then saved them in wireless personal networks. A matrix-based HE was
used for securing the medical data and an expert system was applied to ana-
lyze data and return back the results automatically. Also, an implementation
of the developed framework was explained to validate the system. Besides,
a novel investigation conducted in (Wibawa, Catak, Kuzlu, Sarp, & Cali,
2022) developed an approach to secure COVID-19 Medical data. This work
used deep neural networks and fully homomorphic encryption to train the
dataset and encrypt the data. This investigation was conducted using a real
COVID-19 dataset. It is notable that this study can reduce the spreading
of the coronavirus disease and it is useful for providing proper medication
and precautionary procedures. Another work in (Sun, Zhang, Sookhak, Yu,

& Xie, 2017) proposed a mobile healthcare framework addressing three se-
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cure computations of medical data. The three computations are measuring
average heart rate, lung disease detection, and the chi-square measurements.
To allow secure computations, fully homomorphic encryption was used to
encrypt data. Moreover, many simulations and analyses of results were con-
ducted to prove the efficiency of the proposed scheme. Also, a new approach
investigated in (A. V. Kumar, Sujith, Sai, Rajesh, & Yashwanth, 2020) al-
lowed patient data to be shared and published in an encrypted mode provid-
ing a Secure Multiparty Computation (MPC). The patient can securely share
data using the hospital server and any online connection. The smart Index
of disease was used for data consistency and best matching with the exist-
ing records in the hospital system. Homomorphic Encryption cryptography
was applied to allow secure computations of the patient’s sensitive data.
In another work (Q. Wang et al., 2019) a healthcare system has been de-
veloped that is based on homomorphic encryption and proxy re-encryption
techniques for encrypting data. In the proposed model, users with different
keys, a cloud server for healthcare data, and a supporting cloud server have
been defined. The healthcare server provided services for patients and pro-
cessed the data within a specified period of time to obtain better services.
To increase the security of the proposed model, two basic operations were
addressed, and the decryption process was distributed over both servers. In
the proposed method, there is not any interaction between the user and the
server and the two servers do not interact with each other. However, they

only need to calculate linear functions.

2.7 Elliptic Curve Cryptography

Elliptic curve cryptography was used in many studies as a booster for homo-
morphic encryption as it uses fewer key sizes and execution times compared

to other schemes used for homomorphic encryption. For instance, the work
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in (Hong, Wang, & Zhao, 2016) proposed homomorphic encryption that
1s based on ECC to improve communication and energy costs while main-
taining the security of cloud computing. An improved method was intro-
duced with less complexity and better performance due to the elliptic curve
performance which is based on defining finite prime numbers that convert
the data into some points on the elliptic curve structure. In another work,
(Aguilar-Melchor, Deneuville, Gaborit, Lepoint, & Ricosset, 2018), a study
was conducted to show that fully homomorphic encryption is impractical for
large datasets, and in order to improve the execution time of homomorphic
encryption a new protocol was proposed that is based on ECC. In the pro-
posed approach, some of the settings in the existing libraries were modified
and used for HE implementations, and also, and some new implementations
of HE were suggested. The newly proposed protocol can be delegated in any
HE implementation and can be used with other cryptographic protocols.
The ECC and HE have been used together in many applications. As
an example, Kumar et al. (PRABAKERAN et al., 2019) developed a new
hybrid scheme that used homomorphic encryption combined with elliptical
curve cryptography to decrease the time and cost for encryption and decryp-
tion of data while privacy was preserved simultaneously. The plain data is
first encrypted using elliptical curve cryptography and then re-encrypted us-
ing homomorphic encryption before uploading the data to the cloud. The
proposed technique can reduce the time and cost of saved data in the cloud
and reduce the overhead of using homomorphic encryption. Similar work
was conducted in (Kanna & Vasudevan, 2018) and a fully homomorphic
elliptic curve cryptography algorithm was introduced. Moreover, when the
authenticated user wants to decrypt the data, an access control mechanism
should be verified by the cloud provider. The homomorphic decryption and
elliptic curve cryptography should be performed on the encrypted data to

extract the original text. Besides, the proposed approach was compared
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with other FHE techniques in terms of execution, encryption, and decryption
time. In addition, Gupta and Biswas (Gupta & Biswas, 2017) presented a
novel homomorphic encryption method that is based on elliptic curve cryp-
tography and bilinear pairing property on groups. The proposed method al-
lowed addition or multiplication computations on the encrypted data and the
server can have access only to the ciphertexts to perform the computations.
The security of the proposed method depended on the hardness of both el-
liptic curve cryptography and bilinear pairing properties on groups. Within
the same concept, the work in (Potey, Dhote, & Sharma, 2016) proposed
an ElGamal cryptosystem that uses the idea of elliptic curve cryptography
to generate smaller key sizes compared with RSA-based homomorphic en-
cryption. As a result, the proposed algorithms provided smaller ciphertext
sizes and execution times to overcome the HE overheads. The suggested El-
Gamal cryptosystem can only perform additive operations on the encrypted
messages as it is partially homomorphic encryption.

The elliptic curve cryptography was used in many IoT applications as
a lightweight encryption system to reduce energy and communication con-
sumption in cloud networks. As an example, the work in (Thangarasu & Sel-
vakumar, 2018) proposed an enhanced protocol to establish a secure session
between the authenticated user and the sensor cloud network. The proposed
method used the modified elliptic curve cryptography for the authentication
of nodes in the network. The enhanced approach increased the efficiency of
the network and reduced the complexity of communications using elliptic
curve cryptography concepts. Besides, similar work in (Elhoseny, Elminir,
Riad, & Yuan, 2016) proposed a novel approach based on elliptic curve
cryptography that was used for securing communications in wireless sensor
networks. In the proposed method, ECC was used especially for exchanging
the keys among users as it has the ability to generate short key sizes with

high security of data. Along, homomorphic encryption was used to use the
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encrypted data without a need to decrypt it in order to reduce energy con-
sumption. The suggested method can be used in any sensor cloud network
to secure text data as well as images with less communication and execution
COsts.

The Elliptic Curve Cryptography was applied in other applications like
medical and healthcare systems. For example, Yin et al. (Yin, Liu, & Teng,
2020) improved a cryptographic system based on ECC for encrypting med-
ical images. In addition, homomorphic encryption was used to encrypt the
sensitive patients’ data in the images. The proposed ECC analyzed and
improved against the traditional ECC and approved that it can provide bet-
ter security and performance in terms of key sizes, key sensitivity, and en-
cryption effectiveness against different breaches and attacks. Similarly, in
(Benssalah, Rhaskali, & Drouiche, 2020) an improved cryptosystem was
presented for encrypting medical images in Medical Information Systems
(MIS) that combined ECC with the hill cipher. In the proposed scheme
some of the limitations and flaws like key sizes addressed and analyzed
that existed in the previously proposed techniques. The new method has
been improved using ECC and linear multiplication matrix in order to be
robust in preventing different attacks and to overcome the limitations of pre-
viously proposed techniques. Furthermore, the work conducted in (Hureib
& Gutub, 2020) used elliptic curve cryptography and image steganography
to encrypt medical images and their sensitive data from intruders. The de-
veloped method was implemented through two layers of encryption. The
first layer encrypts the data using ECC and the second layer is used image
steganography to hide the message inside the image. The least significant
bit algorithm was used for steganography to hide the sensitive data inside
the images and ECC was used as a desired choice for any network to en-
crypt the data. This work provided privacy and security using two layers

of encryption and made the job very hard for any attacker to be exposed
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to the encrypted data. Besides, Banik et al. (Banik, Shamsi, & Laiphrak-
pam, 2019) developed a novel encryption system that used an elliptic curve
ElGamal cryptosystem and a pseudo-random number generator to encrypt
different types of medical images. The suggested algorithms can improve
the limitations of the ElGamal cryptosystem and speed up the encryption
time. In the proposed method, ECC was applied for the purpose of key dis-
tribution and digital signature, and the suggested method was improved to

be suitable for various kinds of medical images like MRI and X-ray images.

2.8 Taxonomy Of Cloud Computing Security

Although many studies have been conducted for securing the cloud, there
are still some shortfalls and gaps in the cloud paradigm. The number of
cyber-attacks is increasing as technologies and tools are improving. Good
security practices and measurements are needed to overcome these chal-
lenges and attacks. Consequently, many researchers have proposed differ-
ent models and solutions for securing the cloud. Some researchers used
encryption algorithms and methods to improve security. In addition, some
researchers have used different machine learning techniques and optimiza-
tion algorithms to add more features and sophisticated mechanisms to the
security of the cloud. Furthermore, some studies have been performed to
secure big data of many companies and users on the Internet. In this sec-
tion, a taxonomy of cloud computing security has been described according
to the studies that have been reviewed between the years 2016 and 2019. As
Figure 2.1 shows, many studies have been conducted in different areas to

solve the problems regarding cloud computing security.
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Figure 2.1: Taxonomy of cloud computing security.

Figure 2.1 illustrates that the studies have been reviewed. It can be di-
vided into two different categories. The first category includes works related
to different encryption techniques and algorithms used to secure the cloud.
The second category is related to those studies that used ML algorithms for
securing the cloud. In addition, related methods and techniques for each
sub-category have been addressed.

Different studies used different encryption algorithms and methods for
securing the cloud. There are two main types of encryption methods used,
symmetric and asymmetric. For the symmetric encryption algorithms, most
of the studies used AES, DES, and Blowfish, whereas other studies used
asymmetric encryption algorithms such as RSA. Some works compared the
most used encryption algorithms in securing data like AES, RSA, Blowfish,
and DES algorithms, and showed how they are different in the case of the
platform, key size, scalability, memory usage, encryption time, etc. Further,
other techniques and algorithms are used to protect the data such as using a

split algorithm and folder lock to encrypt and decrypt the stored data. More-
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over, the KIST algorithm has been proposed to encrypt the data while it is
saved on the cloud. Some models have been proposed for securing Health
care systems. Some authors proposed an MP-PMDDP (Map-Based Prov-
able Multicopy Dynamic Data Possession) association to avoid document
duplicates to question untrusted internet servers.

Machine learning is one of the most popular research fields. Many stud-
ies have addressed the security of the cloud using different ML algorithms.
As Figure 2.1 depicts, some papers used ML for securing the cloud. They
used supervised algorithms such as Artificial Neural Networks (ANN), Sup-
port Vector Machine (SVM), and regression. Moreover, other studies used
unsupervised ML algorithms like K-Means Algorithm. In some studies,
optimization methods were applied to secure cloud computing. They used
different intelligent algorithms like Parallel Particle Swarm Optimization
(PPSO), Best Fit Decreasing (BFD) algorithm, Genetic Algorithm (GA),
Ant Colony Optimization (ACO), etc. These algorithms can be used to op-
timize the results and utilize the efficiency of the cloud system resources.
Furthermore, machine learning has been used in stenography and image
processing for securing data or messages by embedding them into an image
or video. Artificial Neural Networks (ANN), and Support Vector Machines
(SVM) have been used. In addition, some works used Fuzzy C-Means clus-

tering to increase efficiency and accuracy in their results.

2.9 Statistics Of Studies in Cloud Computing Se-

curity

Many studies and surveys have been published related to securing cloud
computing systems. SCOPUS database shows that a total of 21,657 doc-
uments have been generated in cloud computing security from 2016 until

now. Figure 2.2 shows the number of papers that have been published in
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three different subjects. They are using different security and encryption
algorithms in securing cloud computing, securing big data in cloud comput-
ing, and using different machine learning algorithms in securing the cloud.
It can be noticed from Figure 2.2 that the number of publications increased
steadily since 2016 and reached its peak in the last two years 2018 and 2019.
Furthermore, Figure 2.2 indicates that fewer papers have been published us-
ing machine learning algorithms regarding the security of the cloud rather
than using different security algorithms for securing the cloud. Further, most
of the publications are about securing big data in the cloud with more than
300 publications in a year. In conclusion, more investigations are needed to
be conducted using machine learning and security algorithms for securing

the cloud.

Number of Papers in Cloud Compting
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Figure 2.2: Number of papers in three different subjects since 2016: “machine learning”
represents “using different machine learning algorithms in securing the cloud”, “big data”
represents “‘securing big data in the cloud computing ”, and “security algorithm” represents

“securing the cloud computing”.

Figure 2.3 describes the most commonly used algorithms and methods
like Support Vector Machine (SVM), Deep Learning, Neural Network (NN),
Naive Bayes, K-Nearest Neighbors (KNN), and Fuzzy Logic algorithm in
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securing the cloud in the last year 2019. These ML algorithms have been
used in recent years significantly. Based on the analysis of the studies, it
can be observed that 43% of papers adopt the NN algorithm, 31% deep
learning, 13% SVM algorithm, 7% Fuzzy logic, 4% KNN, and only 2% of
the papers used Naive Bayes for securing of the cloud. As a result, the most
used algorithms in securing the cloud are NN, Deep learning algorithms, and
SVM, whereas other algorithms like Fuzzy logic, KNN, and Naive Bayes

have been used less.

ML ALGORITHMS

=SV
m Deep leaming
m Meural Network
MNaive Bayes
W K-Nearest Neighbors (KNN)
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Figure 2.3: Mostly used ML algorithms in securing the cloud in the year 2019.

2.10 Comparative Analysis

Many researchers have devoted themselves to studying the essential issues
in securing the cloud. The following sections show the comparative studies

of different works that have been reviewed.
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Table 2.1: Encryption Algorithms and Methods Used for Securing the Cloud.

references RSA | AES | DES | Blowfish | OTP | SHA | MDS
(Lenka & Nayak, 2014) Yes Yes
(Hussain et al., 2018) Yes Yes
(Arora, Parashar, & Transforming, 2013) | Yes Yes | Yes Yes
(Bharathan & J, 2019) Yes | Yes
(S. Sharma, 2019) Yes Yes
(Bhabad, 2016) Yes | Yes
(K. Sharma et al., 2022) Yes

2.10.1 Encryption and ML studies for Securing the Cloud

A comparison of Encryption and ML studies is illustrated in Table 2.1 and
Table 2.2.

Table 2.1 illustrates some categories of papers that have studied the secu-
rity of the cloud, using different encryption algorithms and methods. some
studies used well-known encryption algorithms like AES, DES, and RSA
for data encryption (Lenka & Nayak, 2014; Hussain et al., 2018; Arora et
al., 2013; Bharathan & J, 2019; S. Sharma, 2019). Some of them used a
combination of encryption algorithms with authentication techniques such
as MD5, OTP, or SHA-1 (Lenka & Nayak, 2014), (Hussain et al., 2018),
(S. Sharma, 2019), (Bhabad, 2016). Moreover, a novel system has been
proposed that uses an improved RSA technique to encrypt every patient’s
file (K. Sharma et al., 2022).

Machine Learning (ML) is one of the most popular research fields. Many
studies have addressed the security of the cloud using different ML algo-
rithms. Table 2.2 shows different categories of studies that have been con-
ducted in securing the cloud using machine learning.

Some researchers used different ML algorithms and techniques in se-
curing the cloud. Some papers used Artificial Neural Network (ANN) al-
gorithm to secure the cloud (Chaturvedi et al., 2016; Ramteke et al., 2013;
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Table 2.2: Machine Learning Algorithms Used for Cloud Computing Security.

references ANN | SVM | Reg. | GA | PPS | KM | FCM
(Chaturvedi, Chaturvedi, & More, 2016) Yes Yes
(Ramteke, Dongare, & Ramteke, 2013) Yes Yes
(R. K. Kumar & Suneetha, 2018) Yes
(Marwan, Kartit, & Ouahmane, 2018) Yes Yes
(A. Sukumar et al.,2020) Yes
(Gondhi & Gupta, 2017) Yes | Yes
(Abdelaziz, Elhoseny, Salama, & Riad, 2018) | Yes Yes Yes
(Moghaddam et al., 2020) Yes
(yu Zhang et al.,2019) Yes
(Sandosh, Govindasamy, & Akila, 2020) Yes

R. K. Kumar & Suneetha, 2018; Abdelaziz et al., 2018), whereas other stud-
ies used SVM (Support Vector Machine) to secure the data on the cloud
(Marwan et al., 2018; Sukumar, Subramaniyaswamy, Vijayakumar, & Ravi,
2020). In addition, some researchers used a regression algorithm for the se-
curity of the cloud (Abdelaziz et al., 2018; Moghaddam, O’ Sullivan, Walker,
Piraghaj, & Unsworth, 2020). Moreover, some used optimization tech-
niques in machine learning such as the Genetic Algorithm (GA) and Parallel
Particle Swarm (PPS) algorithm (Gondhi & Gupta, 2017; Abdelaziz et al.,
2018). (yu Zhang, xian Ge, jie Hu, Bai, & bo Huang, 2019; Sandosh et al.,
2020) used the K-Means algorithm to secure the cloud computing system.
In addition, some works used Fuzzy C-Means (FCM) Clustering to improve
the precision and efficiency in the provided results (Chaturvedi et al., 2016;
Ramteke et al., 2013; Marwan et al., 2018).

2.10.2 HE Studies

The reviewed studies in HE have been divided into three sub-sections based

on the supported homomorphism properties, and the number of operations
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that can be done using HE. Different schemes and methods can be clas-
sified into three types of HE. They are Partial Homomorphic Encryption
(PHE), Somewhat Homomorphic Encryption (SWHE), and Fully Homo-
morphic Encryption (FHE). The following sub-sections illustrate each cate-
gory with its corresponding studies and show details of each study that has

been reviewed.

2.10.2.1 Partial Homomorphic Encryption

PHE can support only one type of operations, addition or multiplication. It
can be either additive or multiplicative homomorphism. Table 2.3 shows the
studies that have been reviewed and can be categorized as PHE with their
details. These studies are categorized into PHE due to their computation
limitation that they can do only one type of operations to perform the com-
putations on the encrypted data. Table 2.3 shows the reference number for
each study, the type of key distribution for the encryption method (symmet-
ric or asymmetric), the type of operation that can be conducted (additive or
multiplicative), and the scheme or method the study is based on. Moreover,
The merits of the reviewed study and some important comments for each
one are discussed later.

As it is obvious from table 2.3, most of the reviewed studies (Gao et al.,
2018; Alexandru et al., 2020; Jost et al., 2015; Irena et al., 2018; Alanwar
et al., 2017; Ibtihal et al., 2020; Tsoutsos & Maniatakos, 2016) used the
Paillier scheme which is an additive HE. Paillier scheme is easy to use and
implement and it can provide a good level of security. That’s why it is used
widely. Other studies (Shafagh et al., 2015, 2017) used ECC-ElGamal and
some others used RSA (Naqvi et al., 2018; Rastogi & Sushil, 2015) and
(Cominetti & Simplicio, 2020) used a new scheme as a base scheme for the
HE that is based on Approximate Common Divisor (ACD). The study in

(Cominetti & Simplicio, 2020) is symmetric while others are asymmetric
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Table 2.3: Comparison of studies for PHE solutions and applications

references sym./asym. add./mul. algorithm/scheme
(Shafagh et al., | asymmetric multiplicative ECC-ElGamal
2015)

(Gao et al., 2018) asymmetric additive Paillier
(Alexandru et al., | asymmetric additive Paillier

2020)

(Shafagh et al., | asymmetric multiplicative ECC-ElGamal
2017)

(Cominetti & Simp- | symmetric additive ACD

licio, 2020)

(Jost et al., 2015) asymmetric additive Paillier

(Irena et al., 2018) asymmetric additive Paillier
(Alanwar et al., | asymmetric additive Paillier

2017)

(Ibtihal et al., 2020) | asymmetric additive Paillier
(Tsoutsos & Mani- | asymmetric additive Paillier
atakos, 2016)

(Nagvi et al., 2018) | asymmetric multiplicative RSA

(Rastogi & Sushil, | asymmetric multiplicative RSA

2015)

based on the way has been chosen to distribute the keys for encryption and
decryption. Most of the existing PHE schemes are categorized to be addi-
tive homomorphisms such as the Paillier scheme. Only the RSA scheme and
ElGamal scheme can support multiplication and they are called multiplica-
tive homomorphism. The mentioned schemes RSA, Paillier, and ElGamal
schemes have good performance efficiency which can provide a high level
of security compared to FHE.

The studies that have been reviewed in Table 2.3 are solutions and ap-

plications that used PHE to solve the problems that exist in different sys-
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tems. Each study has added some improvement to the performance of HE
in some way. The study in (Shafagh et al., 2015) can be used as a secure
system that builds strong communication and security for IoT applications.
In addition,(Gao et al., 2018) improved the performance for the data auc-
tion, and (Alexandru et al., 2020) proposed a new protocol that can preserve
the privacy of quadratic optimization problems for multiple parties. In this
study, an extra symmetric key was used to reduce the noise for the private
key. Moreover, the work in (Shafagh et al., 2017) enhances the cryptography
operations for mobile applications and IoT systems. In addition, the work
in (Alanwar et al., 2017) proposed an efficient computation for defining the
location of a target using PHE. In (Ibtihal et al., 2020) an optimized Paillier
system is used to secure and encrypt images using a small component to
make the encryption process faster. Furthermore, the studies in (Tsoutsos
& Maniatakos, 2016; Naqvi et al., 2018) suggested a secure system for vot-
ing applications. In these studies, an attack has been used to collect the
votes, and PHE is used to add more security to the voting applications. The
aforementioned studies count as applications of using PHE.

On the other hand, some other studies improved and enhanced the effi-
ciency of PHE. As an example, the work in (Cominetti & Simplicio, 2020)
can generate shorter ciphertexts that are based on stronger security concepts.
Also, the work in (Jost et al., 2015) offered new approaches to make the Pail-
lier scheme faster and more efficient. In addition, a proposed method using
specialized processors has been suggested in (Irena et al., 2018) to support
the encrypted data for communication among different parties.

Most of the PHE schemes are used in many real-world applications be-
cause of their efficient performance. They are less complicated and need
less encryption and decryption time when compared with other types of HE.
PHE is used widely in many applications such as electronic voting systems,

and image processing applications.
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The limitation of PHE is that it cannot support different types of opera-
tions on encrypted data. This type of limitation has prevented PHE schemes
from being used for big data computations on the cloud. Researchers have
tried to improve the existing PHE schemes using different approaches and
techniques. A few researchers used a newly developed scheme to solve the

overhead of long ciphertexts that are generated using the HE technique.

2.10.2.2 Somehow Homomorphic Encryption

SWHE sometimes called SHE is a kind of homomorphic cryptosystem that
can perform both additive and multiplicative homomorphism but with a de-
fined limit of operations. Table 2.4 shows the reviewed studies that follow
the concepts of SWHE. The reference for each study, the type of key dis-
tribution for the encryption method (Symmetric or asymmetric), the type of
operation that can be conducted (additive or multiplicative), the scheme or
the method that the study is based on, the merits of the reviewed study and
some important comments for each study are addressed.

As 1t 1s shown in Table 2.4, some of the studies based on Fan and Ver-
cauteren (FV) (Bajard et al., 2016; Al Badawi et al., 2018), some of them
based on Brakerski and Vaikuntanathan (BV) (Yasuda et al., 2013, 2014),
and others based on algorithms such as DGHV (Pisa et al., 2012). In ad-
dition, (Cheon & Kim, 2015) is based on ElGamal and Goldwasser-Micali
schemes (EGM). Most of them are asymmetric approaches while only the
one in (Yasuda et al., 2014) is symmetric.

The studies reviewed in Table 2.4 are solutions and applications that
used SHE as the cryptography method to secure the systems and applica-
tions. The work in (Bajard et al., 2016) avoids the requirement for multi-
precision arithmetic and makes the multiplication and decryption process
faster and more sufficient. Moreover, the study in (Al Badawi et al., 2018)

proposed an efficient library for modular arithmetic using the polynomial
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Table 2.4: Comparison of studies for SHE solutions and applications

references sym./asym. add./mul. scheme

(Bajard et al., 2016) | asymmetric multiplicative addi- | FV
tive

(Al Badawi et al., | asymmetric multiplicative addi- | FV

2018) tive

(Cheon & Kim, | asymmetric multiplicative addi- | EGM

2015) tive

(Xiong & Dong, | asymmetric multiplicative addi- | -

2019) tive

(Pisa et al., 2012) asymmetric multiplicative addi- | DGHV
tive

(Yasuda et al., | asymmetric multiplicative addi- | BV

2013) tive

(Yasuda et al., | symmetric multiplicative addi- | BV

2014) tive

ring. Also, the work in (Cheon & Kim, 2015) suggested a hybrid scheme
that has short bandwidth and storage. In this study, public-key encryption is
used to do the encryption and computations on the message using SHE. The
study in (Xiong & Dong, 2019) used prediction-error expansion to insert
the data into the encrypted media. The method proposed in this study can
provide shorter ciphertexts and therefore less storage and computations are
required. Furthermore, the work in (Pisa et al., 2012) increases the perfor-
mance of the DGHV scheme by using arithmetic operations over integers.
This work is an extension of the existing SHE study. Finally, the works in
(Yasuda et al., 2013, 2014) implemented a secure and efficient wildcards
pattern matching with better performance and faster computation.

Every homomorphic encryption algorithm or scheme generates a cipher-

text with some noise parameters, and the decryption process performs effi-
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ciently while the noise created is less than the security parameters. SHE can
do both additive and multiplicative homomorphism on encrypted data but it
creates some noise with the generated ciphertext. Most of the HE schemes
proposed at the beginning of the twenty-first century are grouped as SWHE
schemes because of their limitations in the number of operations that can be
performed. This limitation existed to avoid increasing the noise parameters
and keep them as less as possible. As a result, SWHE is suitable for a small
set of big data. It has a few real-world applications such as securing Wild-
cards Pattern Matching (Yasuda et al., 2014), certain arithmetic applications

(Pisa et al., 2012), and securing medical data and wireless sensor data.

2.10.2.3 Fully Homomorphic Encryption

Fully Homomorphic Encryption (FHE) can carry out both additive and mul-
tiplicative operations on encrypted data. Table 2.5 depicts the reviewed stud-
ies that follow the concepts of FHE. The reference for each study, the type
of key distribution for the encryption method (symmetric or asymmetric),
the type of operation that can be conducted (additive or multiplicative), the
scheme or the method the study is based on, the merits of the reviewed study
and some important comments for each study have been illustrated as well.

As 1s shown in Table 2.5, the studies in (Alabdulatif et al., 2020; W. Lu et
al., 2016) used the BGV scheme to implement FHE. The study in (D. Wang
etal.,2017)used DGHYV scheme and (Patil et al., 2017) used Non-deterministic
encryption scheme whereas other studies used different schemes (El-Yahyaoui
& El Kettani, 2017; Xu et al., 2018; Carpov et al., 2020; Vengadapurvaja et
al., 2017; Dasgupta & Pal, 2016; El-Yahyaoui & El Kettani, 2019). All the
reviewed studies are of type asymmetric encryption while (El-Yahyaoui &
El Kettani, 2017; Dasgupta & Pal, 2016; El-Yahyaoui & El Kettani, 2019)
are using symmetric encryption method.

The studies shown in Table 2.5 are solutions and applications using FHE.
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Table 2.5: Comparison of studies for FHE solutions and applications

references sym./asym. add./mul. scheme
(Alabdulatif et al., | asymmetric mult. additive BGV

2020)

(Patil et al., 2017) asymmetric mult. additive Non-deterministic
(El-Yahyaoui & | symmetric mult. additive ring of Lipschitz’s
El Kettani, 2017)

(Xu et al., 2018) asymmetric mult. additive Merkle binary trees
(D. Wang et al., | asymmetric mult. additive DGHV

2017)

(Carpov et al., | asymmetric mult. additive TRLWE

2020)

(Vengadapurvaja et | symmetric mult. additive Probabilistic

al., 2017)

(W. Luetal., 2016) | asymmetric mult. additive BGV

(Dasgupta & Pal, | symmetric mult. additive Polynomial rings
2016)

(El-Yahyaoui & | symmetric mult. additive Lipschitz’s quater-
El Kettani, 2019) nions

The study in (Alabdulatif et al., 2020) used a clustering process with HE to
reduce the time for big data computation in the cloud. This will improve
the efficiency of HE by distributing big data as different clusters of data that
can perform simultaneously. Moreover, the work in (Patil et al., 2017) sug-
gested a non-deterministic scheme that can do different computations and
operations on ciphertext that is numerical data in origin. A verifiable homo-
morphic encryption scheme based on the ring of Lipschitz’s quaternions is
used in (El-Yahyaoui & El Kettani, 2017) that can avoid the weak security
of quaternions and it is symmetric and noise-free. In addition, more efficient

ADS used in (Xu et al., 2018) can decrease communication and storage lim-
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itations. In this study, the size of the data is considered to not be fixed which
1s more suitable for data.

Other studies such as the one in (D. Wang et al., 2017) proposed a ran-
dom number generator pseudo code that can reduce the key sizes and en-
hance efficiency. The study in (Carpov et al., 2020) presented a fully homo-
morphic encryption-based logistic regression approach that can enhance the
computing of genomics data. In (Vengadapurvaja et al., 2017) an efficient
approach is used based on the Probabilistic key generation algorithm to add
more security and privacy to medical images.

There are some studies based on different schemes. As an example,
the work in (W. Lu et al., 2016) used the merits of batched computation
that is based on the Chinese Remainder-Theorem. This study improved
the performance of statistical computations on encrypted data. Moreover,
smaller ciphertexts and key sizes are generated in (Dasgupta & Pal, 2016)
using polynomial rings which are based on the factorization of integers that
are very large. Finally, (El-Yahyaoui & El Kettani, 2019) introduces a fully
homomorphic encryption scheme that is noise-free and based on a novel
mathematical structure. This work improved security by using the ring of
quaternions.

The advantage of FHE over PHE and SHE is that it can perform an un-
limited number of operations and it can provide a higher level of security.
However, it has overheads such as long encryption and decryption time and
computational complexity. Most of the FHE schemes are developed from
SHE using some noise management approaches such as Bootstrapping, Flat-
tening, Modulus Switching, and Scale-Invariant. FHE can be divided into
lattice-based, number theoretic-based, and error-correcting code-based ac-

cording to the design of the used algorithm.
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2.10.2.4 Discussion of Comparative Study of HE

Starting from PHE to the development of FHE, the structure of used algo-
rithms has become more complicated. Consequently, when PHE, SHE, and
FHE are compared, PHE is faster than SHE, and FHE. However, PHE is
restricted to additive homomorphism or multiplicative homomorphism. The
SHE is counted as a basement to develop Fully Homomorphic Encryption
(FHE).

As FHE has many computation complexities, its performance negatively
has been affected and most of them are not practical for real-life applica-
tions. Researchers are trying to adopt such an FHE scheme that can be
practical for securing big data processing.

There are many studies trying to use HE as a support for performing
ML computations to secure and preserve the privacy of their underlying
platforms. While some researchers used hybrid techniques, other studies
directed to using machine learning algorithms to optimize and facilitate the
computations within FHE. ANN algorithms have been used to make FHE
faster and more efficient.

The number of publications in HE studies is increasing year by year as
the researcher attempts to develop more efficient schemes and approaches.
Figure 2.4 shows the number of studies using the HE from the year 2015
till the current year 2020. As it is obvious from the figure, the number of
studies in FHE far exceeds those of PHE and SHE. PHE has the least number
of studies than SHE and FHE. Furthermore, FHE studies are increasing in
ascending order and it reached a peak in 2018 and then started to decrease
again in 2019. On the other hand, the number of studies in The PHE and
SWE are stable and fluctuated constantly. The number of studies in HE is
taken from the SCOPUS library.

Well-known schemes like RSA, ElGamal, and Paillier are used signif-

icantly in many studies. RSA is faster in encryption and decryption time
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Figure 2.4: Number of HE publications from the year 2015 to 2020

than the other two algorithms. However, the security of RSA is less than
ElGamal, and Paillier algorithms (Priya, n.d.). With a fixed-size ciphertext
encrypted many times using the RSA algorithm, we get the same ciphertext
every time, whereas by using the Paillier or ElGamal scheme, a different
ciphertext is given in every encryption process. Therefore, in terms of se-
curity, RSA provides less level of security whereas ElGamal and Paillier

provide more level of security than RSA.

2.11 Research Gap and Thesis Contribution

To secure the data, researchers (PRABAKERAN et al., 2019), and (Kanna
& Vasudevan, 2018) proposed a hybrid encryption system based on ECC
and FHE to secure data in the cloud. This gives good security but needs
more computation time for encrypting and decrypting big data. To accel-
erate the computation time researchers (Alabdulatif, Khalil, et al., 2017),
(Alabdulatif et al., 2020), and (Q. Zhang et al., 2022) developed a frame-
work for big data analytics using the cloud and distributed environment.
Furthermore, (Alabdulatif, Khalil, et al., 2017) used the PCA method to ac-
celerate the cloud computation. However, none of them used the concept of

the concept of unique values for the encryption and decryption of datasets.
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Table 2.6: The Used Techniques in Similar Studies

Reference ECC | FHE | Unique | PCA | Cloud | Distributed

(PRABAKERAN et al., 2019) Yes Yes

(Kanna & Vasudevan, 2018) Yes Yes

(Alabdulatif, Khalil, et al., 2017) Yes Yes Yes Yes
(Alabdulatif et al., 2020) Yes Yes Yes
(Q. Zhang et al., 2022) Yes Yes

Table 2.6 summarizes the used techniques in similar studies.
From the literature review, we noticed that using the cloud for big data

needs a framework that fulfills the following points:

1. Securing the big data in the cloud.

2. Perform fast execution of the big data in the cloud.

According to our humble knowledge, there is no such framework that
fulfills these requirements together. Therefore, a complete framework is
needed that combines all the defined techniques in Table 2.6 to provide high
security using double encryption and fast computation using the cluster-
ing and distributed system in the cloud environment. The framework also
should integrate the PCA method and the concept of unique values to get

more reduction in execution time.

2.12 Summary

In this chapter, the reviewed studies have been mentioned with their main
contributions to explore the way to find the defined problem and solution in
this thesis. The main topics that have been reviewed are Traditional meth-
ods and techniques in Securing Big Data Analytics, Emerging methods and

techniques, Privacy-preserving Techniques and Services over Big Data, Big
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data Clustering, Homomorphic Encryption, and Elliptic Curve Cryptogra-
phy.

As the cloud computing system becomes a dominant technology, it is
very important to build trust between the users and the cloud providers.
Consequently, cloud computing security has become a general concern for
researchers who are working with the cloud paradigm. Moreover, many
studies and research have proposed new methods and techniques to make
cloud security more powerful and sophisticated. In addition, many studies
have been done to overcome the existing challenges and issues related to
cloud security. In this chapter, a taxonomy of the previous works is shown
and discussed to provide a complete and comprehensive vision of existing
techniques and methods. In addition, a comparative study and the security
issues and challenges in the cloud have been addressed to provide general
information about the existing studies, shortfalls, and gaps in the security of
the cloud.

The advantage of using HE over other traditional cryptography systems
is that the user or the cloud provider can do cloud operations on the en-
crypted data without any need to decrypt it. Once the data is encrypted, it
can be stored in the cloud and the user or the provider can do the cloud com-
putations on the data. Only the authenticated user may request the decryp-
tion of the data. As a result, the security and privacy of data can be ensured.
This chapter reviewed and summarized different proposed solutions and ap-
plications for securing big data in the cloud using HE. Many researchers
proposed solutions to overcome the overhead of using HE. Also, some re-
searchers used the proposed techniques in many different applications like
image processing, electric voting, securing health systems, mobile agents,

etc.



Chapter 3

Methodologies

In this chapter, the used methodologies have been presented and ex-
plained. The following sections describe the methodology for different
studies performed in this thesis starting from the encrypting method of the

dataset to the clustering of data in the cloud.

3.1 Proposed Framework Description

Figure 3.1 depicts the most important processes for the proposed encryption
and decryption method in this thesis. First, a unique list is provided from
the used dataset after selecting all the unique values from the dataset. This
step accelerates the encryption process and then reduces the processing time
of the whole dataset as mentioned in the research objectives. Then, the
provided unique list is encrypted using the ECC and FHE algorithm. In this
step, a double encryption system is used to increase the security of data in
the cloud. Then, the result of encryption is paced into the original dataset.

Consequently, the data is encrypted with two layers of security, and it is safe
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to be shared in the cloud. Note that the encrypted data can be used by any
data user or the cloud itself for data analytics purposes. In this situation, the
data user or the cloud never has access to the plaintext. The data owner is
the only user who can encrypt or decrypt the data.

The next step is to process the encrypted data in a distributed environ-
ment using clusters of processors to reduce the computation time of big data.
Furthermore, the PCA method is used to further accelerate the computation
of data. Using these techniques can obviously reduce the processing time of
data as mentioned as the objective and contribution of this thesis in Chapter
1. After completion of data analytics, the cloud or the data user replies to
the data owner with the encrypted data and the results. Now, the data owner
can decrypt the data and the provided result. For the decryption process, the
encrypted unique list is decrypted using FHE and then re-decrypted using
the ECC algorithm. In the end, the results of decryption are paced into the
dataset. Notice that the encryption and decryption processes are performed
only by the data owner and only the encrypted dataset is shared in the cloud
for data computations. Therefore, the data owner is assured that nobody
has access to plaintext and the data is safe on the cloud. The following
sub-sections explain the combined method along with the encryption and
decryption process. The following subsections explain each process in the

proposed framework.

3.1.1 Preparing the Unique List

In the combined encryption method, the idea of unique values has been
added. This means that instead of encrypting or decrypting the whole dataset,
only the unique values in the dataset are encrypted or decrypted, and then
the encrypted values are paced in the original dataset according to their cor-
respondence values. In the beginning, a unique list is provided containing

all the unique values from the dataset. Then, the values inside the unique
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Figure 3.1: The main processes in the proposed framework

list are encrypted using ECC and FHE encryption algorithms. Next, the
provided encrypted values are paced in the dataset. Finally, the encrypted
dataset is sent to the cloud for data analytics. For the decryption process,
a similar idea is applied to the provided unique list. Only the values in the
encrypted unique list are decrypted and then placed in the encrypted dataset

to provide the plaintext data.

3.1.2 ECC and FHE Encryption

First, the unique list is prepared which contains all the unique values in the
dataset. Then, the provided unique list is passed through ECC and then FHE
algorithms. In this stage, only the unique values are encrypted to accelerate
the encryption process. After encryption, the encrypted values are paced to

the dataset. Algorithm 1 explains the pseudo-code for the encryption pro-
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cess. The unique list or the plaintext data (P), and the private key (Kpr)
are the inputs to the algorithm and the ciphertext (CC) is the output after
encrypting with ECC and FHE. A public key Kpu is generated using gen-
erator GE and the private key Kpr. Then, the data is encrypted using ECC
with a random value r. After, the ciphertext C is generated using the first
encryption. The next step i1s encrypting with FHE. The ciphertext C that is
generated from the previous step is converted to CC as a result of encrypt-
ing with FHE. Now, the generated CC is paced in the dataset and then the
encrypted dataset is transferred to the cloud, and it is safe to be used by any

data user or the cloud provider.

Algorithm 1 ECC and FHE Encryption with unique values
Input: Private Key (Kpr), Plaintext data (P)

Output: Ciphertext data (CC)

Note: Encryption is executed only by the data owner.

1: Provide a unique list containing the unique values from the dataset.

2: Use the private key to create the public key.

3: Use the formula: Kpu = Kpr * GE, whereas GE is the generator function from the
elliptic curve equation.

4: Create a ciphertext C and create a 4-bit random value r.

C=rxGE.

5: The encrypted data from ECC is created as C using the formula:

C = (r«Kpu)+ (P,q), whereas q is a point on the elliptic curve.

6: If C is a set of encrypted data which is usable by FHE, Fully Homomorphic Encryption
will be performed on C.

Therefore, FHE (C).

7: Then, the output is the final ciphertext CC.

CC=FHE(C).

8: Pace the encrypted values in the dataset and then, send it to the cloud.
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3.1.3 Data Analytics Using Data Clustering Techniques

The Extremely Distributed Clustering (EDC) approach can be used securely
with large-scale data computations(Alabdulatif et al., 2020). In this ap-
proach, several servers as virtual machines are used to make different clus-
ters of data. EDC approach can speed up the process of clustering data by
processing each subset of data independently and in parallel. This approach
can enhance the efficiency of computation by the extreme distribution of
clustering computations compared with the traditional centralized cluster-
ing approach.

EDC approach is one of the main processes in the proposed framework
in which the big data is partitioned into smaller data clusters. It can be de-
scribed in three stages. In the first stage, the initial clusters are distributed
among different virtual machines. The second stage is processing each dif-
ferent virtual machine with a clustering technique independently. The third
stage is a merging process that is performed over the whole data to produce
the final clustering output using re-normalization and reconciliation. Fig-
ure 3.2 (Alabdulatif et al., 2020) provides a general overview of the EDC
approach.

Big data is dividad Ui‘;‘:f:g' Sﬁ;ﬁmﬁ? Aggregation and
into subsets data subset Merging Process

Server 1

Normalization i i
Big data Server 2 [ Flnalhl’lizltt.lrs;;enng

Reconciliation

/

Server N

Figure 3.2: The general structure of the EDC approach.

Clustering methods are unsupervised learning techniques that are used

to cluster or group data points according to their similarities. Many cluster-
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ing algorithms are defined by researchers. However, in this study, KM and
FCM have been selected as the two well-known clustering algorithms used
widely for comparing the clustering results in the literature (hussian Hassan
et al., 2020). Every algorithm has its own performance according to the type
of clustered data. Both algorithms are centroid-based clustering algorithms
that means for each cluster a centroid is assigned to check the similarity of
each data point to that centroid according to its distance. The KM algorithm
is used as a hard clustering algorithm which means it is mostly suitable for
well-separated data that each data point only belongs to one of the clusters
whereas the FCM algorithm is counted as a soft clustering algorithm that
clusters the data points to many clusters with defining a membership de-
gree between 0 and 1. A higher membership degree is assigned to a data
point if the data point is more similar to a cluster. The data is partitioned
through many CPUs or VMs that are parallelized and work simultaneously.
Using the distributed model can decrease the clustering time and overcome
the overheads of using FHE hence more processors work on the encrypted
data. The results from each VM are aggregated and reconciled in the end
to provide final clustering results. The following sub-sections explain how

each algorithm works.

3.1.3.1 The K-Means Clustering Algorithm

Unsupervised clustering is commonly done using the K-Means approach to
group the data points to each cluster or group in a simple way. For example,
if data points are X1, X2, X3, X4, X5, ..., Xn, then they are clustered into
K clusters. One of the inputs to this algorithm is the number of clusters
that is defined manually. A cluster center or centroid C is assigned to each
cluster randomly. The data point distance to the defined centroids plays an
important role in this algorithm. Many different distancing methods can be

used such as Euclidean distance, Manhattan distance, etc. The selection of
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the distance measuring method depends on the type of data. In this study,
the Euclidean distance has been selected as the distance measuring method
hence it is fast and understandable. Algorithm 2 depicts the primary steps

in the K-Means algorithm.

Algorithm 2 K-Means Clustering Algorithm
If D=dl,d2,d3, ..., dnis a list of data points and C =cl, c2, ¢3, ..., Ck is a list of centers.

1: Identify the number of necessary clusters, ”K”.
2: Define cluster centroids “C “.
3: The Euclidean distance is calculated between each data point “D” and the cluster centers

“C” using the following:

|1D; — G| (3.1)

, where Di is a list of data and Ck is a list of centroids.
4: The Data point with a minimum distance to a cluster centroid is added to that cluster.

5: Then, the new centroid Gi is calculated using the following formula:

1 Vi
G =— D; 3.2
QL 3.2)

, Viis calculated as the number of data values in corresponding cluster i.
6: Recalculate the distance between the new cluster centroid and the data points.
7: Repeat steps 3 to 6 till no data points are reassigned to the defined clusters with the best

choice of cluster centroids.

3.1.3.2 The FCM Clustering Algorithm

The FCM clustering method is an unsupervised algorithm that clusters the
data points into two or more clusters. This kind of algorithm is suitable
for fuzzy data that can belong to more than one cluster. It has a membership
function that defines a membership degree to each data point (a value from 0
to 1) that is based on its distance to the cluster centroids. More membership

degree means that the data point is closer to a specific centroid and then it
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belongs to that cluster more. A data value is assigned to a specific group
with a higher degree of similarity and less distance to the cluster centroid.
Algorithm 3 shows the main steps in the FCM algorithm (Alam et al., 2019).

Algorithm 3 Fuzzy C-Means Clustering Algorithm
If D=dl,d2,d3, ...., dnis a list of data points and C =cl, c2, c3, ..., Ck is a list of centers,

let K be the number of clusters between 2 and M, where M is the data points number.

1: Let N be between 1 and oo, where N is any inner product produced from the norm metric.
2: Initialize the fuzzy function fij.

3: Calculate the cluster centroids C.

4: The fuzzy membership function Fij is calculated using the Equation:

-2
2 (p—af )"
fi= Y e (3.3)
k=1 HDJ _CkH

, where fij 1s a value between 0 and 1, and Dj-Ci calculates the Euclidean distance, M is
any value greater than 1.

5: Compute the fuzzy centers.

6: Repeat the steps from 2 to 5 until a minimum distance is found to a centroid C for each

data point X.

3.1.4 FHE and ECC Decryption

The decryption is performed only by the data owner. Algorithm 4 explains
the pseudo-code for the decryption process. Here, the private key is used
to decrypt the data. The input to the decryption process is the Encrypted
data (CC), and the private key (Kpr), and the output is the plaintext data P.
First, the FHE is applied to CC, and as a result, C is extracted. Then, the
ciphertext C is revealed using the private key Kpr. The random number r is
provided using the generator GE which is extracted from the elliptic curve
using the private key Kpr. Then, the plaintext P is calculated using the data

points on the curve. In the end, the decrypted values are paced in the dataset.
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Algorithm 4 FHE and ECC Decryption with unique values
Input: Private Key (Kpr), Encrypted data (CC)

Output: Plaintext data (P)

Note: Decryption is performed only by the data owner.

1: Recall the values in the provided unique list.

2: Apply the FHE decryption process on the unique list (CC) as:
FHE(CC)=C

3: Use the Private key Kpr and extract the cipher C again from the data C.
C=Kpr«C

4: Calculate a random number r using the generator GE, whereas GE is provided from the
elliptic curve equation.

C =Kpr«(rxGE)

5: Calculate the plaintext as:

q(P) = C+ P —C, whereas q is a point on the elliptic curve.

6: The plaintext data P can be calculated using the points on the elliptic curve q.
P =q(P)

7: Pace the decrypted values in the dataset.

3.2 Two Case Studies for the Proposed Frame-

work

Securing and dealing with big data in the cloud has become a challenging
issue. Best techniques, methods, and practices should be applied to ensure
privacy and smooth cloud computations. Meanwhile, data analytics tech-
niques play an important role in utilizing big data. This section presents
two different case studies that use the same datasets and perform the same
processes, but they are implemented in different environments. Each case
study has a different scope and aims to provide security and privacy for the
data owner. Furthermore, a hybrid encryption algorithm is used to secure
data using Elliptic Curve Cryptography (ECC) and Fully Homomorphic En-
cryption (FHE). Besides, clustering has been chosen as an instance of data

analytics. Moreover, a distributed computing environment is defined to de-
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crease the clustering time. Both case studies are depicted in Figure 3.3 and
Figure 3.4. Figure 3.3 shows Case Study 1 in which all the required data ex-
ist on a private cloud that is dedicated to the data owner. The data owner is
the only person who can access plaintext data. When the data owner wants
to perform data analytics, the data is encrypted using ECC and then, the
FHE encryption method. The encrypted data is finally delivered to a public
cloud, in order to do data analytics and computations. Here, a multi-cloud
architecture is used for this purpose. On the other hand, Figure 3.4 shows
Case Study 2, in which all the required data exist offline on the data owner’s
CPUs. Before sending it to the cloud for data analytics, the data owner en-
crypts the data using the same encryption method in Case Study 1. Then,
the encrypted data is sent to the cloud for computation. Case study 2 is
used when the data owner does not have any trust in third parties or even the

cloud itself. Therefore, the data is encrypted before sending it to the cloud.

Data Owner

Plaintext data
exists on a
private cloud

Plaintext data

Encryption
Using ECC
and FHE

Decryption
Using FHE
and ECC

Ciphertext data

. Data User or

the Cloud
Provider

Data analytics is
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public cloud

Data
analytics e.g.
KMeans
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Figure 3.3: The main processes and environment in Case Study 1
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Figure 3.4: The main processes and environment in Case Study 2
3.3 Summary

In this chapter, different methodologies that have been used in the conducted
studies of this thesis were presented and explained starting from the method-
ology of the hybrid encryption system using ECC and FHE to the distributed
environment in the proposed framework. The proposed frameworks can be
an efficient and useful approach for big data computations while at the same
time, the security and privacy of big data can be ensured. The proposed
methods and techniques can improve the data computation process by di-
viding big data into smaller data using a clustering approach in a distributed

model.



Chapter 4

Experimental Results

This chapter presents the experimental results according to each different
study that has been conducted in this thesis. First, an experiment is per-
formed using the concept of unique values to reduce the encryption and de-
cryption time and then reduce the whole processing time of data in the pro-
posed framework in Chapter 3 as mentioned in the thesis objectives. Using
the concept of unique values, instead of encrypting or decrypting the whole
dataset only the unique values are selected and processed. The encryption
and decryption time using the concept of unique values are compared with
the ones without using unique values in the selected dataset.

In another experiment, the proposed framework in Chapter 3 is tested in
two different case studies showing its performance in each. In Case Study
1, the data owner takes the benefit of using the cloud completely, While in
Case Study 2, all the required data exist offline on the data owner’s CPUs
without using the cloud. Before sending it to the cloud for data analytics,

the data owner encrypts the data. Then, the encrypted data is sent to the
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cloud for computation. In this experiment, the clustering time in the two
case studies is compared and evaluated.

In the next experiment, a distributed environment 1s defined using clus-
ters of processors to reduce the data processing time in an obvious way.
This can improve big data analytics as mentioned in the objective of the
thesis in Chapter 1. A centralized model has been developed to compare its
results with the distributed model to show how the distributed model outper-
formed the centralized model. The clustering time has been selected in the
two developed models as a criterion to compare the two developed models.
Besides, three datasets have been selected as smaller, medium, and bigger
datasets to check how the distributed model can reduce the clustering time
for each dataset.

Furthermore, an experiment has been performed to check the perfor-
mance and accuracy of the two clustering algorithms, KM and FCM as two
examples of data analytics in the cloud using the proposed framework. Two
different datasets have been selected one with separated data and one with
overlapped data. The objective was to check how the two clustering algo-
rithms perform using the two datasets in terms of accuracy and clustering
time in the proposed framework. The following sections define the used
datasets, platform, accuracy criteria, and the provided results for each ex-

periment.

4.1 Datasets and Designed Platform

The results of this thesis are based on three datasets Bank, Marital, and
Flight dataset. They have taken from the Kaggle website (Kaggle: Your
Machine Learning and Data Science Community, n.d.). Different data sizes
have been selected to explore the result of the distributed model on the pro-

cessing time. For example, the Bank dataset is used as a smaller dataset, the
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Marital dataset is used as a medium dataset, and the Flight dataset is used as
a bigger dataset. The datasets have been chosen after checking out hundreds
of datasets to choose the most suitable datasets to provide us with desirable
and precise results. Furthermore, the chosen datasets are better suited for
the developed framework because most of their data is integer data. As
mentioned before, FHE works better with integer data, and also, due to en-
cryption purposes, we need databases with integer values. Table 4.1 shows
each used dataset with its properties. All the selected columns have positive
integer values to be compatible with the developed framework for encryp-

tion and decryption purposes. The datasets were accessed on 27 Aug. 2021.

Table 4.1: The used datasets with their properties

Dataset Name | No. of Selected Records | No. of Selected Feilds
Bank Dataset 10128 11
Marital Dataset | 42661 20
Flight Dataset | 107316 17

The AWS cloud platform has been used to conduct the experiments.
According to the explained contribution of this research, a hybrid encryption
system has been executed on the used datasets to encrypt the data. After
data encryption, a clustering method has been used to cluster the data and
count the clustering time for different data portions and different numbers
of CPUs in a distributed computation model. For this purpose, the models
have been designed using Python in Tensorflow. The Elastic Compute Cloud
(EC2) (Amazon, n.d.) has been installed as a cloud-based virtual machine on
AWS. Furthermore, for clustering purposes, different numbers of resources
are used on AWS. Every single used CPU or VM has 2 GiB Memory with
up to 6.25 Gbps (Network Bandwidth) and a core turbo frequency of 3.5

GHz. They are powered by 3rd generation Intel Xeon Scalable processors
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and are used for compute-intensive workloads.

4.2 Evaluation Metrics for Data Clustering Ac-

curacy

The K-Means and FCM algorithms have been compared in terms of clus-
tering time and accuracy. The second unit has been selected to show the
clustering time and to measure the accuracy, F-score, True Positive Rate
(TPR), and True Negative Rate (TNR) are calculated. Furthermore, the er-
ror rate percentage has been calculated. These values have been calculated
for K-Means and FCM algorithms in the distributed model and centralized

model. The formulas to calculate F-score, TPR, and TNR are:

2TP

F —score = 4.1)

2TP+FP+FN

TP
T PR = Sensitivity = ———— 4.2
ensitivity TPIFN 4.2)

TN
TNR = Specificity = ————— 4.3
pecificity TN+ FP (4.3)

4.3 Reducing the Encryption and Decryption Time
Based on the Concept of Unique Values

To evaluate the performance of the proposed encryption method with the
concept of unique values, the provided results are compared with the ones
in the encryption method without using the concept of unique values. The
Bank dataset has been used to provide the results and evaluate the proposed
encryption method. The experiments targeted to find out the encryption and

decryption time of the proposed encryption method on different portions
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Table 4.2: Encryption and decryption time in seconds (s), using the combined encryption

method based on the number of unique values in the dataset

No. of Records | No. of Unique values | ECC Enc. | FHE Enc. | FHE Dec. | ECC Dec.
2000 4299 0.89 54.35 0.68 0.92
4000 7056 1.45 89.19 1.11 1.49
6000 8606 1.78 108.81 1.38 1.83
8000 9477 1.97 121.04 1.54 2.03
10128 11828 2.40 152.06 1.99 2.60

of data. Therefore, the dataset was divided to include 2000, 4000, 6000,
8000, and 10128 records from the selected dataset. Bank Churners dataset
has been taken from the Kaggle website (Kaggle: Your Machine Learning
and Data Science Community, n.d.). The original dataset has more than
10,000 records with 23 features. For encryption and decryption purposes,
only eleven features have been selected with positive integers.

The encryption method has been designed using Python in Tensorflow.
Different libraries were used to perform the proposed encryption method.
Two main libraries were installed for encryption purposes. They are eciespy
for ECC encryption and pyfhel for FHE. The pyfthel library works on two
backends SEAL and PALISADE (Index Pyfhel 2.3.1 documentation, n.d.).
The proposed framework has been implemented using Linux Ubunto20. Ta-
ble 4.2 shows the encryption and decryption time using the combined en-
cryption method with the concept of unique values. Before the encryp-
tion and decryption process, instead of encrypting and decrypting the whole
dataset, only unique values in the dataset are examined to reduce the encryp-
tion and decryption time. The numbers of unique values in each portion of
data have been shown in Table 4.2 as well. These numbers show the unique
values for all records in the dataset.

As it is obvious in Table 4.2, ECC encryption takes less time than FHE
encryption because ECC is a lightweight cryptography algorithm. For the
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Table 4.3: Encryption and decryption time in seconds (s), for the encryption method with-

out using the concept of unique values

No. of Records | ECC Enc. | FHE Enc. | FHE Dec. | ECC Dec.
2000 2.49 85.96 2.20 1.85
4000 5.10 138.19 3.98 2.96
6000 7.47 179.20 5.20 3.51
8000 9.66 204.74 6.37 3.96
10128 11.95 234.59 7.91 4.32

FHE, the needed encryption time far exceeds the decryption time hence
more calculations are needed to encrypt data. Different portions of data
are used to explore the encryption and decryption time for different sizes of
data using the combined encryption method. The encryption and decryp-
tion times get longer as data sizes grow. The total encryption time for 2000
records is 55.24 s and the total decryption time is 1.6 s. For 4000 records,
the total encryption time is 90.64 s, and the decryption time is 2.6 s. For
the 6000 records, the encryption time is 110.59 s, and the decryption time
1s 3.21 s. For the 8000 records, the encryption time is 123.01 s, and the
decryption time is 3.57 s, whereas, for 10128 records, the encryption and
decryption times are 154.46 s and 4.59 s respectively.

To evaluate the combined encryption method using the unique values
with the encryption method without unique values, another experiment has
been performed excluding the concepts of unique values. Table 4.3 depicts
the encryption and decryption time for different portions of data using the
encryption method without using the concept of unique values.

As shown in Table 4.3, the encryption and decryption time are increased
when using the encryption method without the concept of unique values.
The total encryption time for 2000 records is 88.45 s and the total decryption
time is 4.05 s. For 4000 records, the total encryption time is 143.29 s, and
the total decryption time 1s 6.94 s. For the 6000 records, the encryption time
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i1s 186.67, and the decryption time is 8.71 s. For the 8000 records, the total
encryption time is 214.4 s, and the total decryption time is 10.33 s, whereas
for 10128 records the total encryption and decryption time are 246.54 s and
12.23 s respectively.

The results show that the combined encryption method using the con-
cept of unique values has decreased the encryption time up to 42.6% and
the decryption time up to 56.4%. The suggested encryption and decryp-
tion method has decreased the encryption and decryption time significantly
while simultaneously providing a double security layer taking advantage of
ECC and FHE encryption methods.

4.4 Comparing Two Case Studies for the Pro-

posed Framework

The proposed framework has been developed in two different environments
using Case Study 1 and Case Study 2. In Case Study 1, all the required data
exist on a private cloud that is dedicated to the data owner. The data owner is
the only person who can access plaintext data. When the data owner wants
to perform data analytics, the encrypted data is delivered to a public cloud.
Here, a multi-cloud architecture is used for this purpose and the data owner
takes the benefit of using the cloud completely.

On the other hand, in Case Study 2, all the required data exist offline
on the data owner’s CPUs without using the cloud. Before sending it to
the cloud for data analytics, the data owner encrypts the data. Then, the
encrypted data is sent to the cloud for computation. Here, SageMaker is
used for doing data analytics which is an online clustering resource provided
by AWS. Case study 2 is used when the data owner does not have any trust
in third parties or even the cloud itself. In this experiment, the clustering

time in the two case studies is compared and evaluated.
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AWS has been selected as a platform to test the presented case studies
in Section 3.2 of Chapter 3. The two case studies are implemented to com-
pare the results, their advantages, and their limitations. In Case Study 1,
all the required libraries are installed on the EC2 instance on AWS, and in
Case Study 2, SageMaker is used as an online ML service to implement the
clustering on the cloud. Both experiments show different results hence the
implementation is different. Case studies 1 and 2 are tested using different
datasets with varying portions of data. A distributed computing method is
used to decrease the clustering time. The numbers of used CPUs are 4, 8,
and 16 to explore the effect of doubling the number of working CPUs on
data. Three datasets have been selected as a smaller dataset (Bank dataset)
with 10128 records and eleven features, a medium-size dataset (Marital
dataset) with 42661 records and 20 features, and a bigger dataset (Flight
dataset) with 107316 records and 17 features. The used datasets have been
taken from the Kaggle site (Kaggle: Your Machine Learning and Data Sci-
ence Community, n.d.). It is notable that the selected datasets have been
preprocessed before using them in this study.

The explained case studies are tested using the Bank dataset with differ-
ent portions of data containing 2000, 4000, 6000, 8000, and 10128 records.
Table 4.4 shows the clustering time in seconds using the EC2 instance in
Case Study 1, whereas Table 4.5 shows the clustering time using the Sage-
Maker in Case Study 2. As the results show, the clustering time in Table 4.5
is higher than the results in Table 4.4. Table 4.4 shows better results in tim-
ing hence the implementation is different. In Case Study 1, all the required
libraries and datasets are installed on the AWS EC2 instance. Therefore, all
required items by the used functions are available and as a result, the clus-
tering time is less. On the other hand, in Table 4.5, when the SageMaker
is used in Case Study 2, all the data and information are available only on

the data owner’s machine. When a request comes up for clustering on the
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Table 4.4: Clustering time in seconds for the Bank dataset using the EC2 instance

No. of CPUs | 2000 records | 4000 records | 6000 records | 8000 records | 10128 records
4) 5.86 10.78 15.8 21.04 26.4
(8) 3.75 6.47 9.26 11.95 15.32
(16) 2.53 4.19 5.86 7.36 11.19

Table 4.5: Clustering time in seconds for the Bank dataset using the SageMaker

No. of CPUs | 2000 records | 4000 records | 6000 records | 8000 records | 10128 records
4) 168.74 175.92 181.04 185.32 187.56
(8) 155.63 161.2 167.42 171.28 173.64
(16) 146.29 151.87 155.17 159.3 162.35

cloud, the required data should be downloaded first on the S3 bucket which
is the cloud storage on AWS. Then, the clustering process is started. That’s
why when SageMaker is used, more clustering time is needed by AWS. Be-
sides, doubling the number of CPUs that are working on data can decrease
the clustering time. In Table 4.4, the clustering time has been decreased up
to 43% whereas, in Table 4.5, the clustering time has been decreased up to
8.3% using distributed computing.

The two case studies are evaluated also using the Marital dataset with
different portions of data containing 8500, 17000, 25500, 34000, and 42661
records. Table 4.6 shows the clustering time in seconds using the EC2 in-
stance in Case Study 1, whereas Table 4.7 shows the clustering time using
the SageMaker in Case Study 2. In Table 4.6 the clustering time is much
less hence the implementation way is different and the clustering time can
be decreased up to 46%, whereas, in Table 4.7, the clustering time has been
decreased up to 7.6%.

In the third part of the experiments, Case Study 1 and Case Study 2 are
implemented using the Flight dataset with varying portions of data such as
21500, 43000, 64500, 86000, and 107316 records. Table 4.8 shows the clus-

tering time in seconds using the EC2 instance whereas Table 4.9 shows the
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Table 4.6: Clustering time in seconds for the Marital dataset using the EC2 instance

No. of CPUs | 8500 records | 17000 records | 25500 records | 34000 records | 42661 records
4) 22.37 43.65 64.87 85.90 107.90
(8) 13.14 25.08 36.87 48.64 61.00
(16) 8.00 14.85 21.58 28.33 35.42

Table 4.7: Clustering time in seconds for the Marital dataset using the SageMaker

No. of CPUs | 8500 records | 17000 records | 25500 records | 34000 records | 42661 records
4) 186.34 202.74 220.99 240.88 262.55
(8) 172.15 187.48 204.35 222.774 242.79
(16) 161.56 175.49 191.28 208.5 227.26

clustering time using the SageMaker for the Flight dataset. As itis obvious,

the clustering time in Table 4.9 is much higher than the results in Table 4.8

hence the implementation way is different. Moreover, increasing the num-

ber of CPUs can decrease the clustering time. In Table 4.8, the clustering

time can be decreased up to 48% whereas, in Table 4.9, the clustering time

has been decreased up to 7.5% using the distributed environment.

4.5 Using the Clustering in the Distributed Model

The experiments have been conducted for the Bank, Marital, and Flight

datasets to explore the effect of using different sizes of datasets on the clus-

tering process and the distributed model. The distributed model has been

designed to include 4, 8, 16, 32, and 64 virtual CPUs according to the se-

Table 4.8: Clustering time in seconds for the Flight dataset using the EC2 instance

No. of CPUs | 21500 records | 43000 records | 64500 records | 86000 records | 107316 records
4) 54.90 108.70 162.40 216.40 269.10
(8) 31.31 61.74 91.54 121.40 151.22
(16) 18.42 36.00 52.89 70.02 86.98
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Table 4.9: Clustering time in seconds for the Flight dataset using the SageMaker

No. of CPUs | 21500 records | 43000 records | 64500 records | 86000 records | 107316 records
4) 228.91 263.11 302.58 347.96 400.16
(8) 211.71 243.35 279.85 321.83 370.1
(16) 198.2 227.82 261.99 301.29 346.49

lected resource type on AWS. Doubling the number of resources in each
iteration is to find out the effect of increasing resources on the efficiency
of the distributed approach. The experiments are performed for the dis-
tributed model using two different clustering algorithms, K-Means only and
K-Means using the PCA method. In each experiment, the proposed dis-
tributed environment has been evaluated using the centralized model with
only one CPU to show how the suggested distributed model outperforms
the centralized model. It is noteworthy that the PCA is used as a dimension
reduction technique (Reddy et al., 2020) to optimize the performance and
decrease the clustering time. PCA works on the features or columns of the
selected dataset and then decreases them to the most relevant ones accord-
ing to their effect on the whole dataset. The upcoming sub-sections show

the results of conducted experiments on the selected datasets.

4.5.1 Clustering Results for the Bank Dataset

The defined framework has been tested with the Bank dataset using the AWS
cloud platform. Varying portions of data have been used to contain 2000,
4000, 6000, 8000, and 10128 records from the Bank dataset and different
numbers of CPUs have been used to execute the secured proposed clustering
framework.

Table 4.10 shows the clustering time for varying sizes of data and the
numbers of used CPUs to accomplish data clustering. It shows how using

cloud resources affects the execution time of the proposed solution. The
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provided results have approved that increasing the number of used CPUs
can decrease the clustering time. Moreover, when data size increases, the

clustering time increases as there is more data to be processed.

Table 4.10: Clustering time in seconds using the centralized-based and distributed model
in the Bank dataset

No. of CPUs | 2000 records | 4000 records | 6000 records | 8000 records | 10128 records
(D 344 636 917 1211 1503

4) 5.86 10.78 15.8 21.04 26.4

(8) 3.75 6.47 9.26 11.95 15.32

(16) 2.53 4.19 5.86 7.36 11.19

(32) 1.84 2.77 3.83 4.76 6.00

(64) 1.44 1.89 2.52 3.05 3.71

To assess the efficiency of the distributed model, the centralized model
has been used. In this model, only one CPU executes the proposed frame-
work using the same settings and platform in the distributed model. As it is
clear in Table 4.10, there is a huge difference in performance between our
proposed distributed model using 4, 8, 16, 32, and 64 CPUs and the central-
ized model with only one CPU. The distributed model has higher efficiency
in performance with less clustering time. In the centralized model, only a
single block of memory is used to support computational results whereas,
in the proposed distributed model, each VM has its memory block which
makes the process of clustering faster hence all used VMs run at the same
time to execute the clustering process. As an example, the distributed model
within 64 VMs can analyze 2000 data points in 1.44 seconds only, whereas,
in the centralized model, a single CPU takes 344 seconds to accomplish the
same job. According to the results in Table 4.10, in the distributed model,

the clustering time of the whole data can be decreased by up to 86% using
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64 CPUs instead of 4 CPUs. Furthermore, as the data size grows, the clus-
tering time reduction is greater. It is obvious that the suggested distributed
model outperforms the centralized model and makes it impractical for real-
world applications hence millions, billions, or even trillions of data records
should be analyzed and processed.

As the next part of the experiment, the PCA method has been added to
find out its effect on the suggested framework. Table 4.11 depicts the results
of adding the PCA method on the Bank dataset with the same settings in
the previous experiment. As it is clear, the clustering time results show
15% more reduction compared with the results in Table 4.10 using the PCA
method in the distributed model.

Table 4.11: Clustering time in seconds using the distributed model with the PCA method
in the Bank dataset

No. of CPUs | 2000 records | 4000 records | 6000 records | 8000 records | 10128 records
4 4.98 9.16 13.43 17.88 22.44

(8) 3.18 5.50 7.87 10.15 13.02

(16) 2.15 3.56 4.98 6.26 9.51

(32) 1.56 2.35 3.26 4.04 5.10

(64) 1.23 1.61 2.14 2.60 3.16

4.5.2 Clustering Results for the Marital Dataset

To evaluate the proposed framework with a bigger dataset, the Marital dataset
has been used with more than 40000 records. Different portions of data
have been tested to contain 8500, 17000, 25500, 34000, and 42661 records
from the Marital dataset. Table 4.12 shows the clustering time for differ-
ent data sizes and numbers of used CPUs to perform the clustering process

in the centralized and distributed model. The results in Table 4.12 show
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that increasing the number of used CPUs can decrease the clustering time

obviously.

Table 4.12: Clustering time in seconds using the centralized-based and distributed model

in the Marital dataset

No. of CPUs | 8500 records | 17000 records | 25500 records | 34000 records | 42661 records
(1) 1208 2385 3638 4822 6083

4) 22.37 43.65 64.87 85.90 107.90

() 13.14 25.08 36.87 48.64 61.00

(16) 8.00 14.85 21.58 28.33 35.42

(32) 5.06 8.90 12.70 16.46 20.49

(64) 3.10 5.11 7.23 8.90 10.97

It is considered that there are significant differences in execution time
between our proposed distributed method and the centralized model with
only one CPU. For instance, the distributed model within 64 VMs can ana-
lyze 42661 data points in 10.97 seconds whereas, in the centralized model,
a single CPU takes 6083 seconds to perform the clustering process. Accord-
ing to the results in Table 4.12, increasing the number of CPUs can decrease
the clustering time up to 90% using 64 CPUs instead of 4 CPUs. Further-
more, as the data size grows, the clustering time can be reduced more and
more using the distributed model. As it is clear, the suggested distributed
model outperforms the centralized model and provides a better solution for
data clustering taking the benefits of cloud computing resources.

For the next part of the experiment, the PCA method has been added
to the distributed model. Table 4.13 presents the results of using the PCA
method on the distributed model in the Marital dataset. The clustering time
can be reduced using the PCA method by up to 18% more reduction than
the provided results in Table 4.12.

95



Table 4.13: Clustering time in seconds using the distributed model with the PCA method
in the Marital dataset

No. of CPUs | 8500 records | 17000 records | 25500 records | 34000 records | 42661 records
4 19.01 36.67 53.84 70.87 88.48

(8) 11.17 21.07 30.60 40.13 50.02

(16) 6.80 12.47 17.91 23.37 29.05

(32) 4.30 7.48 10.54 13.58 16.80

(64) 2.63 4.29 6.10 7.34 9.20

4.5.3 Clustering Results for the Flight Dataset

The Flight dataset is used as the third dataset to evaluate the defined frame-

work. Different portions of data have been used to contain 21500, 43000,
64500, 86000, and 107316 data points from the Flight dataset with differ-

ent numbers of CPUs to calculate the clustering time. Table 4.14 shows the

clustering time for varying sizes of data and the numbers of used CPUs to

fulfill data clustering. It shows how changes in different numbers of cloud

resources affect the execution time of the clustering process and explores

the advantages of using the distributed model.
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Table 4.14: Clustering time in seconds using the centralized-based and distributed model

in the Flight dataset

No. of CPUs | 21500 records | 43000 records | 64500 records | 86000 records | 107316 records
() 3138 6105 9067 12018 15053

4 54.90 108.70 162.40 216.40 269.10

(8) 31.31 61.74 91.54 121.40 151.22

(16) 18.42 36.00 52.89 70.02 86.98

32) 10.87 20.71 30.29 39.89 49.51

(64) 6.08 10.99 15.84 20.66 25.51

There are significant differences in performance between our proposed
distributed model and the centralized model. For example, the distributed
model within 64 CPUs or VMs can analyze 107316 data points in 25.51
seconds only whereas in the centralized model, a single CPU takes 15053
seconds to complete the clustering process. According to the results in Ta-
ble 4.14, increasing the number of CPUs can decrease the clustering time
up to 91%, hence more resources work on data simultaneously.

In the next part of the experiment, the PCA method has been added to the
distributed model as a booster to find out its effect on the selected dataset.
Table 4.15 shows the results of using the PCA method on the Flight dataset
with the same settings in the previous experiments. The results show that
the clustering time can be reduced by up to 18% more compared with the
results in Table 4.14.
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Table 4.15: Clustering time in seconds using the distributed model with the PCA method
in the Flight dataset

No. of CPUs | 21500 records | 43000 records | 64500 records | 86000 records | 107316 records
4 46.67 91.31 134.79 178.53 220.66

(8) 26.61 51.86 75.98 100.16 124.00

(16) 15.65 30.24 43.90 57.77 71.32

32) 9.24 17.40 25.14 3291 40.60

(64) 5.17 9.23 13.15 17.04 20.91

4.6 Comparing the Performance of the K-Means

and Fuzzy C-Means Algorithms

The performance of the K-Means (KM) and Fuzzy C-Means (FCM) algo-
rithms has been evaluated in this section in terms of the clustering time and
accuracy. Data clustering has been used as an instance of data analytics in a
distributed environment. The results are compared to those in a centralized-
based model to analyze how well the two clustering algorithms operate in
both environments.

Different settings and configurations have been performed to implement
and test the defined methodology. In the distributed model, many VMs or
CPUs have been used to process data. For this study, 4, 8, 16, 48, and
96 CPUs have been used sequentially for the distributed model to explore
the effect of adding more CPUs on the clustering time. However, in the
centralized model, only one CPU has been used to handle data clustering.
To compare the efficiency of the two clustering algorithms, two different
datasets have been used, a well-separated dataset (Flight-Test Dataset) and
an overlapped dataset (Marital Dataset). The Flight-Test dataset has been
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prepared by manipulating data to provide the desired data. The used datasets
have been provided from the Kaggle website https://www.kaggle.com/.
Moreover, the AWS cloud platform has been selected to conduct the exper-
iments in the cloud. The experiments have been implemented using Python
TensorFlow. The EC2 instance has been used in the cloud using multiple
CPUs or VMs. Each VM or CPU has a capacity of 2 GiB, 6.25 Gbps, and
3.5 GHz. The following sub-sections explain the provided results of this
study.

4.6.1 Clustering Results using well-separated data (Flight-
Test dataset)

The experimental results for the Flight-Test dataset have been presented in
tables 4.16 and 4.17. Table 4.16 displays the clustering accuracy results
using the FCM clustering algorithm in the centralized-based model and dis-
tributed model. Three statistical measurement values are presented for each
model, TPR, TNR, and F-score. The TPR average for the FCM algorithm
in the centralized model 1s 0.8949, the TNR 1s 0.98034 and for F-score i1s
0.88552 with an Error rate ranging from 0.3% to 26.47%. For the distributed
model, the FCM accuracy performance is much better than in the central-
ized model. The TPR, TNR, and F-score are all 1 which present the optimal
performance with an error rate ranging from 0.01% to 0.07%.

Besides, Table 4.17 shows the clustering accuracy results using the K-
Means algorithm in the centralized-based and distributed model. The TPR
average for the centralized model is 0.99992, the TNR is 0.99996, and for
F-score is 0.99994, whereas the accuracy average is 0.99994 for TPR, TNR,
and F-score respectively, in the distributed model with error rate 0.05%.

As it 1s obvious, the accuracy results for the K-Means algorithm in the

centralized model are better than those for the FCM algorithm, whereas, in
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Table 4.16: The Flight-Test dataset clustering accuracy results for the FCM algorithm.

Centralized-based Model Distributed Model
Data size | TPR TNR | F-score | Error Rate | TPR | TNR | F-score | Error Rate
20000 | 0.6706 1 0.7577 26.47% 1 1 1 0.01%
40000 1 0.9017 1 9.80% 1 1 1 0.05%
60000 | 0.8074 1 0.677 13.10% 1 1 1 0.01%
80000 | 0.9974 1 0.9948 1.30% 1 1 1 0.06%
100000 | 0.9991 1 0.9981 0.30% 1 1 1 0.07%

Table 4.17: The Flight-Test dataset clustering accuracy results for the K-Means algorithm.

Centralized-based Model Distributed Model
Dataset size | TPR TNR | F-score | Error Rate | TPR TNR | F-score | Error Rate
20000 0.9998 1 0.9999 0.05% 0.9998 1 0.9999 0.05%
40000 1 0.9999 | 0.9999 0.05% 1 0.9999 | 0.9999 0.05%
60000 1 0.9999 | 0.9999 0.05% 1 0.9999 | 0.9999 0.05%
80000 0.9999 1 1 0.05% 0.9999 1 1 0.05%
100000 0.9999 1 | 0.05% 1 0.9999 1 0.05%

the distributed model, the accuracy results are almost the same for both al-
gorithms. Rather than accuracy, the clustering time has been compared for
K-Means and FCM algorithms. The numbers of CPUs that have been used
to process the data are 4, 8, 16, 48, and 96. Table 4.18 and Table 4.19 show
the clustering time for FCM and KM algorithms using different VMs. Using
more VMs can reduce the processing time of clustering. The results show
that the K-Means approach is faster than the FCM algorithm in accomplish-
ing the clustering process in both algorithms. In Table 4.18, the clustering
time has been decreased by up to 43% using 8 CPUs, by 67% using 16
CPUs, and by up to 81% using 48 CPUs and 90% using 96 CPUs instead
of 4 CPUs. Therefore, there is more reduction in the clustering time using

more resources in the distributed model. According to the provided results,
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when the data is well separated, the K-Means algorithm performance can be
better than the FCM algorithm.

Table 4.18: The Flight-Test dataset clustering time in seconds for the FCMC algorithm in
the distributed model.

No. of VMs | 20000 records | 40000 records | 60000 records | 80000 records | 100000 records
4) 111.16 216.88 322.33 426.82 520.73
(8) 65.29 124.62 183.21 241.69 294.86
(16) 39.75 73.79 107.23 140.76 171.73
(48) 25.14 44.23 63.11 81.79 99.79
(96) 15.39 25.4 35.93 44.23 53.96

Table 4.19: The Flight-Test dataset clustering time in seconds for the K-Means algorithm
in the distributed model.

No. of VMs | 20000 records | 40000 records | 60000 records | 80000 records | 100000 records
4) 49.69 95.86 140.75 185.26 226.02
(8) 29.19 55.09 80 104.89 127.97
(16) 17.79 32.59 46.82 61.1 74.54
(48) 11.25 19.56 27.54 35.5 43.32
(96) 6.86 11.21 15.94 19.19 23.41

4.6.2 Clustering Results using overlapped data (Marital
dataset)

The Marital dataset has been utilized to test the execution of the K-Means
and FCM algorithms. Table 4.20 and Table 4.21 show the accuracy of the
two clustering algorithms using the overlapped dataset. When the results are
compared in tables 4.20, and 4.21, it is obvious that the accuracy is higher

for the FCM algorithm in both models the centralized-based and distributed
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model. In Table 4.20, the TPR, TNR, and F-score are all 1 in the centralized
model with an error rate ranging from 0.06% to 0.35%, and they are 0.9869,
0.9875, and 0.9933 respectively in the distributed model with the error Rate
ranging from 0.07% to 0.64%. Besides, in Table 4.21, the TPR, TNR, and
F-score are 0.9996, 1, and 0.978175 respectively in the centralized model
with the error rate ranging from 0.27% to 0.72%, and they are 0.973275, 1,
and 0.96415 respectively with the error Rate ranging from 0.40% to 1.13%
in the distributed model. When comparing the results in Table 4.20 and
Table 4.21, it is noticeable that the accuracy results are higher for the FCM
algorithm in the centralized-based and distributed model. It means that from
the accuracy aspect, the efficiency of the FCM algorithm can be better than

the K-Means algorithm in the case of overlapped data.

Table 4.20: The Marital dataset clustering accuracy results for the FCM algorithm.

Centralized-based model Distributed model
Dataset size | TPR | TNR | F-score | Error Rate | TPR | TNR | F-score | Error rate
10000 1 1 1 0.35% 0.9972 1 0.9986 0.43%
20000 1 1 1 0.14% 1 1 1 0.07%
30000 1 1 1 0.05% 1 0.95 1 0.18%
40000 1 1 1 0.06% 0.9504 1 0.9746 0.64%

Table 4.21: The Marital dataset clustering accuracy results for the K-Means algorithm.

Centralized-based model Distributed model

Dataset size | TPR | TNR | F-score | Error Rate | TPR | TNR | F-score | Error Rate

10000 0.9992 0.9623 0.72% 0.9557 0.9401 1.13%

20000 0.9996 0.9768 0.45% 0.9751 0.9644 0.68%

30000 0.9998 0.9874 0.30% 0.9802 0.9748 0.49%

—_— | | |
SR (G G R —

40000 0.9998 0.9862 0.27% 0.9821 0.9773 0.40%

Furthermore, the execution time for the clustering process has been com-
pared in Table 4.22 and Table 4.23 for the FCM and K-Means algorithm.
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The K-Means algorithm is faster than the FCM algorithm in the case of
using overlapped data and well-separated data. However, the accuracy dif-
fers in both cases. In 4.22, the clustering time has been decreased in the
distributed model by up to 90% using 96 CPUs instead of 4 CPUs.

Table 4.22: The Marital dataset clustering time in seconds for the FCMC algorithm in the
distributed model.

No. of VMs | 10000 records | 20000 records | 30000 records | 40000 records
4) 52.35 102.14 151.8 201.01
(8) 30.75 58.69 86.28 113.82
(16) 18.72 34.75 50.5 66.29
(48) 11.84 20.83 29.72 38.52
(96) 7.25 11.96 16.92 20.83

Table 4.23: The Marital dataset clustering time in seconds for the K-Means algorithm in

the distributed model.

No. of VMs | 10000 records | 20000 records | 30000 records | 40000 records
4) 22.66 43.71 64.18 84.48
(8) 13.31 25.12 36.48 47.83
(16) 8.11 14.86 21.35 27.86
(48) 5.13 8.92 12.56 16.19
(96) 3.13 5.11 7.27 8.75

4.7 Summary

This chapter presented different experiments and the provided results for
each different study that was conducted in this thesis. An efficient method
was added to the suggested encryption and decryption algorithm to speed
up the encryption and decryption time. The combined encryption and de-

cryption methods were based on the concept of unique values. Instead of
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encrypting or decrypting the whole dataset, only the unique values are en-
crypted or decrypted. The encryption and decryption time in the combined
encryption and decryption method with unique values compared with the
ones in the encryption and decryption method without using the unique val-
ues to find out the efficiency of the combined encryption method. The re-
sults showed that the combined encryption method using the concept of
unique values could decrease the encryption time by up to 43% and the de-
cryption time by up to 56%.

Besides, two case studies were defined for securing big data analytics
and computations. The purpose of using each case study was different. Both
case studies used the same processes for securing data in the cloud and
data analytics. ECC and FHE have been used as two powerful encryption
methods to provide a double layer of security. Besides, K-Means clustering
has been used as an instance of data analytics in the cloud. The explained
case studies were tested and implemented using three different datasets that
are different in size. Furthermore, a distributed computing method has been
used to decrease the clustering time and overcome the overheads of using
big data. The experiments showed that the clustering time decreased by 48%
in Case Study 1 and 8.3% in Case Study 2 using the distributed computing
environment.

Additionally, a distributed model was used to reduce the clustering time.
The encrypted data is distributed over many VMs or CPUs to accomplish
the clustering job simultaneously. To approve the outperformance of the
suggested distributed model, the provided results in the distributed model
were compared with the results in a centralized model. Moreover, the PCA
method was used as an extra proposed solution to decrease the clustering
time more and more. The results showed that data analytics improved sig-
nificantly by up to 91% using 64 CPUs instead of 4 CPUs, and the clustering
time was reduced by up to 18% more reduction by adding the PCA method

104



to the distributed model. The proposed framework in this chapter can be a
novel solution for data security in cloud-based big data analytics.

Finally, to check the performance of the KM and FCM clustering algo-
rithms in terms of the clustering time and accuracy, two different datasets
were selected one with well-separated data and the second with overlapped
data. The used datasets were prepared to provide the desired data to be
used in the developed framework. the experiments showed that the K-
Means clustering algorithm performed better than the FCM algorithm in
terms of accuracy and clustering time when the data is separated. However,
when data overlapped, the FCM clustering algorithm provided better accu-
racy than K-Means. Therefore, when the quality of the clustering process
is important, FCM can be a better choice than K-Means. Besides, the K-
Means algorithm showed a better performance in the execution time in both

datasets with less clustering time compared with the FCM algorithm.



Chapter 5

Conclusion and Recommendations

This chapter summarizes the results and concludes the findings of this
thesis. Besides, a security analysis has been provided to show the complex-
ity of the applied encryption techniques. The CAP theorem is explained
according to the AWS distributed system. Furthermore, recommendations

and future works have been addressed.

5.1 Summary

Our proposed framework can be a better way to preserve the privacy of big
data. In this thesis, the big data is divided into smaller datasets using the
clustering process and the EDC approach. Consequently, the proposed ap-
proach is a useful method for computing big data which converts the big
data into smaller sets of data while the privacy and security of data can be
preserved simultaneously. Furthermore, the proposed encryption and de-
cryption scheme provides faster encryption and decryption time which can

be efficiently used in big data computations to reduce HE and big data an-
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alytic overheads. Once the data is encrypted, it can be stored in the cloud
using AWS public cloud as an example, and then, the user or the provider
can do the cloud computations without a need to decrypt the data. Only
the authenticated user can ask for the decryption of the data. Therefore, the
data is never been stored in the cloud as plaintext. As a result, the secu-
rity and privacy of data can be ensured as mentioned in the objectives and
contributions of this thesis in Chapter 1.

The combined encryption method with the concept of unique values can
be used for secured computations on the cloud. In the suggested encryption
method, ECC is used as a lightweight encryption method that needs fewer
key sizes compared with other encryption methods, and it can provide the
same level of security. Besides FHE has been added to make the encrypted
data applicable for data computations in the cloud. Meanwhile, the only
person that has the ability to decrypt data is the data owner. Therefore,
upon the assumption that ECC and FHE are secured, the suggested hybrid
encryption method can provide two layers of security for data. If one layer is
broken by the hacker, the second layer of protection exists and data privacy
can be preserved as it is mentioned in the objective and contribution of the
thesis in Chapter 1. However, with using FHE other challenges come out
such as the data should be an integer. This restricts the type of the used data
(Alabdulatif, Khalil, et al., 2017). Another challenge could be how to make
the data understandable by FHE after encrypting it with ECC. To overcome
this issue, a preparation process has been performed on the selected dataset
to include only columns with positive integer values.

Figure 5.1 shows the encryption time for the combined encryption method
with and without the concept of unique values for different portions of data
containing 2000, 4000, 6000, 8000, and 10128 records. As it is obvious in
Figure 5.1, the encryption time has been reduced in the combined encryp-

tion method by using the concept of unique values. The experiments show
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that using the concept of unique values can reduce the encryption time by
up to 43%.

Encryption Time in Seconds
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MW Encryption without unique values Encryption with unique values
Figure 5.1: Encryption time with and without the use of unique values method

Figure 5.2 shows the decryption time for the combined decryption method
with and without the concept of unique values for different portions of data
containing 2000, 4000, 6000, 8000, and 10128 records. As it is obvious in
Figure 5.2, the decryption time has been reduced in the combined decryption
method notably. The experiments show that using the concept of unique val-
ues in the decryption process can significantly reduce the decryption time by
up to 56%. Hence the processing time in the combined encryption method
using the unique values depends on the number of unique values, as much
as there are more repeated values, there is more reduction in the processing
time. Moreover, as far as more unique values are processed, more process-
ing time is needed.

There is no doubt that the most important thing in nowadays business is
data. The combined encryption method provides two layers of security tak-
ing benefits of two encryption algorithms, ECC and FHE. As ECC depends
on discrete logarithms, it is very difficult to be broken. At the same time,
it is a lightweight algorithm that does not need too much time to encrypt
the data. Furthermore, FHE is added to the suggested encryption method

to enable the data for the cloud computations while the data always is in its
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Figure 5.2: Decryption time with and without the use of unique values method

encrypted form. Using this hybrid encryption technique can make the data
owner confident that always the data is safe. Furthermore, using the fast en-
cryption method based on the concept of unique values can notably reduce
the encryption and decryption time. It can be used as a good approach to
enhance any encryption or decryption method.

Figure 5.3 shows the clustering time in both case studies defined in Sec-
tion 3.2 of Chapter 3 for the Bank dataset. Case Study 1 takes the benefits
of using the cloud completely while Case Study 2 ensures the security and
privacy of data even from the third parties and the cloud provider. Case
study 2 can be a suitable choice for a data owner who does not trust cloud
providers.

Concerning the contribution of the thesis, the experiments showed that
using distributed computing decreased the clustering time significantly. Fig-
ure 5.4 depicts the amount of decrement in each dataset for both case studies
in Section 3.2 of Chapter 3. In Case Study 1, the clustering time decreased
in the Bank dataset by up to 43%, in the Marital dataset by up to 46%, and
in the Flight dataset by up to 48%. Likewise, in Case Study 2, the clustering
time has been decreased using distributed computing. However, the decre-
ment was not as much as in Case Study 1. In Case Study 2 for the Bank

dataset, the decrement was up to 8.3%. Also, for the Marital dataset, the
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Figure 5.3: The clustering time in seconds (s) implemented by 4 CPUs in Case study 1 and
Case study 2 for different portions of data in Bank dataset (2000, 4000, 6000, 8000, and
10128 records)

decrement was up to 7.6%, and in the Flight dataset, it was up to 7.5%.

Amount of decrement in each dataset in
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Figure 5.4: Percentage of decrement in Case study 1 and Case study 2 for each dataset

When comparing Case Study 1 with Case Study 2 in Section 3.2 of
Chapter 3 technically, some points should be taken into consideration. In
Case Study 1 to do the clustering process, the scikit-learn library has been
selected which is a well-known ML library. Using this library is free and
no need for any Internet connectivity. However, the user should update the
software if any update is available. On the contrary, in Case Study 2, the
SageMaker cloud library is not free, it is a paid version. Meanwhile, the
cloud provider updates it in case of any change or update. To use the Sage-

Maker on any user machine, Internet connectivity is essential.
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The proposed framework in Chapter 3 has been secured using a double
encryption technique that used ECC and FHE encryption methods. What
distinguishes the framework is that any authenticated data user can exe-
cute data analytics computations on the ciphertext without any decryptions.
The data analytic computations such as machine learning algorithms can
be easily executed on the proposed framework. Hence a hybrid encryption
system has been used in the proposed framework, it is difficult to generate
encrypted data that can be understandable or processable by data analytic
computations. One of the challenges comes out when using FHE as the
implementation of FHE is applicable only with integer values or integer do-
mains (Alabdulatif, Khalil, et al., 2017). To avoid the issue, only integer
values have been selected from the used datasets.

The experiments showed that increasing the number of used CPUs can
significantly decrease the clustering time of data. Moreover, more data to be
processed, therefore more clustering time is needed as there i1s more data to
be processed. Besides, when increasing the data size, there is more reduc-
tion in the clustering time using the distributed model. Figure 5.5 illustrates
how the clustering time is affected by different numbers of CPUs for each
dataset while processing whole data. To check the effect of using cloud re-
sources on the clustering time of data, different numbers of CPUs have been
used. As it is clear in Figure 5.5, adding more resources can decrease the
processing time of data. Therefore, scalable cloud resources should be used
to reduce the overhead of using big data.

Figure 5.6 shows the percentage of decrement for the clustering time in
the distributed model. As it is shown in Figure 5.6, the clustering time for
the Bank dataset was decreased by up to 86%, in the Marital dataset, by up
to 90%, and in the Flight dataset by up to 91% using 64 CPUs instead of
4 CPUs. Therefore, in the case of big data, as much as there is more data,

there might be more percentage of decrement in clustering time using the
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Figure 5.5: The effect of using the distributed model in each dataset

distributed model. Furthermore, the PCA method was added to the proposed
distributed model to check its effect on the selected datasets. As PCA works
on the most relevant features or columns, if there are more features to be
processed, then there might be more reduction in the clustering time using
the PCA method. In the conducted experiments, the PCA method showed

up 18% more reduction in the clustering time using the distributed model.
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Figure 5.6: The percentage of decrement in the clustering time of each dataset using 64
CPUs instead of 4 CPUs

The scalability of the proposed solution can be discussed in three points.
They are clustering time, the number of resources, and the cost of money.
The proposed framework is scalable for any size of data even with millions
of points and hundreds of resources. Obviously, in a distributed environ-
ment, a greater number of used CPUs provides less clustering time. How-

ever, in real-world applications, the number of used resources is related to a
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physical cost which may limit the number of resources that can be used and
therefore limit minimum clustering time. It is notable that in some cases
when more resources are added, there is no further reduction in clustering
time. So, it is better to stop adding more resources to avoid adding more
costs using the cloud. On the other hand, for the centralized model, only
one CPU is needed to accomplish the processing but there is a huge gap
in clustering time which can be significantly considered. The centralized
model needs more time to process data and then the cloud will add more
cost. The difference is very big in clustering time between the distributed
model and the centralized model. For instance, in the Flight dataset, the cen-
tralized model executed the clustering process in more than 4 hours while
with the same configurations, the distributed model could accomplish it in
only 25 seconds which is a huge difference in results. As per cloud policy,
more time to use the cloud more cost will be added.

Concerning the objective of the thesis, there is a significant gap between
the results provided by the centralized model and the distributed model. The
distributed model can reduce the processing time obviously.Table 5.1 shows
the clustering time in seconds provided by comparing both models for the
three selected datasets. Additionally, the reduced clustering time using the
PCA method has been shown in the table. In the Bank dataset, to process
the whole dataset, 1503 seconds were required whereas using the distributed
model, only 3.71 seconds were required to accomplish the clustering pro-
cess. Furthermore, using the PCA method, the clustering time was reduced
to 3.16 seconds as the minimum clustering timing using 64 CPUs to process
the whole dataset. Likewise, the centralized model required 6083 seconds
to process the whole Marital dataset using 64 CPUs whereas in the dis-
tributed model only 10.97 seconds were required to do the clustering job.
Also, adding the PCA method could reduce the clustering time by up to 9.2

seconds. Also, in the Flight dataset, the elapsed clustering time using the
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centralized model was 15053 seconds compared with the distributed model
which took only 25.51 seconds to finish the clustering process on the whole
dataset. Additionally, the PCA method could reduce the timing up to 20.91
seconds which is the minimum clustering time using 64 CPUs. The devel-
oped distributed model has powerfully reduced the clustering time needed

to accomplish the data clustering on the whole dataset.

Table 5.1: Clustering time in seconds needed by different models on the whole dataset
using 64 CPUs

Name of the Dataset | Centralized Model | Distributed Model | Distributed with Adding PCA
Bank 1503 3.71 3.16

Marital 6083 10.97 9.20

Flight 15053 25.51 20.91

There is no discussion that time is an important factor in any data analyt-
ics or computations, especially nowadays. However, other factors should be
considered, such as cost and acceptable reduction in accuracy as all of them
can be counted as the most important factors to define performance. Cost
can be a limiting factor in defining the clustering time as it can be calculated
by the number of used resources in the cloud. Additionally, there is more
possibility of reducing the clustering accuracy when using more clusters of
nodes to accomplish the clustering job. As all clusters are working in par-
allel and at the same time, there i1s a merge process at the end to merge all
the results provided by the nodes. With more nodes to be merged, there is
more possibility of a reduction in the accuracy of clustering results. There-
fore, there is a trade-off in choosing the best combination of cost, number
of resources, time, and acceptable errors or desired clustering accuracy.

When the performance of the proposed framework is compared with
other researchers, it can be found that the work in (Alabdulatif et al., 2020)
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also used a secure framework with clustering but with one layer of security.
In the mentioned study, the framework decreased the clustering time by up
to 81% using a similar dataset and settings, while our proposed framework
succeeded in further reduction and decreased the clustering time by up to
86% in the Bank dataset with two layers of security. The defined framework
can be a novel approach toward efficient and secure data analytics in the
cloud. The suggested solution integrates a hybrid encryption method with a
distributed computation environment to enhance the data clustering process,
taking benefit of cloud resources.

To check the efficiency of the K-Means and the FCM clustering algo-
rithm, two different datasets have been selected. The Marital dataset is an
overlapped dataset, and the Fight-Test dataset is a well-separated dataset.
The efficiency for both algorithms is measured as the accuracy and the ex-
ecution time to accomplish the clustering process on data. The clustering
process has been performed in two different environments, the centralized-
based and distributed model. The provided results indicate that the FCM
algorithm has better accuracy for the overlapped data in contrast with the
K-Means algorithm. However, K-Means has been shown better accuracy in
the case of well-separated data. In terms of clustering time, the K-Means
algorithm is faster in both types of data. Figure 5.7 shows the accuracy re-
sults for both algorithms, K-Means, and FCM. Besides, Figure 5.8 shows
the clustering time of processing whole data for both algorithms using 96
VMs.

Many parameters should be defined when working on data. To perform
data analytics three aspects are crucial to be considered: Execution time,
Accuracy, and Cost of using different resources. The cost of using different
resources can be calculated easily by the cloud platform. This study focuses
on how well K-Means and Fuzzy C-Means techniques perform in terms

of clustering speed and accuracy as two crucial factors to determine how
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Figure 5.7: Comparing the accuracy (F-score) of FCM and KM clustering algorithms in

the centralized-based model.
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Figure 5.8: Comparing the clustering time in FCM and KM clustering algorithms using the
whole dataset and 96 VMs.

effective the algorithms are. Defining the best algorithm depends on the
type of data and the environment in which the defined algorithms operate.
If the quality of the clustering is required, then the FCM algorithms could
be a good choice to provide more accurate results (Hakyemez, Bozanta, &
Coskun, 2019). However, if the classification time is a priority, the K-Means
algorithm can be recommended which can provide good results.

Using cloud facilities can improve data analytics performance. In this
study, a distributed model has been designed to speed up the clustering pro-
cess using simultaneously working CPUs on the encrypted data. Hence the
data analytics process is performed on encrypted data especially data en-

crypted with FHE; the distributed model can effectively overcome the over-
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heads of using encrypted data. Adding more resources can reduce the clus-
tering time more hence all resources work simultaneously. At some points,
adding more resources does not affect the clustering time. Here, we should
stop adding more resources. The number of added resources depends on the
data size and the desired cost.

Our study provides a secure framework for big data analytics that uses
a hybrid encryption method to increase the security of data in the cloud.
The data computation can be performed on encrypted data without any need
to decrypt it. Furthermore, a distributed clustering method has been added
to the developed framework to speed up big data analytics. The proposed
framework differs from other works in literature by combining the encryp-
tion and the clustering methods with the clustering algorithm and using the
principal component analysis (PCA) method to reduce further the compu-
tation time as well as implementing the concept of unique values to reduce
the encryption and decryption time. Also, our study compares the two clus-
tering algorithms for different types of data, well-separated and overlapped
data, and shows how the KM and FCM algorithms can operate well in both
cases to provide the desired accuracy level and clustering time.

The possible threat and limitation to the proposed solution could be
different algorithms and methods that can be used to apply the ECC and
FHE. Many algorithms have been proposed for each and a small change in
any algorithm can affect the provided results. Moreover, developing such a
framework using ECC and FHE concepts requires a researcher with a rich
mathematical background to understand every step clearly, especially when
encrypting the data with ECC and then with FHE. The data should be in a
format that can be understandable by the next step and also by the cloud.
Moreover, the results depend on the chosen platform or cloud computing
system.

Furthermore, choosing a suitable dataset for implementing this frame-
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work can be challenging. As data is clustered after encrypting with FHE,
any similar data with a small change in the decimal point numbers can be
clustered as a different group while they should be similar and clustered as
one group. To avoid such problems and also for encryption purposes, only

the integer values have been selected from the datasets.

5.2 Security Analysis and Complexity

To check the security complexity and analyze the level of privacy for the
proposed framework in this thesis, different points of view should be ad-

dressed and analyzed. the following sub-sections explore them.

5.2.1 FHE Security Analysis

The privacy of FHE can be evaluated from three different points. They are
Points of Attack, Requested Properties, and FHE Characteristics. Examples
of Points of Attack are feature extraction, data storage, and authentication
sensors. There are no attacks that can be handled by the FHE scheme at the
sensor or feature extraction level as they are hardware-oriented. Therefore,
to increase the level of security in such situations, recommended and best
practices should be applied to the network such as using best organizations
policies and certifications. Besides, for the feature extraction security soft-
ware can be integrated with the FHE to increase the level of security and
privacy. The embedded software can directly create a ciphertext from the
authentication information entered by the user.

From the point Requested Properties, many properties can be addressed.
One of the requested properties in any FHE 1s Non-reversibility. This prop-
erty means that it is impossible for the FHE to reconstruct the user’s original
data or the plaintext or even generate a new template of it. If any changes

happen to the ciphertext, it is not accepted anymore. The FHE is based on
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semantic security, which is considered a strong security property that means
it is computationally infeasible to extract any plaintext information from the
ciphertext. This property increases the difficulty of accessing the plaintext
even if the attacker knows the length of the message and the public key. An-
other requested property is preserving the accuracy of computations on the
ciphertext. The FHE evaluation algorithm makes sure that the performed
computations on the ciphertext are accurate. The resulting noise during
the computation is controlled by a function to keep the results and com-
puted ciphertext accurate and precise. In addition, Renewability is another
requested property. It means that the FHE can generate many ciphertexts
using the same original template. As the FHE uses semantic security, many
versions of ciphertext are generated from the plaintext to make sure that
privacy has been preserved and the computations are secured. Moreover,
diversity is another requested property in the FHE. It means the difficulty of
cross-matching for the encrypted templates used in different applications.
When using the FHE, all the authentication templates are in encrypted form
even the computations. The final result can be decrypted only by the user
who has the private key. The private key is never shared with other users in
the authentication process. Therefore, when using the FHE, each applica-
tion has its key infrastructure. Furthermore, revocability is another property
in FHE. Revocability is defined as the ability to quickly revoke a compro-
mised authentication template and construct a fresh one using the original
authentication template. Randomness denotes that it is impossible to fore-
cast a future acceptable template based on prior revoked templates. Because
of the characteristics of the FHE scheme and the authentication system us-
ing the FHE scheme, the authentication data are always safe. In fact, the
key generation, encryption, and decryption algorithms for the FHE method
all use a randomized algorithm.

Another point of security analysis could be the analysis of FHE Charac-
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teristics. To understand how a FHE can be attacked we have to consider that
the FHE scheme is based on ideal lattices. An attacker may use a lattice-
reduction algorithm to comprise an FHE scheme. This algorithm works on
short and near-exact or approximate vectors. An approximation algorithm
is the best type to test the FHE scheme since it is faster than an exact algo-
rithm.

To test the security complexity of the FHE, an experiment was per-
formed in (Chen & Nguyen, 2011). In this experiment, the three used
Hermite constants are 1.67, 1.14, and 1.03 called toy, small and medium
respectively. An approximation approach was used to find out the attack
expected time for a specific lattice dimension. It was discovered that the
expected times to decrypt ciphertext using the approximation approach are
30 core days, more than 45 core years, and more than 68,582 core years
for the toy, small, and medium respectively, with lattice dimensions of 512,
2,048, and 8,192. Therefore, it is advised that the FHE technique should be
secured by using a minimum lattice dimension of 10,000 (Alberto Torres,
Bhattacharjee, & Srinivasan, 2015).

5.2.2 ECC Security Analysis

A lightweight public key encryption method is Elliptic Curve Cryptogra-
phy. It is based on algebraic foundations of elliptic curves with finite fields
and employs the Discrete Logarithm Problem (DLP). Therefore, the elliptic
curve discrete logarithm problem (ECDLP) forms the basis of ECC secu-
rity. Moreover, it uses smaller key sizes and provides a good level of secu-
rity compared to other encryption methods like RSA. ECC can provide an
exponential challenge over time to the attacker that is difficult to break. For
example, 160 bits of elliptic curve cryptography is the same as 1024 bits
of RSA with a smaller key size. Therefore, it has faster cryptographic op-

erations with smaller weights, and it is used in many applications to speed
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up and simultaneously, protect communications. It is introduced in 1985 by
Victor Miller and Neil Koblitz and used in many applications like Transport
Layer Security (TLS), Bitcoin, and digital signatures (Narayan, 2018).

The most popular attacks against ECC are side-channel attacks which
are known as hardware attacks. This type of attack is based on extracted
information such as power consumption, timing, and other temporal infor-
mation extracted during hardware implementation of the cryptosystem on
the network. Side-channel attacks try to access the secret key or some parts
of it (Gabsi et al., 2021).

The effectiveness of ECC is explained as integrity, recency, and secrecy
of the data shared between all locations. A malicious adversary may use the
transferred data to breach the confidentiality of the sensitive data. By using
the encryption phase, these threats can be mitigated. Additionally, only
one copy of each data message is sent from the original source in order to
guarantee the accuracy of all data transferred. Each message has a signature
connected to it. In order to prevent counterfeiting of the report when it is
stored at other sites, the signature is generated using a private key that is
only known to the source.

ECC is used to aggregate the confidentiality and integrity of data through
its performance. The proper elliptic curve parameters, the master public
key, and a network-wide random number are pre-loaded on each site. At
predetermined intervals, the integer is utilized to generate a new key (k).
This guarantees that the signatures are secure against attacks and additive.
Each site selects a private key and computes the appropriate public key at
the beginning of each cycle. It is simple to choose a private key; the site
must select an integer from the elliptic curve’s field. Every time a round
of processing is performed, a new public and private key combination is
required because it only takes two signatures for a malicious site to figure

out another site’s private key. If a different message is signed with the same
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private key, it means that the signature is not safe anymore. All signatures
can be concatenated using a straightforward arithmetic operation because
of the way the signature scheme is structured. This reduces the amount of
work needed from a master site and makes Privacy-Preserving Data Mining
possible. The transmitted data is designed to be compatible with aggregated
signatures and homomorphic encryption. After a predetermined length of
time, the aggregator site waits for data to arrive before adding the ciphertexts
with a digital signature and public keys. At the conclusion, the master only
receives one transferred data, which is one ciphertext that corresponds to the
total of all sites’ readings to make sure of the integrity and confidentiality
of data. Moreover, it receives a single signature that represents the whole
of all data and public keys from all sites. Therefore, the message can then
be decrypted and its integrity confirmed by the master using the total of
signatures and public keys.

The complexity of ECC is determined by defining the logarithm problem
of elliptic curves. An experiment conducted in (Bao, 2022) showed how
much time is needed to find the logarithm problem of an elliptic curve using
Pollard’s rho method. This study stated that for different key sizes such
as 150, 205, and 234 of bits, 3.8 x 10 19, 7.1 x10 8, and 1.6 x10 2 of
MIPS years are needed respectively to find out the logarithmic problem of

the elliptic curves.

5.3 CAP Theorem in AWS

According to the CAP principle, partition fault tolerance (P), consistency
(C), and availability (A) cannot all be met simultaneously by a distributed
storage system. Failure is occurring in distributed systems, so partition fault
tolerance is necessary. As a result, there is a trade-off between consistency

and availability when developing a system. In other words, because avail-
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ability must be ensured for most Internet applications and network failures
are common due to the huge number of dispersed Internet of Things deploy-
ment nodes, the only way to ensure service AP is to abandon consistency.
However, consistency is crucial for the financial service business model and
other scenarios, hence the CA and CP models are typically examined.

With Amazon Elastic Compute Cloud (EC2), Amazon Elastic Block
Store (EBS) 1s a high-performance, cloud-based block storage solution. The
CAP theorem states that it is possible to solve for either consistency or avail-
ability but not in the presence of a partition fault tolerance. EBS must ad-
dress both, and by combining an understanding of data center and power
topology with a design that makes use of the idea of the cell as a logical
unit, it can provide strong statistical assurances of consistency and avail-
ability. Moreover, each EBS unit in an Availability Zone contains a cell,
which is made up of seven duplicate copies of the unit’s configuration data
that is stored on seven different servers. Every copy of the configuration
data is referred to a node and thousands of nodes can generally be stored on

one physical server.

5.4 Recommendations and Future Work

In future works, the existing HE algorithms should be improved in terms of
performance and efficiency for different schemes. Moreover, hybrid tech-
niques and ML optimization algorithms should be used to increase the se-
curity and quality of services for HE. Furthermore, the complexity of the
proposed algorithms should be reduced more because when the complex-
ity is reduced, the needed time for the encryption and decryption will be
reduced as well. In addition, more extensive datasets should be targeted
to figure out the effect of the combined encryption method with the con-

cept of unique values on bigger data. Moreover, the combined encryption
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and decryption method should be compared with other efficient methods
in decreasing encryption and decryption time to evaluate its efficiency and
performance.

Regarding the proposed framework in this study, clustering algorithms
other than the K-Means and FCM should be used and compared to guide the
researchers and provide them with the most suitable algorithm according to
their situation. Furthermore, other data analytics techniques can be applied
to the developed framework to prove its efficiency and flexibility in all data
analytics situations. Also, Other performance criteria other than the cluster-
ing time and accuracy should be studied such as the cost of using different
numbers of VMs or CPUs and other types of resources to explore all the

requirements for applying the proposed framework.
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