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Abstract

The Information Technology (IT) era supports the adoption of Cloud Computing (CC)
on a large scale in many business fields, at which the Financial Institutions (FI) such as
Banking sector is not an exception.

Several gaps were found during the literature review. While several CC methods,
strategies, or frameworks have been proposed or utilized for CC adoption in many
economic sectors including the FI banks, it is still a relatively new initiative in many
other countries including Bahrain. While Enterprise Architecture (EA) is claimed to be
a leading information and business management discipline to develop an architecture
that guides the transformation to CC adoption of an enterprise from a baseline state to
a target state. However, there is an evident lack of scholarly articles on the development
of CC adoption frameworks from an EA perspective. Also, it was found that scholarly
articles in the evaluation of the CC adoption framework are scarce.

To address those gaps, this thesis aims at developing and evaluating a cloud computing
adoption framework for financial institutions (CCAFF) in Bahraini Banks by adapting
a tailored version of the Open Group Architecture Framework (TOGAF) and
embedding a tailored version of an enterprise cloud adoption strategy (ECAS) and then
evaluating the CCAFF based on several criterians.

A six phased Design Science Research Methodology (DSRM) is employed to design
the research report, guide, and develop the CCAFF, while the exploratory nature of the
research necessitates the employment of a holistic single Case Study strategy for an FI-
01 bank, based on semi-structured interviews and document analysis data collection
techniques. Alongside, the data was analyzed using the pattern matching technique. For
the CCAFF evaluation, the Delphi technique was employed at which seven experts in
two rounded panels contribute to the evaluation findings based on six criteria.

The evaluation findings demonstrated promising results in terms of ease of use (86.4%),
usefulness (84.6%), decision-making support (86.6%), comprehensiveness (85.8%),
time efficiency (84.8%), and usage intention (84.8%).

Keywords: Cloud Computing Adoption, Strategy Framework, FI, Banks, Enterprise
Architecture, TOGAF, Kingdom of Bahrain.
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Chapter 1

Introduction

1.1 Overview

This chapter presents an overview and discusses the fundamental
background of the study, while Section 2 emphasizes the current knowledge
state with actual gaps in the research area. Section 3 identifies the main
research issues using the explorative technique to present the problem
statement, whereas the research objective and questions are claimed in
Sections 4 and Section 5. The significance of the research and the research
structure are discussed in Section 6 and Section 7, respectively, while
research methodology and limitations are highlighted in Sections 8 and 9

consecutively. Section 10 sums up the entire chapter.

1.2 Background of the study

From one side, Cloud computing (CC) has created a new horizon in
many economic sectors, at which it provides on-demand computing services
with a dynamic performance capability, low entry costs, ubiquitous access,
availability, flexibility, and scalability (Zhang et al., 2010; Muller et al.,
2015), and it has rapidly grown, so it would enforce institutions to adopt it
(Kashfi, 2017).

According to Mell and Grance (2011), the national institute of
standards and technology (NIST) defines Cloud Computing (CC) as “a
model for enabling ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly provisioned and

released with minimal management effort or service provider interaction”.
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On the other side, Enterprise Architecture (EA) is a discipline that
gained remarkable attention from academia and the practitioner’s
communities (Theuerkorn, 2004) as it resembles blueprints of the
organization’s actors, processes, and IT (Huhns et al., 1993).

A number of the Enterprise Architecture frameworks (EAF) has
emerged in production sectors, defense, health, governmental, private, or
even general-purpose domains, one amongst which is the Open Group
Architecture Framework (TOGAF) (Schekkerman, 2004).

The Business Architecture (BA) of EA-based TOGAF addresses the
concerns of the users related to people, process, function, business
information, usability, and performance (The Open Group, 2018). The BA
views include business function, business services, business process,
business locations, organization chart, business strategy, objectives, etc,
while the Information systems architecture (ISA) views include data,
applications, and technology architecture views including technology
hardware, operating systems, networks, networking communication
devices, etc (The Open Group, 2018).

Consequently, integrating EA with CC provides enterprises an
opportunity for more scalability, high storage capacity and availability,
continuity, and security parsing (Merrill and Kang, 2014; Bernal et al.,
2016). However, the survey conducted by Forrester (2012) indicates that
enterprises face several challenges when performing a successful
implementation of cloud solutions such as the transformation of legacy IS
apps and associated maintenance. Alternatively, Speed (2011) indicates
other challenges which affect the comprehensiveness of the cloud strategy.

Subsequently, Rimal et al. (2011) see that after the cloud
transformation, CC needs to be tailored and complemented with the EA as

the relationship and integration between EA and CC according to Gill et al.
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(2014) has insufficient empirical studies so, it is essential to build a link
between CC and EA (Abderrahim and Choukair, 2014).

To address this gap, this research study aims to develop and evaluate
a CC adoption framework (CCAFF) in financial institutions bank sector,
from the lens of Enterprise Architecture, at which the developed framework
IS meant to be holistic by addressing the entire IT- CC adoption strategy for
FI in Bahrain and to be evaluated on a single case study (FI-01), specifically
by applying a tailored version of EA development methodology (TOGAF)
and a Cloud computing adoption strategy (ECAS).

Thus, for successful development of the CCAFF, this research study
follows a six phased Design Science Research Methodology (DSRM), at
which a holistic single Case Study is employed as a research strategy for the
development, with variant validity and reliability measures, while a Delphi
technique is applied to evaluate the CCAFF based on six criteria, two

panels, and six experts’ feedbacks.

1.3 Problem statement

Rapid EA development mismatches the innovation demand rate
which is imperative transforming from traditional system to the CC to keep
up with current IT new technology.

There are three main dimensions in this research problem such as: the
beginning of difficulties in the cloud computing environment related to
security, compatibility, etc., moving to difficulties and resistance from the
financial institution (FI bank sector) itself.

The government of the kingdom of Bahrain has stated its vision for
digital transformation to CC. However, there are no clear steps for cloud
adoption. Also, some Bahraini enterprises follow the trend of moving their
departments into the cloud, but still, there is a lack of Bahraini CC adoption
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framework, especially in the FI bank sector as enterprises desire to move
applications to cloud but the direction isn’t clear.

One of the difficult points with most current framework development
Is the avialability of multiple methodologies to embrace such as TOGAF,
Department of defense architecture framework (DODAF), Federal
enterprise architecture framework (FEAF), Zachman FW, etc., at which
each tool has its own characteristic, workflow mechanism, and advantages
over other tools.

Previously mentioned, there is no general framework absorbing
different enterprise categories which means that each case needs an
independent tailored framework that should be generic in the same
enterprise field.

Enterprises with limited resources prefer to invest in their resources
than cloud computing adoption (CCA). One of the major issues is that
collecting data about financial enterprises (banks) has many bureaucracy &
policies challenges.

Finally, a transition plan for CC ADOPTIONnNeeds a proper strategy
to handle the transformation taking into consideration the needed time to
transform to cloud computing, issue of information system compatibility,
lack of security in accessing data in the cloud, unexpected error occurs
during the process. Therefore, to assure reliability and achieve the
requirement, any proposed framework needs to be evaluated with quality

test metrics.

1.4 Research objectives

This research study is aimed at developing and evaluating a CCAFF
framework for the FI (Banking) sector. The three main objectives are:
RO-1. To identify the Enterprise Architecture (EA) development

method that can develop a framework for cloud computing adoption by
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tailoring versions of TOGAF as a development tool and ECAS as a cloud
adoption strategy.

RO-2. To study an FI bank in Bahrain from the perspective of EA.
This study will migrate the institution from AS-IS state to the TO-BE state.
This includes the three architectural layers of business, information system,
and Technology.

RO-3. To evaluate the developed framework (CCAFF) for CC
implementation by applying the Delphi technique and setting six criterions

for the evaluation process.

1.5 Research questions

Drived from the three research objectives, this research study

addresses three major questions and ten stemming sub-questions as follows:

RQ1. What is the best EA architectural development method that can
be utilized for the CC adoption in FI (Banking) sector?

The rationale of RQ1 is to discover the way of developing CCAFF
for CC ADOPTIONusing a development framework tool such as TOGAF,
compare between different development tools, and choose cloud computing
adoption strategy, also compare between variant adoption strategies to

choose the most suitable one that is aligned with the TOGAF.

RQ1.1 What are the most popular EA architectural methods?
RQ1.2 Why is TOGAF best matches CC adoption in FI (Banking)?
RQ1.3 What is the best CC adoption strategy aligned with TOGAF?

RQ2. How can a Bank migrate from the baseline (As-Is) state to the
target (To-Be) state?

The rationale of RQ?2 is to provide the method, including the strategy
of transitioning a bank from its baseline (As-Is) to the target (To-Be) states.
RQ2.1 Does TOGAF move FI-01 from its baseline to target Business architecture?
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RQ2.2 What is the baseline and target Applications architecture of FI-01?
RQ2.3 What is the baseline and target Infrastructure architecture of FI-01?

RQ2.4 What is the best migration plan for the Business, Application and
Infrastructure architectures of FI-01?

RQ3. How to evaluate the developed CCAFF framework for
implementation?

The rationale of RQ3 is to provide answers such as the identification
of the best criteria for successful CCAFF development, the best evaluation
method and execution process, and whether the analytical findings are
meeting the desired results of the assessment criteria. To do that, 1) six
criteria have been found best assessing successful CCAFF development.
This includes ease of wuse, usefulness, decision-making support,
comprehensiveness, time requirement, and intention to use. 2) Delphi
technigue was found the most suitable evaluation methodology at which a
panel of seven members was formulated in two assessment rounds to give

their feedback on the efficiency of the CCAFF based on six criterions.

RQ3.1 What are the assessment criteria for successful CCAFF implementation?
RQ3.2 What can Delphi’s evaluation process assess the CCAFF?

RQ3.3 Do the evaluation results satisfy the assessment criteria for successful
CCAFF implementation?

1.6 Research significance

The importance of the research study lies under the following four
rationale points. First, this study develops a cloud adoption strategy
framework (CCAFF) from an EA perspective to assist the financial
institutions and banks, Bahraini Government, and Telecommunications
Regulatory Authority (TRA) for the successful adoption of CC. Second, this
research study provides assistance for the technical and business managers
to adopt CC in their banks by providing them with trustworthy, stepwise,

evaluated, and practical phases. Third, this research study provides a
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reference to researchers to empirically analyze and evaluate the adoption of
CC from the lens of EA perspective for future build-on research initiatives.
Fourth, the research study findings contribute to understanding the role of
implementation of CC in financial institutions generally and in FI bank

sectors specifically, from an EA point of view.

1.7 The Model (CCAFF)

The developed cloud computing adoption framework for financial
institutions (CCAFF) is a result of an entirely blended version of tailored
EA-based architectural framework (TOGAF) for an FI-01 case (Bank), with
a tailored version of an enterprise cloud adoption strategy (ECAS). An
evaluation of the developed framework is scientifically evaluated by the
Delphi technique based on several criterians. Further explanation is

provided in Chapter 3.

1.8 Research Design Methodology
This research study employes the Design Science Research (DSRM)

method to perform the design solutions for the enterprise (FI-01) and create
the artifact represented by the CCAFF framework. Depicted in Figure 1.1,
the DSRM is composed of six stages.

S "2 (s) (4 s O
_ Problem Defining Design Demonstration Evaluation Communication
identification objectives of a and
and motivation solution Development
Define What will a CC adoption Use Evaluate Thesis
the research better strategy CCAFF to the CCAFF report
problem artifact framework solve a framework
accomplish? (CCAFF) problem
A Y
y v v v v v
Chapter 1 Chapter 1 Chapter 2,3,4 Chapter 4, 5 Chapter 6 Chapter 1-7
Introduction Introduction Lit. review, model, Analysis Evaluation The entire
Methodology chapters

Figure 1.1 Thesis Design structure methodology




The first stage defines the research problem at hand which is a
practical problem. The second stage defines the research objectives at which
what will a better artifact (CCAFF) accomplish. In the third stage, a holistic
single Case Study strategy for FI-01 bank is employed based on semi-
structured interviews and document analysis data collection techniques.
Alongside, the data is analyzed using the pattern matching technique. In the
evaluation stage, the CCAFF is evaluated using the Delphi technique which
was employed based on 7 experts in two rounded panels to contribute to the
evaluation findings based on 6 criteria. The sixth stage communicates the
research findings and publications. Further explanation is provided in

subsequent Chapters.

1.9 Research structure

This Section presents builds on the thesis structure shown below in
Figure 1.2. Chapter 1 presents the research structure by introducing the
subject, investigating the existing research problem, aligning the problem
all along with the research objectives and significance. Chapter 2, however,
studies the gap of the research area and presents the research related works,

while chapter 4 represents the employed research design methodology.

Chapter 1 Chapter 4 Chapter 6

e Research problem e Research Method
e The Delphi technique

" e Holistic Case Study
e Research objectives

e Research Question
e Research significance

e collection method

. A . A
[ ] [ ] n [ ]
v . v .
Chapter 2 Chapter 3 Chapter 5 Chapter 7
e Literature Review > The Conceptual e Data collection == a)p © Conclusion
e Research Gap model e Data analysis e Recommendation
e Expert Advice (CCAFF) e Empirical Findings e Future work

Figure 1.2 Thesis design structure
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Previous studies are collected by applying the Systematic literature
review (SLR) method to show various points of view. Following is Chapter
3 which presents the proposed conceptual model for cloud computing
adoption (CCAFF) that is generated by the utilization of a tailored version
of TOGAF ADM and the Enterprise Cloud Adoption Strategy (ECAS).
Chapter 4 outlines the selected research design methodology denoted by the
Design Science Research (DSR), formulate a holistic Case study and
protocol, define the data collection and analysis methods via structured
interviews, validate the procedures by several quality test techniques such
as the internal, external and reliability tests. Chapter 5 outlines the data
analysis performed and the data findings. Chapter 6 evaluates the CCAFF
framework based on the Delphi technique. Conclusion and future work are
both discussed in Chapter 7, which will open the door for other researchers
to look over other areas for further exploration and sum up the research
study at hand.

1.10 Research Limitations

Research limitations are attributed to the availability of multiple
development tools, variant adoption strategy, and selection of the most
suitable methodology for developing and evaluating that matches the FI-01
Architecture.

In terms of the geographic location, the study is limited to the Fls in
the Kingdom of Bahrain.

In terms of framework development tools, there appears many
framework development tools to select from such as DODAF, FEAF, or
Zachman. However, TOGAF was found the best matching due to several
factors that will be described in Chapter 2.

In terms of business domains, there appears various types of

institutions such as telecommunication, education, manufacturing, etc.
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However, the financial instituitions (FI) sector was found in need due to
several reasons that will be described in Chapter 2.

In terms of business sectors, this research study focuses on the bank
sector, at which FI is composed of many sectors such as insurance
companies, pension schemes, etc. However, the focus in this research is on
the banks' sector which is considered to be the most common type of Fl and
the largest share rather than other types. Concerning the banking category’s
scope, the utilized case study is applied in retail banks, which are the most
common ones.

In terms of the type of Case study, the study follows the strategy of a
single holistic case analysis, however, partial data was collected from
multiple Banks that are likely similar to FI-01 in Bahrain in terms of size,
type, and business domain. For this reason, embedded case study strategy
has been avoided to deep focus in FI-01 to have rigid study.

In terms of the the cloud service providers, there appears various
international providers such as: Microsoft Azure, google cloud platform, or
IBM Cloud, However, The kingdom of Bahrain embrassed only one cloud

service provider which is Amazon Web Services (AWS).

1.11 Summary

This chapter aims to overview the background of related studies, also
identify the main study problems, demonstrate the objective and
Significance of this research respectively. The reviewed literature shows
increased demand for CC ADOPTIONwhich highlights the contribution
and reasons behind the study, points out the importance to the banking
sector as a financial institution in Bahrain, next that, the structure of the
entire research describes the content and provides an overview of the
applied methodology and techniques. Finally, the research limitations are

discussed followed by defining the research terminology.
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Chapter 2

Literature Review

2.1 Introduction

This chapter investigates the state of the art in correspondence with
the objectives and the formulated questions of the study. A typical layout of
this chapter is composed of seven thematic Sections. Section 2 discusses the
employed literature review profiling methodology to find the previous
studies and identify the study gap. Section 3 is entirely dedicated to Cloud
Computing (CC) which highlights its types, deployment models,
characteristics, and advantages in detail, followed by several adoption
solutions. Section 4 investigates the financial institutions (FI) in terms of
types, characteristics, and importance, at which the banking sector was
emphasized including its types and characteristics, particularly the Bahrain
banking sector. Section 5 introduces EA in terms of definitions, types,
characteristics, views, and viewpoints, the TOGAF framework, and a
comparative part of TOGAF and other frameworks. Section 6 illustrates the
CC adoption focusing on the banking sector as an example of FlI and
provides a comparative analysis w.r.t Bahrain and other countries. Section

7 sums up the findings of the chapter.

2.2 The Literature review methodology
Based on the insights of Levy and Ellis (2006), a Systematic

Literature review methodology (SLR) is applied to investigate the state of
the art of the research study at hand. Starting with the study objective and
questions, the first step is identifying the main keywords for the search, then
searching in primary data sources using as shown in Table 2.1. The next

step is analyzing and redefining the search inquiries, by adding multiple
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words using (AND/OR) formulas. The final result entails performing
further refinements to the data sources by selecting Scopus indexed journals
articles with high indexes and eliminating the non-relevant ones.
Completing the extract steps, the most relevant related work comprising of

27 articles are generated as shown in Table 2.2.

Table 2.1 The searching keywords

Cloud computing

Enterprise Architecture

Financial enterprise

Cloud TOGAF Bank
CcC ADM TOGAF Retail bank
CC Adoption Framework Financial institution

Table 2.2 The findinas of the SLR methodoloay
Thematic subjects

EA
cC +FI

Total

Phase CcC

+ EA

TOGAF+CC

TOGAF +EA+FI

Financial EA

Phasel: Selection
of data sources
Phase2: Applying
searching formula
Phase3: Refining
the document
Phase4: Manual
reviewing and
exclusion

Phase5: Selection
and review of
articles and papers

Journals articals + Conference proceeding papers + Books + Google scholar

No
formula

No
formula

No
formula

No

formula OR

OR OR 370

AND AND AND 105

35 35

27 27

2.3 Cloud Computing

Goscinski and Brock (2010) define cloud computing (CC) as the use
of resource pool on-demand or on spot with highly scalable infrastructure
resources, taking the advantage of computing power with no need to predict

actual need at which the estimation need and cost will not be considered.

2.3.1 Cloud Computing characteristics

Speaking about the advantages, it was evident that CC mitigates extra
cost and focuses on a business strategy without considering the ICT and
gives an advantage of anywhere access meaning that the IT support team is

not needed at which the team would consume most of the organizational
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budget. Also, CC can solve problems relevant to the operating systems and
infrastructure handling which both depend on the chosen cloud
infrastructure. On the other hand, the cloud still has a bad reputation in terms
of security (Koehler et al., 2010).

2.3.2 Cloud Computing deployment models

Depicted in Figure 2.1, according to Adwan (2019), Cloud computing
deployment is distinguished according to three major categories including,
public cloud, private cloud, and hybrid cloud. Other articles add the

community cloud.

+
¥ -

44

&

SME i P 4 SME
- b \'3 ke -1 S "
B . B
o 1o 2 =E
The Clcud.Provider E Enterprise
Puhlic Cloud Hybrid Cloud Private Cloud

Figure 2.1 Cloud Computing deployment model (Source: AWS)

The private and community cloud infrastructures are operated by one
small-medium enterprise (SME), several departments, or third party/s.
However, the community cloud infrastructure-based SMEs must have the
same mission, security requirements, policy, and compliance standards. The
public cloud infrastructure can be provisioned for open use by the public
and can be owned, managed, and operated by a business, academic, or
government SME, while the hybrid cloud infrastructure is a composition of
two or more of multiple cloud infrastructures (Adwan, 2019).

Choosing between different CC deployment models for enterprise

adoption is dependent on several factors for example budget, time luxury,
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organization board decision, institution characteristic, the required
development, current IT infrastructure, these factors cloud be either external

from the institution or internally from the institution itself or both.

2.3.3 Cloud Computing service models

Depicted in Figure 2.2, Goscinski and Brock (2010) represent the
three main service models of CC software as a service (SaaS) which
supports end-users, platform as a service (PaaS) which supports the
application developer, and infrastructure as a service (laaS) which supports

infrastructure and network architecture.

Packaged Software
05 & Application Stack

Servers Storage Network S a a S

End Users

05 & Application Stack | { Application
Server Storage Network Developers

Server Storage Network = e (LS Infrastructure &
et Network Architects
\

Figure 2.2 Cloud computing models (Source: AWS)

2.3.4 Cloud Computing adoption

CC advantages sparked the interest in CC adoption in many business
domains. Statics reveal high growing CC adoption rates in multiple regions
(Vu et al., 2020), and this is despite the facts mentioned by Goscinski and
Brock (2010) in that the CC adoption rate is not rising as fast as expected
due to some reasons. Khajeh-Hosseini et al (2012) believe that any
transition plan needs a proper strategic plan to handle errors and ensure
proper migration to the newly developed framework. In achieving its
objectives, Koehler et al. (2010) believe that the CC adoption plan requires

5 to 15 years. The size of the enterprise plays a big role in terms of CC

26



adoption for MSMEs has limited resources and tight budget, therefore are
not favored CC adopted.

2.4 The Financial Institutions (FI)
According to Nowak (2012), the term FI refers to all legal entities

providing financial services on market, that is any companies that provide
financial services as intermediaries in monetary, such as deposits, currency

exchange, investment, and loans.

2.4.1 Types and characteristics

Fls are classified as either non-profit such as charitable societies, and
charities, or pro-profit such as banks, and insurance companies. According
to Sweeting (2017), there is a massive range of financial
institutions/enterprises but he focuses on the following main four boards:
banks, insurance companies, pension schemes, foundations, and
endowments, while Brigham and Houston (2021) detail more financial
institutions as depicted in Figure 2.3. This includes financial service
corporations, savings and loan associations S&LS, mutual saving banks,
credit unions, pension funds, life insurance companies, mutual funds, and
hedge funds. The FI provides financial services that deal with money

management as an intermediary in the mindset of borrowers and savers.

Financial Institutions

Commercial Banks

Insurance Companies Brokerages

Investment Companies
Nonbank Financial
Institutions

Management
Investment Companies

Savings and Loans

Credit Unions Shadow Banks

Figure 2.3 Financial Institutes types (source: quora.com)
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2.4.2 The Banking sector

One of the most commonly known sectors in Fl is banking. Banking
has the largest segment compared to other FI sectors. Bernardo Nicoletti
outlines the range of bank types including, commercial, investment, saving,
CBB, industrial, real estate banks, agricultural, Islamic, retail (Nicoletti,
2014). All around the world, there is a similar set of factors between these
types, but the fundamental differences depend on firm size, total and fixed
assets, market-to-book ratio, and profitability. Table 2.3 summarizes the

characteristics of each banking type.

Table 2.3 the bank types

Bank type Description
Commercial bank | Serve public & private sector to offer deposit, loan, and investment services.
Investment bank | Provide financial services that deal with fund advisory seeking for profit.

Saving bank Accept saving deposit to pay interest for these deposit.
CBB bank Manage the country currency and deal with government or other banks.
Industrial bank Provide investment certificates for public & private sector.

Real estate bank Provide real estate finance for residential and commercial properties and lands.
Agricultural bank | Lend money for long period with less interest to support small enterprises.
Retail bank Provide services to public sector and act as consumer banking/personal banking.
Islamic bank Provide financial services that are compatible with islamic law’s transactions.

2.4.3 The Bahraini banking sector

According to the Bahraini Economy’s Annual Economic Review
2010, the small-sized companies account for 10% of the total, while the
medium-sized ones represent 7.3%. The official statistics of 2013 show a
slight deviation in the number of SMEs in Bahrain Table 2.4, that SMEs are
defined as being either micro, small, or large. The kingdom of Bahrain

defines them as being based on the number of employees and turnover in

the region.
Table 2.4 The Bahraini definition of SMEs (Source: MOIC, 2012)

Category Number of employees Capital investment Annual Turnover
Micro 1- 10 Up to 20,000 BD Up to 100,000 BD
Small 11-50 20,001 - 500,000 BD 100,001 - 1 Mil BD

Medium 51-250 500,001 — 3 Mil BD 1,000,001-5 Mil BD
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Representing the number of companies in the Bahraini economy for
the year 2013 in Table 2.5, concerning the economic units, the financial total

market is ranked 1% place by representing 41.8%.

Table 2.5 SMEs contribution to the Bahraini market (Source: LMRA, 2016)

Economic Unit Micro | Small | Medium | Large | Total -ES/SII
Construction 6843 | 2081 | 179 58 | 9161 | 11.2
Wholesale, trade, banking and repair 30585 | 1039 | 190 27 |31841| 38.92
Manufacturing 7940 | 639 142 28 | 8749 | 10.7
Real Estate, Renting, and Business 11639 | 563 74 15 112291 | 15.03
Hotels and Restaurants 4311 | 496 123 7 | 4937 | 6.035
Transport, and Communication 1782 | 209 40 10 | 2041 | 2.495
Financial intermediation 2163 | 133 44 13 | 2353 | 2.876
Other Social and Personal services 4853 | 109 11 0 | 4973 | 6.079
Education 264 | 71 33 0 368 | 0.45
Electricity, Gas, and Water supply 25 5 1 1 32 | 0.039
Not specified 391 2 2 0 395 | 0.483
Agriculture, Hunting, and Forestry 2012 | 47 12 0 | 2071 | 2532
Health and Social work 266 | 33 10 2 311 | 0.38
Mining and Quarrying 52 18 11 3 84 | 0.103
Fishing 2175 0 | 2177 | 2.661
Public Administration 4 0 5 0.006
Extra Territorial 14 0 0 0 14 | 0.017

The Bahraini financial sector is well-developed and diversified,
consisting of a wide range of conventional and Islamic financial institutions
and markets, including retail and wholesale banks, specialized banks,
insurance companies, finance companies, investment advisors, money
changers, insurance brokers, securities brokers, and mutual funds.

Illustrated in Table 2.6, Bahrain has 370 financial institutions in the
country as of the end of December 2020 including 91 banking institutions,
34 insurance companies, 53 investment business firms, and 86 specialized
licensees. The sector is therefore well-positioned to offer a wide range of

financial products and services, making it the leading financial center in the
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Gulf region. The financial sector is the largest single employer in Bahrain,
with Bahrainis representing over 67% of the workforce of near 14 thousand.
Overall, the sector contributes 17.2% of Bahrain’s Gross Domestic Product
(GDP), making it one of the key drivers of growth in the country. The sector
Is regulated and supervised by the Central Bank of Bahrain (CBB), which
since 2006 has functioned as the single regulator for the entire financial

system.
Table 2.6 The Bahraini financial facts (Source: BAB)
Regulator Central Bank of Bahrain
Financial Institutions 370

13,737 (2020)

Bahrain nationals 9,430 (67%)

Foreign nationals 4,665 (33%)
inancial Sector contribution to GDP 16.1%

US$202.8 billion

No. of institutions 91

Retail banks 30

Locally incorporated 13

Branches of foreign banks 17

Wholesale Banks 61

Representative Offices 8

Bank Society 1

Islamic Banks

No. of banks 18

Assets US$31.2 billion

Financial Sector Workforce

Key Economic Indicators

Banking Sector

o 06 06 0o 06 06 0 0 ¢ ¢ o |Tlle o o

Bahrain’s Banking consists of both conventional and Islamic banks
and is the largest component of the financial system, accounting for over
85% of total financial assets. The banking sector includes 30 retail banks
(13 locally and incorporated and 17 foreign banks’ branches), 61 wholesale
banks, and 8 representative offices of overseas banks. The banking sector
has played a pivotal role in the emergence of Bahrain as a leading financial
center in the region.

As of December 2020, banking sector assets stood at over US$207
billion, more than 12 times annual Gross Domestic Product. Industry
growth has been supported by an open market economy; stable and prudent
macro-economic and fiscal policies; a credible regulatory framework in line

with international standards; and a notably strong and well qualified local
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workforce. All these factors have combined to cement Bahrain’s position as
a regional banking hub, successfully attracting numerous foreign banking
organizations to establish a physical presence in the country.

The Banking sector in Bahrain has proved its resilience during the
COVID-19 pandemic as it contributed significantly to support clients,
society, and the economy while maintaining its financial solvency. In
addition, the has shown a revolutionary jump in its digital banking services
as well as open banking services. Many digital banks were established. The
CBB laid down a suitable ecosystem for the flourishing of modern banking

services.

2.5 Enterprise Architecture

2.5.1 Types and characteristics

According to (ISO/IEC 4210:2007), an enterprise can be formed as a
unit, organization, corporation, division, department, etc., with a systemic
information system having a business strategy and ICT infrastructure that
interconnected in ownership, there are 4 main components in any EA which
are: business architecture, data architecture, application architecture,
technology architecture. In academia and practice, Enterprise Architecture
(EA) is defined as an approach entailing information, business management,
and modeling. According to Huhns et al. (1993), EA as depicted in Figure
2.4 is the blueprint that identifies the essential parts of an organization
including, people, business processes, technology, information, financial,

and many other components, along with their business strategy.
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Figure 2.4 Enterprise Architecture (source: ringcentral.com)

2.5.2 Views and viewpoints

EA views described the architecture inter-connected structure
together, this view the complexity of the organization component, these
details classifying and overview the current organization positioning by the
lens of the architecture framework. Archimate is one of the used tools for
viewing the enterprise from a certain aspect, moreover, showing the
relations between organization components. Viewpoint representing EA by
a set of models in an abstract mode, in more simple definition view is what
are you seeing in the EA, while viewpoint: is from where you are looking
to the EA (Theuerkorn, 2004). The architecture domain is divided into four
main layers: business architecture, data architecture, application
architecture, and technology architecture, each of which has relations

between components and the subsequent layers.

2.5.3 Frameworks

A framework is a tool for logical structure classifying and organizing
complex information in an enterprise. Session (2007) believes that a
Framework (EAF) is considered a central component that defines the
suggested architectural artifacts and describes how artifacts are related to

each other. In the 1980s, John Zachman developed the first EA framework,
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denoted by “Zachman Framework”. Since then, lots of other frameworks
have been rolled out including, DODAF, FEAF, TOGAF, and many others.

Each framework has its own perspectives and views (Urbaczewski,
L. and Mrdalj, S., 2006). The comparison between those frameworks
(Cameron and Mcmillan, 2013) yielded that each framework has its criteria
and different attributes, however, the open group architecture framework
TOGAF has more suitability than the others.

2.5.4 The TOGAF framework

TOGAF is considered to be the most popular architectural framework
that provides the methods and tools to produce, use, maintain, and develop
EA. It is an open structure that covers the entire enterprise (holistic).
TOGAF has many areas of technical architecture. To start presenting the
framework, TOGAF is composed of eight phases, the business architecture
(Phase B) addresses the concerns of the users related to people, process,
function, business information, usability, and performance at which it is
composed of multiple views such as business function, business services,
business process, business locations, organization chart, business strategy,
and objectives, etc.

On the other hand, the information system architecture (denoted by
ISA- Phase C) views are composed of data, applications. Finally, a
technology architecture (Phase D) is composed of all infrastructure
components such as hardware devices, operation systems, networking, etc.
these three phases are the main component of the current enterprise
architecture as we call it (AS-1S). Opportunities and available solutions are
(Phase E). The migration plan from the current framework to the proposed
one (phase F). Implantation governance (phase G), architecture change

management (phase H), and Architecture vision (phase A).
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TOGAF gets aligned with the EA 4 main architectures (i.e., the
business architecture, the application architecture, the data architecture, and
the technical architecture). Business architecture describes the business
processes described in the business architecture, while the interact
application with each other is described in the Application architecture, the
enterprise data storage organization and accesses are described in the data
architecture, technical architecture describes software and hardware
infrastructure that support applications (Dube and Dixit, 2011; The Open
Group, 2018; Alm and Wif3otzki, 2013). TOGAF added value to the user to
build open systems-based solutions for business issues and needs, in
addition, TOGAF is one of the well-known and most trustworthy EA
standard, because it offers flexibility and verified validation (Dube and
Dixit, 2011), these capability helps improve the operational efficiency and

continuation (Balabko and Wegmann, 2006).

2.5.5 TOGAF vs. other frameworks

Many Comparative analysis studies have been utilized in variant
places between TOGAF and other frameworks. Table 2.7 explores the
comparative findings of various architecture frameworks. Tang et al. (2004)
analyze several frameworks including, RM-ODP, 4+1 View, TOGAF,
FEAF, DODAF, and ZF. An architecture framework that explicitly supports
an element is reported as Y. If it does not support that element or its absence
IS not noted in the documentation, then it will be reported as N. where an
architecture framework partially support or eludes to support is reported as
P. Findings resulted that TOGAF provides the most supporting goals,
inputs, and outcomes total (Y+P).
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Table 2.7 A comparison between TOGAF and other frameworks

Framework Yes (Y) Partial (P) Not (N) Total (Y+P) Total (N)
ZF 9 9 9 18 9
4+1 View 11 10 6 21 6
FEAF 18 6 3 24 3
DODAF 21 4 2 25 2
RM-ODP 18 7 2 25 2
TOGAF 25 2 0 27 0

Similarly, based on features, Mentz (2012) compare some famous
architecture frameworks FEAF, DODAF, TEAF, TOGAF, ZF, and
generalised enterprise refrence architecture and methodology (GERAM).
Results revealed that TOGAF could be combined with other frameworks.
Moreover, Ganesan and Paturi (2009) in Table 2.8 compares multiple
frameworks. TOGAF scored first place as the results afford TOGAF more

advantages over other frameworks.

Table 2.8 Business Architecture comparison matrix(Source:Ganesan&Paturi,2009)

Framework Data Function Network People Time Motivation
(What) (How) (Where) (Who) (When) (Why)
Busn_]ess Business Locations Business roles N/A Business
TOGAF Services Processes Users Goals
Business Data Business Organization and
Model Functions Unit Objectives
Federal -List of -List of ~List of
. . Business Business
Enterprise Business Processes Locations
Architectural Objects -Business _Business N/A N/A N/A
Framework -Semantic Process Logistics
(FEAF) Model Model System
Standard for -Business -Business -Business -Business
; - . Role N/A i .
Business Outcome Behavior Business Plaver Situation
Architecture -Business -Business Location -Busixless -Business
Description Resource Function Commitment Purpose
Strategic -Business
Architectural Business Process N/A Organization Program/ Objective or
Model Component -Business 9 Project Goal
(SAM) Function
-User -Goal
Crompton - o
Architectural -Business Business Objective
. Interested - CSF
Metamodel Product Process Location N/A .
: Party -Marketing
(CAM) -Function d R
Supplier Aim
IT System
Avancier Scope: Actors, Organization gg)ujﬁe%%e:fs’
Methodology Inputs and Processes Location Sponsor and Plans a and
(AM) Outputs Stakeholder Constraints
-Business
-Product -Business Role
Value Process -Business
. -Business -Business Business Actor Business
ArchiMate Object Function Interface -Organization Events N/A
Representation -Business Contract
Meaning Interaction -Business
Collaboration
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2.6 CC Adoption in the FI- Banking sector

Throughout the literature review, it was evident that each enterprise
has a unique framework to control the flow of tasks. However, currently,
the current framework's development appears to mismatch the frequency
rate of innovation. The paradigm shift is the adoption of cloud computing.

There is a gap between the academic CC adoption initiatives and
actual CC adoption utilization. In additional, the decision of adaption in the
financial enterprise which handles sensitive data has many restrictions,
bureaucracy as (Misra and Mondal, 2011) said due to its value. khajeh-
hosseini et al. (2012) debate among adoption considerations in terms of
benefit and risk for SME. lots of internal and external factors from the
enterprise itself affect the cloud adoption, mainly: firm size, environmental,
regulation (Espadanal and Oliviera, 2012), these factors should be
considered before CC adoption.

In the financial institutions, Scott (2021) considers the public cloud
as a CC environment at which cloud solutions are located publicly outside
the banks, thus, having no control; however, control functions are provided
to the company using publicly hosted cloud services by subscription. On
contrary, the private cloud solutions are located inside the banks having all
control so, computing resources (Physical on-site data centre/s (“on-
premises”)) are used by a third-party provider (“hosted private cloud™),
while hybrid cloud solutions integrate the private and public clouds within
the same bank to perform specific functions, which suggests a perfect
adoption type to all financial institutions.

Researchers have studied the effect of CC adoption in FI banking
sectors and argued that CC adoption is highly important for banking in terms
of CC technology benefit. Table 2.9 provides a comparative analysis of

current studies to demonstrate the similarities and the differences.
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Table 2.9 Comparative analysis from variant geographical regions

Source

Location

Year

Research purpose

Model/FW/Method/Strategy

Impact of CC in bank The study compares between the current structure/resources of a bank industry and the impact of on promise cloud . .
2015 | computing technology in terms of reducing cost and reducing energy consumption. Static Comparison

Customer pers. On

The study considers the financial enterprise bank sector adoption by considering the adoption strategy in customer

TAM-diffusion theory model

banking industry

A strategic framework for
decision-makers

USA

2012

adoption of CC in banking Malaysia | 2016 perspective. (TAM-DTM)

View on CC in banking sec| India 2014 |The study views the benefit of CC adoption in business model of financial enterprise bank sector. Cloud services model
Cloud Computing in . The study discusses the bank new channels and products development, the featuring of adaptation in technological

Banking Systems India 2014 infrastructure and the changes made to achieve strategic positioning in terms of digital CC. Cloud deployment model
KIET FW for CA: Indian India 2018 The study proposed a framework for Indian banking sector have strong regulatory framework based on diffusion Diffusion theor

bank theory for CC adoption, also author implement this framework in reality with high percentage of success. y

CC technology- Digital The study compares between the traditional banking processes and the advance technology of cloud computing for

transformative solution for India 2020 |banking industry. Results show the advantages of cloud computing especially for these fields: micro banking,|N/A

modernization, and mobile applications.

This framework perform initial planning, determines enterprise capabilities and vision, determines Target architecture
and enablers, performs Gap analysis and transition planning, performs implementation planning, and Governance

Fine-Grained Security Model
(FGSM)

The improved CC adoption
FW to secure services

USA

2015

The study provides an improved CC Adoption Framework V1.1 (CCAF 1.1), which emphasizes the security
policies, recommendations, techniques, and technologies to be updated.

Enterprise cloud adoption strategy
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Noticeably, the research works are categorized based on their
geographical location employment and the frameworks, methods, models,
or strategies applied in the CC adoption. For example, five studies were
found in the middle east region and Africa (MENA), such as Egypt, Iran,
Ethiopia, and Kenya, while seven studies were found in Asia including four
in India and one in Malaysia. Two studies were found in Europe, one of
which is in Romania, while one study was found in the USA.

There appears many models/ methods/ frameworks to choose from,
however, most studies don’t provide holistic frameworks towards CC
ADOPTIONfor FI. Also, most proposed solutions are not evaluated and
tested in reality. Moreover, some studies consider specific concerns such as
security of the cloud, importance of CC, and many other areas of CC, but
the CC adoption. Other cases view the enterprise from a different aspect not
from EA view or use other frameworks development tools that give
different results, other than that there is some comparison between
traditional processes with advanced technology in banking without
measuring the effort of the suggested/ proposed framework. Finally, most
of these studies are utilized outside of the GCC region.

Speaking about the CC adoption in Bahraini Fls, Adwan (2019)
advocates that according to the CC strategic plan of the kingdom of Bahrain
government 2030 vision, governmental and non- governmental institutions
are obliged to adopt CC in their businesses. Adwan (2019); Ali, (2020);
Hafezi and Zolait (2019) advocate that the GCC countries show interest in
CC adoption especially in KSA. However, the CC adoption is not including
the FI. This is due to data collecting limitations, sensitivity, and
confidentiality of data that abide by the restricted rules and regulations.
Moreover, each Section/department of the FI needs authority or permission
to get information. Most institutions prefer using local resources instead of

cloud-oriented ones. Therefore, CC adoption strategies are rare in the Fl
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sector in comparison to other sectors. By introducing Amazon cloud
services recently in Bahrain, variant institution opportunities for cloud
computing adoption have emerged. Information and government authority
(IGA) of the kingdom of Bahrain view eGovernment first in cloud
transformation. Alternatively, Table 2.10 summarizes the frameworks,
methods, or models applied in the CC adoption in the previous scholarly
works.Comparing between theories and factors related to CCA, there are no

specific methodology to be used, most theories depend on the intention to

adopt CC, the actual usage of CC, The adoption decision of CC.

Table 2.10 Summary of CC Adoption models, frameworks, or methods

Model/FW/Method

Mechanism summary

How it is different than EA

Goal-oriented requirement
engineering method

A framework that is utilized for users to
trace user requirements and trade-offs.

This framework lacks the
Business, Information Systems,
and technology architectures.

A strategic framework for
decision-makers

This framework perform initial planning,
determines enterprise capabilities and
vision, determines Target architecture and
enablers, performs Gap analysis and
transition planning, performs
implementation planning, and Governance

The CC adoption strategy is not
aligned with the TOGAF
framework.

CC architecture

A research design architecture that
focuses on reducing the need for labor to
manage the |IT infrastructure while
enhancing the uses of technology.

Explanatory & CS

research design

A research design that guides for CCA
testing in the cloud environment to
measure the performance based on a
suggested framework.

Cloud deployment model
and SaaS

Cloud deployment is a process that
involves deploying an application
through a platform or infrastructure or
software as a service, these studies
suggested Saas as the best of other
deployment models.

Cloud services model

This research views the benefit of CCA
in the business model of FI in the bank
sector.

Static Comparison

Comparison method between on promise
cloud computing vs on resources in terms
of reducing cost-reducing power
consumption.

These research works are not
relevant to EA in terms of
investigating and exploring the
Cloud computing environment
and describing the CC
architecture.

They may assess effectiveness
and benefits gained from cloud
to FI by Comparing on resource
and cloud however lacking a
deep understanding of EA.

Diffusion theory

The concept of diffusion of ideas
explains how an idea or technology can
be spread among various people and
groups.

This theory explains the
theoretical side of adoption but
lacks a practical stepwise
framework

FGSM

Fine-Grained Security Model is CCAF
which focuses on security.

This framework focuses on
security-wise dimension only
while CCAFF considers five
other measurement parameters

TAM-DTM

The technology acceptance model is a
theory that explains how technology
users come to accept and use it. The
concept of the acceptance model states
that the main factor that influences
people's use of technology is their
behavioral intention.

This theoretical model considers
the technology acceptance in its
abstract format while CCAFF is
capable of practically adopting
cloud-based technologies.
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Speaking about few most famous theories including, the technology-
organization-environment (TOE) framework that explains the innovation
process in the context of an organization, TOE considers three contexts that
influence the adoption of innovation by an organization these are: the
technology, the organization, and the environment context. Organizational
context refers to the descriptive characteristics of an enterprise such as:
enterprise size, management structure, degree of centralization, and quality
of human resources, moreover the environment context also includes
market elements, competitors, regulatory environments, and government
policies. The essential variables that influence the adoption of cloud
services in TOE are top managment support, and I'T comptence, competitive
pressure, and goverment support.

Moving to Diffusion of Innovation (DOI) that seeks to explain how,
why, and at what rate new ideas and technology spread, the new idea spread
depends on: the innovation itself, adopters, communication channels, time,
and the social system. The essential variables that influence the adoption of
cloud services in DOI are technical characteristics of relative advantage,
complexity, compatibility, observability, and trialability. In addition to TOE
and DOI, institutional theory (INT) defines different institutional pressures,
such as the coercive pressure, normative pressure, and mimetic pressure.
Institutional pressure has proven to be an essential determinant of
innovation adoption.

There are further theories as listed in Table 2.9 including, Technology
acceptance model (TAM) which is an information systems theory that
models how users come to accept and use a technology. Resource
dependence theory (RDT) that studies how the external resources affect the
behavior of the organization. The essential variables that influence the
adoption of cloud services in RDT include Interdependence factor,

important of resource, resource control. Table 2.10 summarizes the utilized
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mechanism Model/FW/Method in the comparative analysis to measure the

similarity and dissimilarity to EA perspective.

2.7 Summary

This chapter provides a comprehensive overview of the current state
of the research. As discussed previously using SLR techniques, going
through background studies to explore and present the current statement of
the study problem. Starting with CC information technology, the cloud facts
such as type, model, characteristic, advantages, and disadvantages have
been debated. next was an explanation of FI, passing through standard
definition and different types, moreover, display the importance of this
field. gradual from FI to banks sector, then overly types of bank, this present
the reason of choosing FI over other sectors. after that the need of EA and
EA properties demonstrate, furthermore a comparison between variant
framework development tools that show TOGAF perspective over other
frameworks. Finally, before starting developing a new framework CC
adoption strategy for banking sector using adm TOGAF tool, a comparative
study is applied globally and locally, this state current Bahraini FI CC
adoption requires to congress business objectives, the methodology is
covered in Chapter 4.
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Chapter 3

The Conceptual Model

3.1 Introduction

This chapter addresses the conceptual model of the Cloud Computing
Adoption Framework (CCAFF) for the Financial Industry (FI)- Banking
sector, in the Kingdom of Bahrain from the perspective of Enterprise
Architecture (EA). This chapter is typically composed of three Sections.
Section 2 introduces the conceptual model of the CCAFF, at which the
architectural baseline (AS-1S) and target (TO-BE), a discussion of an ECAS
all along with the alignment of TOGAF and ECAS are thoroughly
investigated and provided. Section 3, however, concludes the chapter.

3.2 The conceptual model

Meeting the objective of the research study, a CCAFF is developed by
1) utilizing a tailored version of TOGAF and 2) aligning TOGAF with a
tailored version of enterprise cloud adoption strategy (ECAS) by Isom and
Holly (2012).

On one hand, Rouhani et al (2013) advocate that TOGAF acts as a
general-purpose framework for enterprise architecture development that is
developed to meet different stakeholders’ requirements at which it embraces
a set of EA views. This architectural representation articulates the
baseline/future business states and explains how architecture is represented
and what it is composed of (The Open Group, 2018). This will be discussed
in Section 3.2.1 and Section 3.2.2. On the other hand, ECAS as proposed by
Isom and Holley (2012) is needed by enterprises to plan for governing cloud
adoption strategy as it ensures appropriate development with proper

controls for progression with business continuity, and upon execution
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governs implementations so that cloud projects are in alignment with
enterprise strategy.

Consequently, the integration between TOGAF and ECAS in a
proposed CCAFF framework is meant to develop acomprehensive
framework for CC adoption of the Bahraini FI sector as depicted in Figure
3.1 and further explained in the following Sections.

To migrate FI-01 from AS-IS state to TO-BE state, EA development
method is applied to utilize the business, information system, and
technology architecture. In addition, for both of the implantation
governance phase and architecture change management phase, Delphi
technique is applied to evaluate the framework which gurantees that
CCAFF has achieved the goal in terms of ease of use, usefulness, decision-

making support, comprehensiveness, time efficiency, and usage intention.

3.2.1 The Baseline and Target Architecture states

According to The Open Group (2018), eight TOGAF phases outline
the current state “AS-1S” of the enterprise, including the Preliminary phase,
Architecture Vision phase, Business Architecture (BA) phase, Information
Systems Architecture (ISA) phase, and Technology Architecture (TA)
phase. However, the remaining phases outline the target state “TO-BE” of
the enterprise, including Opportunities and Solutions, Migration Planning,
Implementation Governance, and Architecture Change Management.

The Preliminary (Phase 0) is the preparation stage that defines the
initial actions required to understand the enterprise model to help develop
the new architecture, by answering standards enterprise questions. The
preliminary phase is important and necessary to start developing EA. The
questions asked collects related information regarding the existing
workflow and daily operations, policies, and procedures understand the

business strategy, moreover, identify the profile of the institution.
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The Architecture Vision (Phase A) begins with the existing EA to
understand the evolutionary development cycle and capabilities, while the
business principles, goals, strategy, and other factors are considered. Also,
ensure that components of the BA are defined and identified clearly,
stakeholders and objectives are addressed. In addition, the main business
constraints are articulated. Lastly, formal approval is obtained to proceed
with the EA project.

The Business Architecture (Phase B) shows the way that enterprise
executes business. The views comprise different business aspects such as
Business Strategic Objective (BSO), Organization Structure, Business
units (BU), Business Actor and Role (B A/R), Business Services (BS),
Business Function (BF), and Business Processes (BP). To reach this view,
a set of data collection comprised of the BSO ID, BSO Name, and BSO
Description. Furthermore, the organization structure contains BU and A/R
views, going into detail about describing each business unit and related
roles or actors whether internally or externally. The view of Business
Service (BS) describes the end services that each business unit provides
which keeps in line with both the BF and BP, to achieve this view, the
collected data contain BS ID, BS Name, and BS Description. Next, the
view of Business Function (BF) describes the business units that carry out
the business services to meet the BSO, all business functions must be
justified, to achieve this view, the collected data contain BF ID, BF Name,
BU ID, and BS ID. Finally, the view of Business Process (BP) describes
the business processes needed to deliver the functions, while a set of
functions deliver the end services, to achieve this view, the collected data
contain BP ID, BP Name, BP Description, BF ID, and BS ID.

The Information Systems Architecture (Phase C) represents the
data and application systems that support the BA of the enterprise. The

main application systems should be defined that support the business and
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the data that interact between these applications. That the capabilities of
the application are referred to the used technology (the infrastructure). By
listing all the used applications these collected data include information
about the applications such as Application ID, Application Name,
Application Description, Application Vendor, and Application Origin.
Second, the BA connects the ICT applications and data layer by matching
the Bus, A/Rs, BFs, BSs, and BPs with the used application. The collected
data contain Application ID, BU ID, A/R ID, BS ID, BF ID, and BP ID.
Thus, key data helps in view the Application Process (AP) which deliver
the identified services in term of view application priority.

The Technology Architecture (Phase D) shows the enterprise used
technology (infrastructure) that should be aligned with the data and
application component and should support the vision and mission of the
enterprise business. The Technology Architecture TA is comprised of
hardware, software, and network. The collected data contain Tech ID, Tech
name, App ID, and App Name.

The Opportunities and Solutions (Phase E) is the initial stage for
the creation which leads to implementation and migration plan which is
stated in phase F later on. At this phase, an overview of the future
opportunities is identified taking into consideration the benefits and the
degree of impact to the enterprise. Opportunities are identified from the
gaps in phases B, C, and D based on the enterprise capabilities and business
objectives. Opportunities can be formed in many terms such as new
technology, new stakeholder, new investment, new applications, new
models, or improvements to the current situation. Therefore, by identifying
new opportunities new solution is designed. the opportunities and solutions
phase views a clear vision for the future update to the existing architecture.
Much more Proper planning helps in developing a better strategy for

migration and implementation plan.
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The Migration Planning (Phase F) is the final phase before the
actual implementation of the architecture. the proposed strategy by Isom
and Holley (2012) is Enterprise Cloud Adoption Strategy (ECAS) matches
this phase to provide the migration plan for the CCA. Based on Isom and
Holley (2012) adoption strategy, the strategy of cloud adoption lifecycle is
composed of six phases as demonstrated in Table 3.1.

The implementation Governance (Phase G) presents the actual
architecture implementation, which is adapted according to the situation,
more details addressed in this phase will gain the actual architecture
implementation. The most important part of this phase is to keep
monitoring the implementation effectiveness and ensure proper controls
are applied to minimize the risks at the lower level. The benefit of these
monitoring actions is to create a learned list, which can be used in post-
implementation as primary data for future development and improvements.

The Architecture Change Management (Phase H) provides
feedback for the migration and implementation phase and describes the
cloud services' actual delivery, this ensures that the EA achieves its
business objectives, and also EA is adapting with the latest development in
cloud technologies. Further, this phase identifies whether the changes have
intended to create new capabilities or enhance the current situation. Figure
3.2 summarizes the TOGAF phases. The expected outcomes are organized
and standards are updated to maintain proper risks assessment to EA

changes. Moreover, risks associated with the new changes are analyzed.
3.2.2 The Enterprise Cloud Adoption Strategy (ECAS)

Integrative with Phase A until Phase F as discussed in Section 3.2.1,
the insights of Isom and Holley (2012) as represented by ECAS are tailored

and complemented herein to provide a holistic migration plan for the
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enterprise cloud adoption (CCAFF). The strategy is composed of six

phases of the cloud adoption lifecycle as demonstrated in Table 3.1.

Table 3.1 Enterprise cloud adoption strategy phases

Phase Name

Phase explanation

Initial planning

High-level analysis exploring the business objectives and how adopting a cloud
can fit with the business strategy is executed. There are several key outputs from
this phase, i.e. the business model in which the current capabilities and values
are explored to find the necessary improvements, a high level plan of projects
including the project owners, and the expected business outcomes to be realized
in a due time.

Enterprise  capabilities
and cloud vision

Understanding of the overarching abilities needed to support the cloud
implementation. Several key work artifacts from this phase are the vision
statement of cloud adoption; adoption pattern; a business case which provides
information about plausible costs and benefits, value propositions and ROI for
cloud; and a governance model.

Target architecture and
cloud enablers

Requirements influencing the cloud adoption decisions are explored in greater
details. There are three areas relevant for the updates in the existing EA in
relation to the cloud adoption: 1) the business architecture, 2) the information
system, and 3) technology and infrastructure architecture.

Gap analysis and

transition planning

Gap analysis is necessary to help the comparison of company’s actual
performance with its potentials and thus to know the shortfalls of current
situation. A transition plan is the preparation for a change and for this, a
sufficient understanding on the change management needs is essential to
achieving the benefits. The key deliverables for this phase are a change
management plan which addresses how to organize the people and the
organization from its current state to the future state, and a cloud adoption
roadmap which provides a list of actions for realizing the cloud adoption
strategy.

Implementation

Arrangement with the cloud provider is made and contract is signed to

planning commence the necessary works. The key activities of this phase are the SLA
arrangement and the formulation of the integration requirements.
Governance A continuous activity which underlines the whole processes of cloud adoption.

The governance is expected to provide a strategic direction which defines how
the cloud adoption will be performed, managed and controlled.
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Figure 3.2 TOGAF Process Phases (Source: TOGAF 9.1)
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3.2.3 TOGAF-ECAS alignment and CCAFF

This Section discusses the compatibility between the TOGAF
framework and the ECAS. Table 3.2 displays the mapping between these
two components, while Table 3.3 elaborates the final format of the CCAFF.

Table 3.2 The mapping between TOGAF and ECAS (Adopted: Utomo, 2014)
The TOGAF Phases

] . o < m (@] (@] L L ] T

The Enterprise Cloud Adoption Strategy L o Q Q Q o L Q Q
[5+] [3+] @ [3+] [3+] [5+1 [5+] [5+] @
= = = = = = = = =
o o o o o [a o [a o

Stagel: Initial planning X

Stage2: Enterprise capabilities and cloud X

vision

Stage3: Target architecture and cloud X X X

enablers

Stage4: Gap analysis and transition planning X

Stage5: Implementation planning

Stage6: Governance X X X X X X X | X

Table 3.3 The CCAFF phases description
The Preliminary phase (Phase 0): preparation Stage of the initial actions required to understand the
enterprise model to develop the new architecture (CCAFF). IT comprehends the general operational
and policies in an FI-01.
The Architecture vision (Phase A): describes the scope of new architecture. the stakeholders, their
objective, and the creation of architecture vision. Integrated with ECAS Stagel in envisioning new
opportunities when cloud computing is implemented. While Stage2 provides an understanding of
overarching abilities needed to support the implementation of cloud, and enterprise capabilities.
Moreover, define the business principles, business goals, business strategy and business constraints.
The Business, Information system, Technology Architectures (Phases B, C, D): are concerned
with the development of EA. These three phases are aligned with ECAS Stage3 at which BA, ISA,
TA shows the way that enterprise executes business.
The Opportunities solution (Phase E): is identified from the gaps in phases B, C, and D based on
the enterprise capabilities and business objectives. Opportunities formed in many terms such as: new
technology, new stakeholder, new investment, new applications, new model, or improvements to
current situation. this mapped with ECAS Stage4 at which it identifies the shortfalls between the
actual and potential performance, and the creation of a change management plan.
The migration plan (Phase F): create a detailed plan for real implementation and migration from
the baseline to the target architectures transformation. It’s related to ECAS Stageb, the
implementation planning and migration processes are carried out Therefore, reviewing the desired
requirements from the targeted architecture is essential to provide an input for vendor's.
The Implementation governance and Architecture change management (Phase G & H): ensure
that the delivery of transition plan complies with the defined architecture, and provide a continuous
monitoring over the changes to the architecture. monitoring keeps the implementation effectiveness,
and ensure proper controls are applied to minimize the risks at lower level, provides feedback for the
migration and implementation phase and describes the cloud services actual delivery. governing
standards are updated to maintain proper risks assessment to EA changes, these risks associated with
the new changes are analyzed to compare between previous architecture with the new one. Which
can help in providing solution for building new business scenarios.
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3.3 Summary

This chapter has aimed at explaining the proposed conceptual model
of CCAFF in detail dictating the TOGAF phases along ECAS stages. The
first stage was developing the framework using a tailored version of
TOGAF which was proven to be the best matching framework for this
purpose. The second stage was describing the AS-IS and TO-BE phases.
In addition to the application of a tailored version of the ECAS strategy for
the adoption, a comparison was performed between multiple models, and
selection of the suitable one was achieved by aligning the ECAS with
TOGAF to develop the CCAFF framework.
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Chapter 4
Research Methodology

4.1 Introduction

This chapter summarizes the following undertaken procedures for this
research with reasons for selecting these approaches. The research methods
used for obtaining required data to reach the main research objective. The
typical layout of this chapter is composed of eight Sections. Section 2
justifies and describes the Design Science Research Method (DSRM) for
the CCAFF and report development. The approach represented by the
qualitative research paradigm is clarified in Section 3. Moreover, the
following research strategy represented by a holistic single case study is
described in Section 4, while the data collection tools represented by semi-
structured interviews are demonstrated in Section 5. The analysis
techniques represented by Pattern matching are explained in Section 6,
while validity and reliability tests are introduced in Section 7 respectively.

Lastly, Section 8 summarizes the chapter findings.

4.2 Research strategy

Many research strategies can be applied in qualitative research such
as case studies, surveys, action research, experiment. According to the
nature of the exploratory study, the most suitable way to understand the
organization process, function, services, .... etc. is the case study. That’s
because it is used to examine the real-life situation. The case study is one
of the most popular data collection strategies (Yin, 2011). Normally it is
used in answering how and why questions, to rely on multiple sources of

evidence, when many more variables of interest than data points, also to be
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mentioned that Case study demonstrates success based on real results, not
just theories.

Following Yin’s process, beginning with selecting the case, then
identifying and defining the research question. Depicted in Figure 4.1,
there are several case study methods. However, this research uses a holistic
single-case design to study all FI-01 as a single unit. This selection aims to
generalize the framework to be used across any company of the same

sector.
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Figure 4.1 Case Study types (Adopted: Yin, 2011)
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4.3 Research method and approach

This Section explains in detail the research design methodology. In
addition, a detailed description of the applied model and analysis technique
will be discussed.

Starting with the main research strategy, the Design Science research
methodology (DSRM) will be used to develop and perform an artifact
design in practices that could be implemented in reality according to the
current enterprise situation. DSRM is a scientific study that is used by
people to solve a practical problem or perform an improvement. The
artifact has many facets could be either a model, algorithm, IT system, or
new technology, these examples have a main common denominator that is
tangible, new, original, novel.

The DSRM has six stages starting with the first stage that explicates
the problem which could be either a practical problem or knowledge
problem. Next stage is the second stage that defines the requirement which
probably is either feature/functions or generic qualities. The third stage is
designed and develop the CCAFF artifact that describes the component of
the proposed framework and solution design. The fourth stage
demonstrates the created artifact CCAFF by implementing and testing the
case in reality. The fifth stage evaluates the artifact through ex-ante
evaluation or ex-post evaluation. The sixth stage communicates the
research findings. These stages help gain improvement (development) or
solve a problem. As pefer mentioned DSRM process has flexibility option
not to go through all stages of activity according to the case, so it could
skip the first stage process and begin from the second stage, in addition to
that flexibility DSRM process could also skip the first two stages and start

performing from stage three.
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Because of the design nature of the research, this study uses DSRM

as a suitable and relevant methodology. Table 4.1 summarizes the
framework of the DSRM based on Peffers et al. (2012).

Table 4.1 The DSRM steps (Adopted: Peffers et al., 2012)

Step Ds .. Activity description Knowledge base description
activities
Problem ‘What is the problem? Understand the problem’s
1 identification Define the research problem and justify the | relevance, its current solutions
and motivation | value of a solution and their weaknesses
How should the problem be solved? ) Knowleclge 01.- Wh?t 15
- o possible and what is feasible.
Define the | In addition to general objectives such as
A P ) ) - Knowledge of methods,
2 objectives of a | feasibility and performance, what are the . }
. : L. . technologies and theories that
solution specific criteria that a solution for the . .
. can help with defining the
problem defined in step one should meet? Lo
objectives
Create an artifact that solves the problem | Application of methods,
3 Design and | Create constructs, models, methods or | technologies and theories to
development instantiations in  which a research | create an artifact that solves
contribution is embedded the problem
. Demonstrate the.. use of the artlfact. Knowledge of how to use the
4 Demonstration | Prove that the artifact works by solving one .
. artifact to solve the problem
or more instances of the problem
How well does the artifact work?
Observe and measure how well the artifact | Knowledge of  relevant
5 Evaluation supports a solution to the problem by | metrics and evaluation
comparing the objectives with observed | techniques
results
Communicate the problem, its solution, and
6 Communication the u.uhty, novelty and effectiveness of the | Knowledge of the disciplinary
solution to researchers and other relevant | culture
audiences

The first step is Problem identification and motivation clarification,
by identifying the problem of the research with the concepts and theories,
this highlights the research significance by justifying and defining the
statement of the problem with the proposed solution. The research problem
must be identified to propose an optimized solution that will lead to the
artifact’s development (Peffers et al., 2012). This step was presented in

Section 1.2 of the research study.

The third step of the DSRM is to design and development the artifact
(CCAFF), at this step wide range of techniques will be applied based on
enterprise architecture and functionality to develop the artifact, these

techniques include design, analysis, coding, and modeling to guide
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building the artifact (Peffers et al., 2012). this step is presented in the
Section of the research.

The fourth step of the DSRM is the demonstration, this represents the
solution that solves the proposed problem (the artifact), in this step, several
research methods such as case studies, simulation, experimentation,
participated research, questionnaire, experimental, or action research can
be applied to demonstrate the benefits of the artifact (Peffers et al., 2012).
The demonstration is used to verify the effectiveness of the proposed
solution that solves the research problems. The demonstration step carried
out the validation expert interviews as presented in chapter 5 and 6.

The fifth step of the DSRM is the evaluation, which should compare
the actual outcomes of the artifact with the research objectives together.
This step includes a discussion of the practical outcome that is come from
the demonstration step feedback. the evaluation step is respectively
important because implementation depends on the requirements. In this
case study, the Delphi technique is applied to evaluate the developed
artifact CCAFF, which is presented in chapter 5 of the research.

In addition, the communication step is the sixth step of the DSRM
process at which the importance and effectiveness of the artifact to the
researcher problem are communicated, the identified problem and the
proposed solution are documented for publication, excluding any restricted
or sensitive information that the enterprise does not want to declare.

Speaking about the research approach, any active research should
follow a research paradigm such as qualitative or quantitative research.
Thus, qualitative research found suitable and is used to generate data for
development and to understand the current situation issue in depth. Table
4.2 demonstrates the multiple data collection techniques that can be applied
depending on the study strategy.
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Table 4.2 Overview of variant study strategies (Source:Chism et al.,2008)

Study Type Strategy Merriam Denzin & Creswell Saunders et al
v P 8y (2002) Lincoln (2005) (2007) (2009)
Case study v v v v
Action and v
Basic interpretive v
Qualitative | Clinical research v
Studies Critical research v
Ethnography v v v v
Grounded theory v v v v
Phenomenology v v v
— v
Quantitative Arcl:u\. al research 7
- Experiment
Studies
Survey v

4.4 Data collection method

The data collection process has started in FEB 2021, typically
multiple techniques from multiple sources have been applied, beginning
with primary data source the used method is structured interviews which
follow the guidelines of Myers (1997); Myers and Avison (2002). the
interview sessions were performed with the IT manager of FI-01, followed
by IT department employees. Several Key informant interviews were
sorted based on their position as shown in Table 4.3, due to the covid19
pandemic several interview mode has been used for the data collection such
as virtual online meeting (zoom and team), phone calls, and e-mails.
Template.1 shows the interview questions that have been answered. The

secondary data source is from the FI-01 website, banking publisher, and

Table 4.3 The informant profiles table

No. Department Position Interview Mode Duration
1. |IT Director Virtual meeting 1 hour

2. |IT Infrastructure Systems Engineer Virtual meeting 2 hours

3. |IT Developer Telephone calls 2 hours

4. | HR Manager Telephone calls 1 hour

5. | Finance Operator Face to face meeting | 1 hour

newspaper articles.

According to Lin and Wu (2007), the open-ended questions with

semi-structured interview help the interviewees to explain their point of
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view in more detail, which open the area for more useful discussion. The
semi-structured interview shows the understanding level of the participants
and provides more clarification that also ensures gathering valuable
information. using designed templates to record the needed data, three
areas have been discovered in this interview, The first area is the FI-01
vision, mission, and core competencies, as well as the business units,
business services, business functions, and business processes, whereas the
second area comprises of application and data ICT, while the third area is
comprising of the infrastructure of FI-01, furthermore, other sources such
as brochures, FI-01 official web site, Bahrain Association of Banks (BAB)

was investigated also.

4.5 Data analysis method (techniques)

Yin (2011) indicated five analysis techniques to qualitative data
including, pattern matching, explanation building, time-series analysis,
logic models, and cross-case synthesis. Pattern matching is found the most
suitable technique to analyze a case study to analyze the FI-01 case as will
be discussed in Chapter 5. The explanation building technique and Time-
series analysis are avoided as the case study isn’t descriptive and doesn’t
deal with any time series data. The logic model technique and Cross-case
synthesis aren’t suitable for the current case due to the absence of events

of repeated cause & effect patterns and are not a multiple case study.

4.6 Quality tests

Demonstrated in Table 4.4, Rowley (2002) recommends performing
four tests and corresponding tactics to ensure the quality of the procedures

and rigorous research findings. These include construct validity, internal
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and external validity, and reliability, considering that only three are
applicable in this study.

Table 4.4 Case study design quality test (Source: Rowley, 2002)

Quality Test(s) Purpose Research Phase Case Study Tactic(s)
. Use multiple sources of evidence (Triangulation)
COIIISTI‘LICI Exploratory Data collection Establish ghain of evidence =
validity Composition Have key informants review draft case report
Explanatory Do pattern matching
Internal validity Data analysis Do explanation building
Causal study Do time series analysis

Research design | Use replication logic in multiple case studies

External validi Exploratory -
v P i Data collection Use case study protocol

Reliability Exploratory | Data collection Develop case study database (Chain of evidences)

4.6.1 External validity (research design & data collection)

Three criteria were found of high importance to the success of the case
study (FI-01). These include research strategy, generalization of the
findings, case selection, and data collection techniques.

According to Hancock and Algozzine (2006), a qualitative case study
was found to be an appropriate research strategy for this study as the
business nature of the Bahraini FI-01 isn’t clear to the researcher and that
qualitative collection of the data (i.e., semi-structured interviews and
documents analysis) was analyzed qualitatively (i.e., statistically).

According to Yin (2011), generalization of the findings was achieved
based on the case study type at which a single- holistic case study approach
(i.e., FI-01) for data collection was employed. Also, the criterians of case
selection were satisfied by 1) FI-01 was the most welcoming bank, 2) the
CEO demonstrated high commitment and seriousness to the study, 3) the
CEO demonstrated high interest in the quality of findings of the study, 4)
the CEO answered the interview questions (i.e., primary source)
transparently and provided us with requested materials including,
organization structure and ICT applications lists, procedures and

documentary written materials (i.e., secondary source). Moreover, for data

58



collection, a case study protocol as in Table 4.5 was developed to

demonstrate the research objectives & questions, etc.

Table 4.5 Case study protocol document (Source: Rose el al., 2014)

No Title Document content
1 View This case study aims to collect and analyse data related to EA includes: (BA, ISA, TA) to develop and evaluate a
CCAFF as an artefact for the CCA to FI-01 bank.
No Steps
1 Choosing the suitable research strategy.
2 Select an organization to apply the case study.
Case 2.1 Request for a meeting and get response and submit official interview letter.
2 Study 3 Prepare the questions for data collection in the interview session
Procedurel|_3 Apply the TOGAF ADM framework.
4 Record the collected data in a database (word table format).
5 Develop the CCAFF for the FI-01.
Part | Question
1 Participant profile:
- What are the units/departments of the organization?
What is the current Business architecture of FI-01?
- What are the Business Strategic objectives of FI-01?
2 - What are the Business Units& Actors/Roles of FI-01?
- What are the Business Functions of FI-01?
- What are the Business Services of FI-01?
Case - What are the Business Processes of FI-01?
3 study What are the ICT Applications used of the FI-01?
Questions - What are the ICT Applications used in FI-01?
3 - What are the ICT Applications used in FI-01 in term of organization units/departments?
- What are the ICT Applications in term of business services in FI-01?
- What are the ICT Applications in term of business Functions in FI-01?
- What are the ICT Applications in term of business Processes in FI-01?
What are the IT infrastructures component of FI-01?
4 - What are the IT infrastructure current strategic objective of FI-01?
- What are the IT infrastructure future strategic objective of FI-01?
- What are the IT infrastructures that support current ICT Applications?
Data collection techniques and tools
Data col_lectlon Methods T_ools Rationale
technique (Evidence)
Data Primar - Semi-structured interview | -Template | - Align the Case with Isom and holy
4 | collection Sourcey - Telephone interview -Template 11 cloud adoption strategy phases.
matrix - Virtual meeting - Align the Case with TOGAF phases.
Secondary - Document Analysis -Template | - Develop a framework based on
Source - Literature review ) -Template 11 current status of FI-01.
- Website of the enterprise. - Develop the graphical model.
A. Enterprise details
Enterprise-ld |  E_Name | Date [ Interviewee Positions | Interviewee
FI1-01 | X Bank | Jan-2021 | 1T manager [ Ageel Maayouf
B. Acronym/Terminology
Template Actor/Role An employee who does the work and uses the service (internally or externally).
5 m Unit A physical/ virtual division that has a specific functionality in the enterprise.
Process A unit of internal or external behaviour.
Function A grouping of internal behaviour based on a certain criterion.
Service The internal and external added value that an organization delivers to its environment.
Steps
Establish the project
Identify stakeholders, concerns, and busmess requirements
Template Confirm and elaborate business goals, business drivers. and constraints
6 " Evaluate business capabilities
( ) Assess readiness for transformation. if any
Define scope of the baseline architecture
Abide with architecture principles, if any

4.6.2 Construct validity (data collection and composition)

Construct validity for data collection was achieved by linking data

collection questions and measures to research questions and propositions
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through using multiple sources and a chain of evidence such as 1) Face-to-
face interview questions (i.e., primary source), 2) non-standardized
interviews by telephone (i.e., primary source), 3) documentary written and
website materials including organizational structure and ICT application
lists, policies, and procedures (i.e., secondary source). During the
composition stage, key informants were allowed to review the draft case
study report in the middle of the collection and at the end of the collection

procedure to assure its correctness and precision.

4.6.3 Reliability (data collection)

Reliability was claimed through the generation of a case study
database (i.e., Business and IS templates) which documented the data
collection procedures. Thus, before data analysis, collected data of the
interviews, memos, and notes were transcribed, organized, and protected
in a database/ filing system (i.e., both printed and electronic) at which
Microsoft excel software was employed to develop sheets to manage and
organize the collected data by converting it into codes (i.e., coding system)
as provided in the associated templates, so data for FI-01 can be easily

retrieved and interpreted during the analysis phase.

4.7 Summary

This chapter details the research methodology that is applied in this
study which is the DSRM. This research follows a qualitative approach by
applying a case study to explore the FI-01 as a holistic single case strategy
at which structured interviews were employed to conduct the data
collection strategy. In addition, the chapter reviewed the different data
sources (primary and secondary) for the data collection at which validity
and reliability tests were introduced and applied with different case study

tactic(s) to assure high-quality research.
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Chapter 5

Analysis and Discussion

5.1 Introduction

This chapter presents the experimental results of the study based on
the data obtained from the holistic single Case Study. The representatives
of FI-01 describe their business architecture in terms of business units,
actors/roles, business end services, business functions that support these
services, and business processes that execute these functions. All these data
are considered while developing the CCAFF framework for FI-01. In
addition to that, the interviewers were requested to explain their ISA in
terms of data and available applications w.r.t infrastructure components.
Several data collection methods were applied with variant analysis
techniques to ensure generating a solid case study design that has value
with quality findings. A typical layout of this chapter is composed of six
Sections. Besides the introduction in Section 1, Section 2 introduces the
data analysis and discussion, and research findings, while Section 3 present
the business architecture (BA) in terms of the profile of the FI enterprise,
participants profile, the preliminary phase, and the Architecture Vision. In
addition, Section 4 discusses the ISA of FI-01 in terms of strategic
objectives, applications, findings. next Section 5 discusses the findings of
the Technology Architecture (TA) of FI-01 in terms of components related
to ISA which links the three layers together. Moreover, Section 6 finds the
opportunities and solutions of FI-01, Section 7 presents the migration
planning of FI-01 CC adoption, Section 8 introduces the implementation
governance and Section 9 informs the Architecture change management.

However, Section 10 summarizes the outcomes of the chapter.
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5.2 Data Analysis and research findings

Following the data collection of FI-01, the next step was the analysis
of the data using the pattern matching method which was provided in
correspondence to a developed set of templates, tables, visual matrixes, as
well as ArchiMate models. Therefore, according to Ritchie (2013), a
pattern matching four-step process includes data indexing, data sorting,
data description, and summarizing or synthesizing. First, a data coding
index was assigned to each concept identified during interviews. Thus,
indexing of the dataset took the format of A.0.0.0.0 referring to the business
strategic objectives (SO), as demonstrated in Section 4.2 of the protocol
document in Table 4.5 Then, subheadings were given to the concepts under
each main heading, identified as A.1.0, 0.0, referring to the BSO id#, etc.
Then, giving the next concept the index of A.0.1.0.0 with sub-concepts
identified as A.0.2.0.0, etc. We finally recorded numerical codes in the
transcripts. Second, data were sorted to assemble text of similar content.
Third, data within a category were examined to identify the range of
content and dimensions within the theme. Fourth, each theme was created

on a thematic chart, and participants were allocated a row in the matrix.

5.3 The Business Architecture (BA) of FI-01

This Section describes the FI-01 in terms of the company profile, the
participant profile of the interviewee, the organization structure. The
preliminary phase of FI-01 will be discussed which will also include the
mission, vision, business objective. The BA consists of several
components, to start recognizing these components, many sub-Sections
will attend from the general Section to analyze the BA and discuss in detail

these components.
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5.3.1 The FI-01 profile

A retailer bank (FI-01) was selected according to the provided
documents of the interviews and official website. FI-01 was established in
1979 to provide subsidized mortgages for low-to-middle income citizens
of the Kingdom of Bahrain, as well as property development activities and
facilities management to drive innovation and economic growth. Over
Time, FI-01 becomes a facilitator that connects financiers, landlords,
developers in a comprehensive ecosystem that is optimized constantly.

Today, FI-01's contribution is to explore smart business models that
better support stakeholders. The FI-01 is a Retail Bank type of banking
category; it consists of three branches that are distributed across multiple
Areas in the kingdom of Bahrain.

FI-01 mission is “Enhance the welfare and empower the Bank’s
human capital towards realizing its full potential” and “Lead in
benchmarking socio-economic and environmentally sustainable housing
developments”. To achieve this mission, FI-01 is seeking to become “Lead
the provision of innovative and sustainable housing solutions” as its status
on their vision statement. FI-01 has the main core value which is: Integrity,

Respect, Ownership, and Innovation.

5.3.2 Participants’ profile

Table 5.1 illustrates the participant profile from various departments
in FI-01. This list includes the educational level, work experience, and

mode and duration of the interview.

Table 5.1 The Participants’ profiles

Department Position Education level | Interview mode | Duration
IT Director PhD Virtual meeting | 1 hour
IT Infrastructure system engineer Bachelor Virtual meeting | 2 hours
IT Developer Masters Telephone calls | 2 hours
HR Manager Bachelor Telephone calls | 1 hour
Finance Operator Bachelor Face-to-face 1 hour
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The directorate distribution shows that most of the participants were
from the IT department (60%). 20% of the participants were directors.
Regarding the education level, most of the participants hold bachelor’s
degrees (60%), however, 20% hold master’s degrees, while 20% hold a
doctorate. The interviews took 2 hours approx. either by virtual meeting
(40%) or via phone calls (40%).

5.3.3 The preliminary phase of FI-01

This is the initial phase of the architecture vision which delivers the
Statement of Architecture Work (SOW), which prepares the FI-01 for the
architecture plan and establishes the development. The phase begins with
the R&D department coordination, by submitting the research proposal to
the FI-01 committee, which will be reviewed to get approved, then data
collection started with documents and interviews to gather information

about the existing workflow, daily operations, and policies.

5.3.4 The Architecture Vision of FI-01

Addressed in Chapter 3, Table 5.2 illustrates the TOGAF's official
steps of developing the architecture vision of FI-01. Performing these steps

will establish the Architecture vision of FI-01 as the preliminary phase.

5.3.5 The Business Strategic Objectives (BSO) of FI-01

One of the main TOGAF requirements is to determine the business
strategic objectives that must be aligned with the IT strategic objectives.
Interviewees' responses demonstrate the Business Strategic objectives of

FI-01 and the answers are demonstrated in Table 5.3.
5.3.6 The Business Units (BU) of FI-01

One of the most important parts of BA is to understand the

organizational structure, Figure 5.1 visualizes the structure of FI-01, this
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information is required while developing the framework CCAFF. The

responses are demonstrated in Table 5.4.

Table 5.2 Steps and tasks performed to generate the architecture vision

business requirements

Bus Obj id Business Objective Business Objective Description
BSO 01 Provide Social | A unique social role to provide subsidized mortgages for
Responsibility low-to-middle income citizens of the Kingdom of
Bahrain, as well as engage in community-related property
development activities and facilities management.
BSO 02 Provide Service Excellence | To offer products and services that exceed the
expectations of our customers.
BSO 03 Professional Management To develop a competent and innovative management team
with high standards of integrity and professionalism.
BSO 04 Enrich Employees To develop a competent and skilled team through
continuous comprehensive training programs.
BSO 05 Improve the Digital | Installing digital banking technology to improve front and
Customer Experience backoffice operations.
BSO 06 Meet Regulatory and | Adhering all regulation prescribed by central bank of
Compliance Requirements Bahrain.
BSO 07 Enhance Security and | Strengthen the overall Information Technology security.
Authentication
BSO 08 Replace Components of the | Replace old systems with systems that can support the
Core Operating System bank, and the customers.
BSO 9 Improve Business | Process redesign to achieve paperless processes,
Processes improved workflow tools, and task management.
Table 5.3 The Business Strategic Objectives (BSO) of FI-01
No. | Steps Performed tasks
1 Establish the EA project Explain the enterprise specific procedures
2 Identify stakeholder, concerns, and List the stakeholders of FI-01 based on the formal

structure

There were no concrens to affect EA

Business required goups from different unit for handeling
the architecture developmemt

3 Confirm and elaborate business
goals, business drivers, and
constraints

Goals and strategic objectives that drive FI-01
Lack of EA knowledge is the business constraints

4 Assess readiness for business
transformation

According to interviews with the IT manager, FI-01 is
readiness to cloud adoption in recent plan of the IT
strategic objectives.

5 Define scope Develop and evaluate an artifact CCAFF framework for
F1-01 from EA prespective
6 Confirm and elaborate architecture There are four main principles:
principles General principles: efficient use of resources, maximize

the benefits, reduce complexity, enhance sustainability,
manage decision making in quick and accurate way.
Business principles: align BA with strategic goals,
responsible to IT, understand business process, manage
long-term business-driven capabilities

Data principles: data control under authorized access, data
governance, data availability and recovery, data security
Application principles: avoid duplicated applications,
choose open solutions over commercial, buy or reuse
before build, support new technology, cloud first,
independent platform to deliver application through local
network and internet, define and design solutions,
scalability

Technology principles: technology independence,
technology lead, compatibility, manage the requirement-
based changes

5.3.7 Actors/Roles (A/R) of FI-01

The interviewer from the HR directorate was asked about the Business

Actors/Roles of FI-01. The answers are demonstrated in Table 5.5. The
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actors/roles were classified based on the Business unit of FI-01. Each

actor/role was recognized and assigned Id numbers.

Board of Drectors.
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Fiaure 5.1 The FI-01 Organizational structure
Table 5.4 The Business Units (BU) of FI-01
B-Unit id B-Unit name B-Unit description
BUOL Management Th_|s unit is the top-level management that Mange all bank
units, responsible to all processes on overall bank.
BU02 Internal Audit Provide auditing services to the Bank's management.
BU02 Legal Advisory Proylde_s legal services and advice.
Reviewing all banking legal procedures.
BUO3 Risk managment Reduce risk while promoting operational efficiency.
BUOS Financial Control Prov_ldlpg fl_nanu_al Analysis to support decision maker and
publishing financial statements.
BU06 Retail Banking Providing customers with product and services.
Financial Institutions & | Developmental programs Focus on growing advisory services
BUO7 . .
Government Programs offerings to clients.
Human Resources, Process all new hire, benefits, leaves, termination, payroll
BU08 Administration & Corporate : - L RS ) payroll,
A etc. in addition training, team building, event organizing.
Communications
Maintaining data and network from Contingencies, creating
BU09 Information Technology a h!ghly secure envwonment'for the high growth of e_Iectronlc
delivery channels by offering a technology solutions that
match the business strategy.
BU10 Operations Provu_jmg a responsible _ _and accurate telling service
experience to reach competitive advantage over other banks.
BU11 Property & Facility | Developing, maintaining, and managing the facility and
Management needed renovations.
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Table 5.5 The Business Actors/Roles (A/R) w.r.t Business unit (BU) of FI-01

B-Actor id B-Actor/Role BU id BU Name
A&/R1 G. Manager BUO1 | Management
A&/R2 H. of L.Adv BUO2 | Legal Advisory
A&/R3 A of L.Adv BUO2 | Legal Advisory
A&/R4 A.of L. Opn BUO2 | Legal Advisory
A&/R5 H. of R. mgt. BUO3 | Risk Management
A&/R6 Mgr. R. Mgt BUO3 | Risk Management
A&/R7 S. Mgr. Collection BUO3 | Risk Management
A&/R8 Magr. Info Sec BUO3 | Risk Management
A&/R9 Magr. Credit BUO3 | Risk Management
A&/R10 Mgr. Compliance BUO3 | Risk Management
A&/R11 H. of Audit BUO4 | Internal audit
A&/R12 Magr. of Int Audit BUO4 | Internal audit
A&/R13 Rev. of Shariah Compliance BUO4 | Internal audit
A&/R14 H. F. Cont. BUO5 | Financial Control
A&/R15 S. F. Mgr. BUO5 | Financial Control
A&/R16 H. of retail bank BUO6 | Retail Banking
A&/R17 Mgr. Branch BUO6 | Retail Banking
A&/R18 Mgr. Call Ctr BUO6 | Retail Banking
A&/R19 Mgr. Sales BUO6 | Retail Banking
A&/R20 H. of fin inst & Gov prog. BUO7 | FI & Gov. prog
A&/R21 H. of HR BUO8 | HR

A&/IR22 Mgr of HR BUOS | HR

A&/R23 Asst Admn Mgr BUO8 | HR

A&/IR24 Ass Mgr. PR. BUO8 | HR

A&/R25 H.of IT BUO09 | IT

A&/R26 S. Mgr. IT BUO09 | IT

A&/IR27 Ass Mgr. IT BUO9 | IT

A&/R28 H. of Op BU10 | Operations
A&/IR29 Mgr of Op BU10 | Operations
A&/R30 H. of fac mgt BU11 | Property&Facility
A&/R31 S. Mgr. Proj BU11 | Property&Facility
A&/R32 Magr. Sec BU11 | Property&Facility

5.3.8 The Business Functions (BF) of FI-01

The interviewees responded to this question about the Business

Functions of FI-01 and the answers are demonstrated in Table 5.6. The

business functions were assigned id numbers and linked to services.

Table 5.6 The Business Functions (BF) of FI-01

Fun-id Fun name Fun description Service id
This function mange the processes between the units

Fun01 Management and divisions of the bank Sveol

FUn02 Controlling This function control the operation and processe in Svco?2
the bank

Fun03 Customer Affairs This function is realted to the provides services and Svco3
products to the customers

Funo4 Supporting ;I'ek:\a/ifcuer;ctlon is supporting the bank in the provided Svco4
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5.3.9 The Business Process (BP) of FI1-01

The interviewees responded to this question about the Business

Processes of FI-01 and the answers are demonstrated in Table 5.7. The

business processes were assigned Id numbers and linked with the functions

that connected to the business services.

Table 5.7 The Business Process (Pro) of FI-01 w.r.t Fun. and Svc.

P id| Process |S-Pid Sub Process S id |Fun
P1.1 |Solve legal issues involving the organization.
P1.2 |Deal with negotiations and collection.
Manage the | P1.3 |Compile contracts with local low.
risk policies| P1.4 Provide developmental program on client advisory services. Svc01 [Fund
Pro0l and P1.5 |P1.5 Identifies any arise risk.
procedures | P1.6 [Measure and monitor the risk.
covering P1.7 |Control Risk and Assessment.
lending P1.8 PPrepare income statement to mgt.
P1.9 |Prepare balance sheet to mgt. Svc02 [Fund
P1.10 PPrepare cash flow statement to mgt.
P2.1 |Oversee daily functions, integrating finance operations.
Formulate | P2.2 [Support month-end and year-end close process. -
. . — - - Svc02 [Fund
Pro02 financial P2.3 Prepgre anq publ:sh timely fl_nanC|_aI statemc_ents.
report and | P2.4 |provide opinions’ based on financial analysis.
planning P2.5 [Measure performance and reliability of the organization. sveo4 [Fund
P2.6 |Direct control over the quality of the products and services.
Provide P3.1 |Provide telling services.
Customer | P3.2 |Open current and savings accounts.
with P3.3 |Apply for Personal loan auto loan mortgages loan. "
Pro03 roducts | P3.4 [Apply for credit card. Sve03 fFund
and P3.5 |Seek for financial institutions research.
services P3.6 |Provide special long-term commitment to customers.
Serve P4.1 PProcess all employee’s services.
administrati| P4.2 |Deal with maintenance requests.
Pro04 \ve and P4.3 Handle building operation include safety, cleaning, parking. Svc04 [Fund
operational | P4.4 Handle any emergency arise issues.
functions | P4.5 |Develope and maintain the facility with needed renovations tasks.
Maintain P5.1 |Approve bank products and procedures. sveol [Fund
and manage| P5.2 Review bank products and procedures.
Pro05 the relation | P5.3 |Provide 24/7 support to telecomm, website, apps, tech_services.
between P5.4 |Provide recovery plan daily, monthly, yearly. Svc04 [Fund
division P5.5 [Maintain data and network stability.

5.3.10 The Business Service (BS) of FI-01

The interviewees responded to this question about the Business

Services of FI-01 and the answers are demonstrated in Table 5.8. The

business services were assigned ID numbers, moreover, services are linked

with business unit and actors/roles.
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Table 5.8 The Business Service (BS) of FI-01

Servic Fun. id Pro. id

cid Service name B-Unit id B-Actor id

Provision of Operational, legal, Pro01, IA/R

SVe0l  nisk Mgt Fun0l |5 o5 [VOLUO2U03 51 05 03 4,5,06,07,08,

Svcoz |[rovision of Auditing and Funo2 %L lyo4,u0s AR 11,12,13,14,15
Control of financial operations Pro02

Svc03 ng’\)’lfég” of Customer banking | ¢ 153 |proo3 U06,U07 A/R 16,17,18,19,20

Sveoa Provision of Administrative and Funo4 Pro02,Pro [U08,U09,U10, |A/R21,22,23,24,25,26,
operational matters 04,Pro05 U1l 27,28,29,30,31,32

5.3.11 The BA visual pattern

As a result of data analysis to the BA, Table 5.9 demonstrates the
BA visual pattern matrix. The benchmark criteria are categorized into three
varieties: “Not involvement” which are mentioned in White cell color,
“Partial involvement” which are mentioned in light brown cell color, and
“Full involvement” which are mentioned in Grey cell color. The key
objective of this visual express generating is to associate the BU with each
A/R, BS, BF, and BP of FI-01. ‘Full involvement’ means that the
mentioned unit that contain A/R are fully involve to this process “P-0x”
that feed the related function that serve the final service, while ‘Not
involvement’ means that this unit is not related to this process. in addition,
‘Partial involvement’ means that this unit is partially involve to the

submitted processes.

5.4 The Information Sys Architecture (ISA) of FI-01

The ISA consists of application and data, the application could be an
application system or application software, in addition, data includes
metadata, archive data, data inventory, or other data source. To start
identifying these systems, many sub-questions attended from the general
main interview question for ISA part “What are the ICT Applications
supporting the FI-01?”. The following sub-Sections further discuss the
ISA.
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Table 5.9 The BA visual pattern and ArchiMate generation
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5.4.1 The ICT Applications

The interviewees responded to this question about the ICT

Application of FI-01 and the answers are demonstrated in Table 5.10, The

applications were recognized and assigned ID numbers.

Table 5.10 The ICT Applications

attack, torjan, malware, other computer viruses.

App-id App-Name App-Description Vendor | Origin
A fund transfer requirements app of bank within | NeST .
AppO1 EFTS eDGE Bahrain that adhers to CBB regulations. 1T India
Appo2 EXUS A suite of software p_roducts that manages credit EXUS UK
risk along the whole life cycle of accounts.
App03 | ATM software This App is used in all ATM machines. - -
An app to deliver voice communication and ) )
Appo4 | VOIP multimedia sessions over internet network.
ADDOS Customer An electronic file that stores pertinent information ) )
PP information file CIF | about customers personal and account information.
Mange the company relationships and interaction ) )
Appo6 Bank CRM with customer and potential customer
Appo7 Fraud detection An App that detects fraud transactions and ) )
prevents money or property from false pretenses.
App08 | Chatbot An Al automate answer machine for conversation. - -
Appo9 Microsoft office A suite (_)f appllcatlons_ designed to help with | Microso USA
productivity and completing common daily task. ft
Appl0 | Adobe reader This software is used to deal with PDF file format. | Adobe USA
Appll | Corporate website A software used for dg5|g|ng and editing website ) )
pages to match the business goals.
Appl2 | HRMS Human resource management system deals with ) )
employees data and information.
Viewing multimedia contents, executinG internet
App13 | Aobe flash player apps, and streaming audio & video with flash. Adobe USA
Appl4 | Skype for bussiness A telecommunlcatl_on app used. for video | Microso USA
conforance and meetings to communicate. ft
A portal that answers customers questions about _ B
App15 Helpdesk portal products and services, without agent help.
Payment A payment service provider that allow other
Appl6 : i - -
Aggregator business to accept transaction.
Appl7 Data archivist comp A datg archive system that digitally stores files ) )
including photographs, documents, recordings.
UML visual modeling and design tool that manage Australi
Appl8 | Sparx system - - o Sparx
complex information of large organizations. a
Tools for java Application development from set
App19 Netbeans of modular software component. Apache USA
App20 | Anti-virus A software that is used to protect from harmful ) )

5.4.2 The Applications Component w.r.t support the BS

The interviewees responded to this question about the ICT

Applications that support the Units, Services, Functions, and Processes of

FI-01, and the answers are demonstrated in Table 5.11. For explanation,

the ICT application ID is penetrated by Application service and

Application function in specific units, to deliver services that serve

functions under this service, reaching all processes. This will connect the
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BS layer with the AS layer, Furth more this will link the technology
services TS with the AS.

Table 5.11 The ICT Applications w.r.t BU, BS

App id App- Name App service App function B-Unitid | BSid
App04 VOIP
Providing Audio and video uo1
App08 Chatbot
u Kpe T - Communication |calls, auto answer Svc01 uo02
Appl4 _ |Skype for business services machine, online chat. uo3
Appl5 Helpdesk portal
Appll Corporate website Application and
Appl8 Sparx system Development model editing, web Svc02 38‘51'
App19 Netbeans design
App02 EXUS Financial Suite(EFS) Employee
App09 Microsoft office Soeﬁ\e/:g;'sopjrl performance uos
App10 Adobe reader employees measurement, leaves, Svcod u09
Appl2 HRMS hiring, training, U10
Appl3 Aobe flash player g;?ir:eo:;r;%dally uil
App20 Anti-virus
App0l EFTS eDGE
Qppgz QTM soft\{va;re - Customer information
pp ustomer information file L. record’ payment’
App06 CRM g;?\\:;gézqro client widthrow, online Svc03 383
App07 Fraud detection transaction, deposite,
Appl6 Payment Aggregator aacount statement
Appl7 Data archivist comp

5.4.3 The Application visual pattern

As a result of data analysis to the ISA, Table 5.12 demonstrates the
ISA visual pattern matrix. The benchmark criteria are categorized into two
varieties: “Not involvement” which are mentioned in White cell color,
“Full involvement” which are mentioned in Grey cell color. The key
objective of this visual matrix is to express the ICT applications with each
BU, A/R, BS, BF, and BP of FI-01. ‘Full involvement’ means that the
mentioned unit that contain A/R are using these applications in their
process “P-0x” that feed the related function that serve the final service,
while ‘Not involvement’ means that these applications are not installed in
this unit. This measures the application replication in the diffrent units, by
understanding the applications that are installed out but not used by this

unit.
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Table 5.12 The ISA visual pattern and ArchiMate generation

FIl &
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ment control progra
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Manage the risk policies and Appl13 Appl0 App9 | Appl7 App7 App6 Appl3 Appl0 App9
procedures covering lending Appl4 App4 Appl4 App4
Formulate financial report Appl7 Appl6 App7 Appl3 Appl0
and planning App9 Appl4 App4
: i Appl6 App7 App6 App5 App3 Appl
Provide customer with App6
X Ap13 App10 App9 Appl4 Appl5 App8
products and services App7 e e ppADD;;p pR== 408
Serve administrative and Appl7 Appl6 App7 Appl3 Appl2 A10 App9 Appl9 Appl8 Appll Appl5 Appl4 App8
operational functions App4
) i X ApPpPI3
Maintain and managing the App10
relation between division App9
Provision of operational, legal, Risk Mgt PrOV'S'On. o au_dltlng an(_i BiciE et cus_tomer Ly Provision of Administrative and operational matters
control of financial operation services
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5.5 The Technology Architecture (TA) of FI-01

The infrastructure consists of multiple components, to start
recognizing these components which are supporting the FI-01 systems and
applications, many sub-questions were attempted from the general main
question for TA part “What are the IT infrastructures supporting the FI-
01?”. The following Sections discuss in detail these components.
According to the IT manager of the FI-01, the cost of the applications and
technology infrastructures that support these applications are high and
consume a big portion of the organization budget, moreover, in some cases,
outsourced contractors are hired from specialized IT people to update,
implement, maintain, maintenance, training, and support. Considering that
most TA data are confidential, however as described by interviewees some

applications are hosted externally which are linked to the CBB.

5.5.1 The Tech Strategic obj (ITSO) w.r.t (BSO) of FI-01

The main goal of the framework development is to determine the IT
strategic objectives and align them with the business strategic objective.
The interviewees responded to this question about the IT objectives w.r.t
business objectives of FI-01 and the answers are demonstrated in Table
5.13. FI-01 IT Department has strategic objectives (ITSO), that is aligned
with the business strategic objectives (BSO) of whole organization,
however IT department has its own individual objectives which are not

aligned with the BSO due to differences in the objectives.

5.5.2 The Technology components

The interviewees responded to this question discreetly. The
infrastructure that supports the Apps, App Services, App Functions, and
App Processes are demonstrated in Table 5.14.
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Table 5.13 The IT Strategic Objectives (ITSO) of FI-01

IT Obj — — . B Obj B Obj
=P 4T Obijective IT Objective description =) )
id id name
Procedural innovation in the use of IT in business by gathering .
. - . Provide
Innovation best practices from industry and researchers about new and Social
ITSO 01 | through emerging technologies, and lessons learned from users about | BSO 01 -
; - - . s oo Responsibili
technology their experiences and the ways in which existing IT applications ty
have facilitated the execution of their work.
Data Integration | Support an enterprise approach to information sharing that Prov_lde
ITSO 02 . . . ; . BSO 02 | Service
and Analytics adopts decision-making through the use of analytic technology. Excellence
Knowledae A systematic approach to capturing, organizing, and retrieving
ITSO 03 g information to support the Department’s activities and enhance | None
Management L -
decision-making.
Our customers expect an engaging, user-friendly online
IT Service | experience. The Department will continue to implement
ITSO 04 . . . None
Delivery customer-centric and service-management approaches to
smarter IT delivery.
IT Business | Ensure competent and effective performance of core business
ITSO 05 Systems functions and services. None
Enabling Business continuity has become a primary business driver.
ITSO 06 | business Cloud migration accelerate the 24/7 operations in a digitally | None
continuity driven economy.
Cloud migration may be able to reduce total cost of ownership
Lower total cost | (TCO) per application. Data centre hosting and infrastructure
ITSO 07 . . None
of ownership costs can be cut. The cost of unplanned downtime on
productivity also can reduce.
Table 5.14 The Technology Architecture
Tec id Tec —Name Tec —Description Tec-service id Tec-Serv name
TecO1 Desktop Personal computer for office use
Tec02 Laptop Personal computer for portable use Execute
- . - - Ts01
Device that provides functionality processes
TecO03 | Servers . .
for other devices called clients
Tec04 | Access point | Network hardware device
Tec05 Bridge Network hardware device
Tec06 | Gatewa Network device uses to connect
Y VOIP, fax, other communication
Tec07 Hub Network hardware device Ts02 Network services
Tec08 | Modem Network hardware device
Tec09 Repeater Network hardware device
TeclO0 | Router Network hardware device
Tecll | Switch Network hardware device
Tecl2 Firewall Network security hardware device
Tec13 | N.W printer I(;/Iachlne that makes copies of
ocuments onto paper
Tecld | Printers Machine that represent graphic or
text on paper
Tecls N.W Device that scans object and
Scanner converts it to a digital image Output and input
] Device that print cards such as Ts03 of graphic or text
Tecl6 | Card printer ATM cards, bussines card, etc.
Queue Device print queue numbers for
Tecl7 | management | customer service or teller services
system linked to the system
Tecls Digital A screen used for digital advertise
banner to the bank facilities and offers
Tec19 | card reader A data input device that reads data
from a card-shaped data storage
Fingerorint A data input device that reads data
Tec20 reagerp from fingers and store it as Security and
biometric authentication data Ts04 auth Yy
Digital A device the inpunt handwrite ’
Tec21 - - P
signature signature via digital pen.
Tec22 H.S.M Hardware security modul_e th_at
generate keys for authentication
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5.5.3 Technology components w.r.t Applications

Due to the FI-01 regulations, there is some information that cannot
be disclosed, the interviewees couldn’t answer all the questions related to
the technology component, moreover financial budget is confidential. This
limited information’s related to the technology layer of FI-01 Prevent
connecting the AS to the TS.

5.5.4 The Technology visual pattern

As a result of data analysis to the infrastructure, Table 5.15
demonstrates the Technology visual pattern matrix. The benchmark criteria
are categorized into two varieties: “Not involvement” which are mentioned
in White cell color, “Full involvement” which are mentioned in Grey cell
color. The key objective of this visual pattern is to express the IT
components with each BU, A/R, BS, BF, and BP of FI-01. ‘Full
involvement’ means that the mentioned units that contain A/R are using
these technology components to run the applications that serve the final
service, while ‘Not involvement’ means that these units are not related to

this process.

5.6 The ArchiMate of BA, ISA, and TA

As a result of data analysis to the BA, ISA, TA, Figure 5.2
demonstrates the visual of FI-01 Architecture in detail with the link
between the layers. The key objective of this visual express generating is
to associate the BA with ISA and TA. By using Archimate ‘an open and
independent enterprise architecture modeling language’. Each layer has

been expressed in summarize overview to get realistic vision of FI-01.
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Table 5.15 The Technology visual pattern
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Figure 5.2 The Archimate representation of FI-01 Architecture
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5.7 Opportunities and Solution of FI-01

This phase involves identifying the requirements for migration
planning. It also involves identifying the opportunities and solutions that
will enable the development of the migration EA. Opportunities and
solutions proposed at this phase are to adopt the cloud after identifying the
gaps in BA, ISA, and TA architecture. The baseline architecture for all FI-
01 applications shows that they are performed on different views such as
ASs, AFs, and APs. In addition, all FI-01 applications are also supported
BSOs and ITSOs of FI-01 as well as performed the BSs, BFs, and BPs
views. The Government of Bahrain stated that “all government agencies in
the Kingdom of Bahrain will evaluate the cloud-based services when
undertaking all ICT procurements” (iGA, 2017). In addition, the
Government of Bahrain is “Committed to modernizing government
information and communication technologies (ICTs) and will lead by
example in using CC services to reduce costs, increase security, increase
productivity, and develop excellent citizen services”. As a result, this phase
will help migrate most of the applications from the existing status to the
target status (TO-BE) to get them into the cloud.

5.8 Migration Planning of FI-01

This phase is the final step before the actual implementation. It
involves developing a strategy and implementing a migration plan that
addresses the various architectural issues related to the baseline
architecture. As suggested in this study based on the insights of Isom and
Holley (2012), the six phases of cloud adoption lifecycle are necessary.
According to the iGA (2017), “All future government projects should have
a clear direction to move to the cloud as stipulated by the approved cloud-
first policy for the Government of Bahrain”. Moreover, The Government
of Bahrain has signed an agreement with Amazon Web Services to deliver
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cloud-based services to its non-profit and government entities. As a result,
the cloud-first approach is the strategy that aims FI-01 to reduce the
complexity of running a business by adopting a cloud-first approach
instead of a traditional approach and by increasing availability of services,
rapid elasticity, scalability, and increasing security. Table 5.16-5.17
present the benefits and risks associated with the transformation of FI-01
to the cloud, so the main team for cloud adoption includes the top
management, applications owner, cloud service provider, and the ICT
team. The selection of cloud deployment and service models is based on
the service level agreement (SLA) (Wieder etal., 2011). SLA is established
with the following characteristics as demonstrated in Table 5.18.

Table 5.16 The estimation of benefits, risks of FI-01

Ease of access Resources and services can be accessed from any place and at any time.
o Minimize the | Having a strong infrastructure in FI-01 requires large capital spending on
& | expenditure this structure.
S - The absence of needs for installing software and hardware setup, the
o Minimum . . .
@ . malfunctions, and faults will be reduced, therefore, no need for technical
= maintenance :
= support staff/maintenance problem.
= In the CC environment, the FI-01 can use a powerful and developed
g Powerful software and hardware Without any complexity. more storage capacity, and
2 resources high-speed processing. In addition, the FI-01 can use virtual resources
e according to the user needs.
Competitive Using CC in FI-01 earns a competitive advantage.
advantage
The security risks are the largest obstacles to cloud adoption. It covers the
confidentiality, integrity and availability risks that exist to FI-01 to using
cloud:
-Infrastructure Security: The use Of Cloud transfers Some/all
responsibility for managing infrastructure security from an FI-01's ICT staff
to the cloud provider.
% Security Risks -Data Storage and Transmission: Transferring and Storing sensitive
5 information in the cloud creates more potential for security incidents.
=
= -Incident Response: Vendor incident response programs may not include
E adequate notification and disclosure of potential security incidents.
E -Control Verification: It may be difficult to perform audits of cloud
providers to validate that controls are in place.
-Configuration/Change Management: Vendors may not follow
appropriate configuration and change management processes to prevent
Operational service issues.
Risks -ldentity and Access Management: Identity and access management
(IAM) integrations with vendors may add complexity and exposure of
credentials depending on integration options.
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Table 5.17 The estimation of budget, and plan with a timeline of FI-01 (Continued)

Estimating the risks

Legal and
Compliance
Risks

The use of cloud services introduces and/or highlights a number of legal
and compliance risks that must be addressed. FI-01 must ensure that
their use of cloud services both complies with any legal, regulatory, or
contractual Obligations and provides sufficient legal protection for the
institution.

-Regulatory Compliance: The use of cloud services introduces new
complexities that may prevent FI-01 compliance with legal and
regulatory obligations.

-Software Licensing: Existing software license agreements may not
permit running licensed software in cloud environment or may result in
FI-01 being double-charged for the same software.

Other Risks

Trust and flexibility of the FI-01's IT infrastructure in adopting cloud
are main challenges.

-Customizability: FI-01 typically use their own in-house applications
with a portion that is customized to their own structure. The key concern
is the transitioning of applications to the cloud and how much of the
customizability will be lost in that process.

Estimating the budget

The total cost of ownership (TCO) is the process of determining direct
and indirect costs of cloud adoption (Isom and Holley, 2012).

The TCO comparison is key to understanding the possible savings that
cloud may bring, and it is important as it is the baseline for comparison
between the cloud and On-premise models. The main goal of this is to
determine realistic comparison and savings for migrating to cloud
services.

As explained by ICT director, that the TCO and return on investment
(ROI) in Cloud adoption is better than traditional On-premise and there
are demonstrable profitability indicators with the adoption of cloud.

However, as stated by ICT director, the financial information is
confidential, and not allowed to be shared. For that, the calculation of
TCO Will not provide in this study.

Initial planning & estimating the timeline

Preparation:

The following list of activities estimates for the number of required

(4 weeks) weeks for the execution. This number of days counted in this timescale
does not exactly reflect the effective hours but the allocated time range
to do the activities.

-Conduct the cloud service provider to provide the necessary
instructions.

-Conduct preliminary review and meetings to assess the user readiness
for the implementation of cloud services and identify any actions/items
that need to be followed up.

Assessment: -Review the Current practices and systems to decide whether the

(8 weeks) premise infrastructure supports the compatibility with cloud services
and seek for opportunities to improve the practices.

-Start to Create the blueprints for specifying the network design and
check the availability of the required components.

Infrastructure | -Deliver all the equipment and physically install all the main and backup

setup power tools, racking, cable, etc., for network setup.
-Install circuit and implement integrations with setup.

(16 weeks)

Infrastructure | -Perform testing to check the Connectivity of the network.

testing -Perform service failure simulation, such as unplug the connectivity,

(2 | service overload, etc.
weeks) -Maintain the issues log and ensure that the open issues have been

properly followed up through to completion.
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Table 5.18 Characteristics of SLA
0 Characteristics
. |Clear description about the service.
. [Level of expected performance of the service.
. |Service parameters to be mentioned and the format of the monitoring exports.
. |Penalties when the service requirements are not achieved.
. [Probability that the cloud services are available in the specific time of utilities.
. |Cost calculation method — since the billing is based on the utilization of the cloud services, a certain|
mechanism should be established in order to allow the customer trace their use.
. ISpecific resources are provided in order to facilitate the ease of scaling up and down.
. [Security and privacy at which sufficient protection over critical data by cloud service providers.
9. [Cloud services are configured flexibly to minimize the system changes performed by customers.

o|un|elwo]=2

|

co

A proof-of-concept (POC) will be held before the production phase,
which will enable the end-users to test their application or product in a

cloud environment to ensure compliance with the targeted architecture.

5.9 The Implementation Governance of FI-01

This phase refers to the level of details that are delivered according
to the efforts involved in the actual architecture implementation. This phase
IS about monitoring the continuous compliance of the implementation
efforts to ensure that they are in line with the established governance
framework. It also involves ensuring that sufficient controls are applied to
minimize the risks.

5.10 Architecture Change Management of FI-01

Recall from Chapter three, this phase refers to the evaluation of the
cloud services that are being delivered in FI-01. This step is carried out to
ensure that the architecture is built according to the target architecture.
Moreover, a part of this phase also focuses on the drivers of change and
how they can be managed. The objective is to identify the changes that are

intended to improve or correct the existing capabilities.
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5.11 Summary

This chapter presents the results of the current study based on data
analysis of the holistic single case study carried out on a Bahraini FI-01.
The representatives of FI-01 were requested to introduce their institution
in terms of the BA, ISA, and TA components corresponding to the FI-01.
In addition, a discussion of opportunities and solutions were carried out,
taking into consideration the architecture change management. Finally, the

migration plan with the POC of the study was discussed as well.

83



Chapter 6

Evaluation

6.1 Introduction

This chapter describes the Delphi evaluation method of the developed
CCAFF framework. The process involves analyzing the framework's
utility based on six predefined criteria. This chapter mainly consists of
three main parts: the preparation of the evaluation, the data collection, and
the analysis. The chapter is composed of seven Sections. Section 1
introduces the chapter while Section 2 justifies the use of the Delphi
technique for the evaluation. Section 3 introduces the various assessment
criteria that were performed, while Section 4 introduces the various
components of the panel formulation process include: the size and level of
consensus, composition, and data collection. Section 5 demonstrates the
analytical findings related to the evaluation process based on demographics
and criterion measurement, while Section 6 demonstrates the empirical
results of the first and second rounds. Alternatively, further discussion was
conducted in Section 7. The empirical summary of the entire chapter is

presented in Section 8.

6.2 The Delphi method

The CCAFF framework is evaluated using the Delphi technique,
which was utilized by IS researchers in various subjects (Keil et al., 2013).
According to Habibi et al. (2014), the Delphi technique enables evaluators
to deal with complex problems to find the most reliable consensus among
experts of a given field, by conducting multiple interviews and getting

opinion feedback.
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Consecutively, as depicted in Appendix (2), the current survey
questionnaire was carried out using an online questionnaire that is designed
by Microsoft Forms, at which the link to the survey was sent to the experts
via email.

Moreover, the questionnaire consisted of four Sections that explain
the main concepts of the framework. The first introduces the questionnaire,
while the second introduced the demographic profile elements of the
experts and organizations.

However, the third Section provides various Likert-type scales
assessment questions from strongly agree (5) to strongly disagree (1). Each
criterion has three to five measurement items, while the fourth Section
consists of open-ended questions regarding the views on the proposed

framework.

6.3 Assessment criterion

Illustrated in Table 6.1, the proposed CCAFF framework is evaluated
on six criteria, which have been utilized in many research studies as
ours (El-Gazzar et al., 2016; Alharbi 2017).

Table 6.1 Assessment Criteria
Criterion Definition

The degree to which an expert believes that using the
framework is free of effort.

The degree to which an expert agrees that using the
Usefulness framework would enhance the Cloud Computing
adoption decision-making process.

The measurement of how much the framework will
provide support for the implementation of CC.

The measurement Of how comprehensive the
framework is.

The measurement of the cost in terms Of time required
to complete the framework.

The measurement of how likely the decision-maker will
be to use the framework.

Ease of Use

CC Decision-Making Support

Comprehensiveness

Required time

Intention to use
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6.4 The panel formulation
6.4.1 Panel Size and number

According to Williams and Webb (1994), the identification of the
number of individuals and/or panels is arguable. However, panel sizes vary
depending on the complexity, time, and money expenses (Van Zolingen
and Klaassen, 2003). As per the specialties, Powell (2003) believes in
informing individuals of different specialties, at which less than 10

members are qualified (Habibi et al., 2014).

6.4.2 Panel composition

Okoli and Pawlowski (2004) believe that choosing the eligible
participants in Delphi is of high importance to the research study at which
the procedure was carried out by analyzing the various characteristics of

an eligible expert as shown in Table 6.2.

Table 6.2 Delphi experts selection procedure (Source: Okoli and Pawlowski, 2004)

Step | Description

Prepare a worksheet that defines categories and experience/knowledge levels of relevant
disciplines, skills, individuals/organizations.

Populate the worksheet with names.

Contact experts and ask them to nominate other experts (snowballing).

B |w |0

Rank and categorize experts based on their availability and qualification.

Lh

Invite experts according to the target panel size.

Therefore, 7-panel members were selected based on their academic
experience in Banking, experience in IT and/or management, and
responsibility on CC adoption relevant processes. The experts were then
contacted by email and phone to discuss their willingness to serve on the

panel as demonstrated in Table 6.3.

Table 6.3 List of the panel experts for the Delphi evaluation

No. Participant position Year of Experience
1 | Manager (CEQ) 25
2 | Financial manager 20
3 IT manager 15
4 | IT consultant 12
5 | IT project manager 12
6 | Professor of IT and EA 26
7 | Enterprise CC architect 2
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6.4.3 Data collection

The data collection was conducted in two phases. All experts were
contacted through email to set up the tasks of the survey. During the survey,
experts were asked to respond within one week. emails were sent to remind
them that they should submit their feedback. The first round of the survey
was held in the first week of November 2021. The experts were asked to
answer the survey. The results were returned on time by all panel members.
Alternatively, the second round of the Delphi survey started on the second
week of November 2021. The experts were asked to answer the questions

related to the Delphi survey following the first-round procedure.

6.5 Analytical findings

The results of round-1 were included as feedback to all panel experts
in round-2. All experts’ panels returned the answers on time. Microsoft
Excel is used as a statistical tool to analyze and interpret the data in both

rounds to create and analyze the statistical data.

6.5.1 Demographics

Statistics about the various characteristics of expert demographics are
discussed below including, gender, age, level of education, position, role,

and working experience as demonstrated in Table 6.4.

6.5.2 Criterion's measurement

Depicted in Tables (6.5 — 6.10), the statistics of each assessment
criterion are measured, at which the Standard Deviation (SD) and the Mean

Difference (MD) are used to evaluate the proposed CCAFF framework.

87



Table 6.4 Demographics of the expert panel

Variable Category Frequency
Gender Male 56%
Female 44%
20-30 33%
31-40 44%
Age 41-50 22%
51-60 0%
Above 60 0%
Doctorate 11%
. Master’s degree 33%
Level of education Bachelor’s degree 56%
Diploma or associate degree 0%
Public 22%
Organization type Private 78%
Semi-public 0%
Full-time 100%
Employment status Part-time 0%
Contract 0%
Operational role 44%
Role in the organization Managgnal role 6%
Executive role 0%
Other(Academic-Assistant Professor) | 0%
Working experience in Less than 5 years 0%
the organization 5-10 years 89%
More than 10 years 11%

6.5.2.1 Ease of use measurement

“Ease of use” measures the extent to which the panel experts believe
that using the CCAFF is relatively effortless. The analytical findings based

on four measurements are demonstrated in Table 6.5.

Table 6.5 Measuring Ease of Use Criteria

Round Round 1 Round 2
Items Mean | SD | Mean | SD
It is easy to perform the phases required by the proposed CCAFF 3.86 |0.690| 4.00 |0.577
I believe interacting with CCAFF is clear and understandable process. 429 |0.756| 4.57 |0.535
I find most phases of CCAFF are flexible to interact with. 429 |0.756| 4.43 |0.535
The CCAFF is easy to use. 4.00 [1.000| 4.29 [0.951
Average 411 |0.800| 4.32 |0.649

Round-1 demonstrates values of (3.86 and 4.29) in Mean and (0.69
and 1) in SD, while the average mean for all items is 4.11 and the average
SD for all items is 0.8. However, in round 2, the findings indicate that the
mean scores of the measurement items are between (4 and 4.57) in Mean
and (0.535 and 0.951) in SD, while the average mean for all items is 4.32

and the average SD for all items is 0.649.
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Consequently, the findings of rounds 1 and round 2 indicate that
experts find that the CCAFF is expected to be easily utilized by the
decision-makers of FI-01.

6.5.2.2 Usefulness measurement

“Usefulness” measures the extent to which the panel experts believe
that using the CCAFF would enhance job performance. The analytical

findings based on four measurements are demonstrated in Table 6.6.

Table 6.6 Measuring Usefulness Criteria

Round Round 1 Round 2
Items Mean SD Mean SD
Using the CCAFF saves my time. 414 ]10.900 | 443 | 0.787
Using the CCAFF improves my performance. 3.86 | 0.690 | 4.00 | 0.577
Using the CCAFF improves my productivity. 3.86 | 0.690 | 3.86 | 0.690
Using the CCAFF enhances my effectiveness. 4,14 | 0.900 | 4.29 | 0.756
| find the CCAFF useful. 429 | 0.756 | 4.57 | 0.535
Average 4.06 | 0.787 | 4.23 | 0.669

Round-1 demonstrates values of (3.86 and 4.29) in Mean and (0.69
and 0.9) in SD, while the average mean for all items is 4.06 and the average
SD for all items is 0.787. However, in round 2, the findings indicate that
the mean scores of the measurement items are between (3.86 and 4.57) in
Mean and (0.535 and 0.787) in SD, while the average mean for all items is
4.23 and the average SD for all items is 0.669.

Consequently, the findings of rounds 1 and round 2 indicate that
experts find that the CCAFF is expected to be useful to decision-makers

and helps in improving the way they perform their tasks.

6.5.2.3  Decision-making support measurement

“Decision-making support” measures the extent to which the panel
experts believe that using the CCAFF would support the implementation
of CC decision-making. The analytical findings based on three

measurements are demonstrated in Table 6.7.
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Table 6.7 Measuring CC Decision-Making Support Criteria

Round Round 1 Round 2

Items Mean SD Mean | SD
Using the CCAFF provides the necessary and sufficient support 414 | 0690 | 4.43 | 0535
for the implementation of Cloud Computing.
The CCAFF is an important supportive tool to the decision
making of the Cloud Computing implementation.
The CCAFF provides adequate support to the decision making of 2400 | 0577 | 429 | 0.488
implementing Cloud Computing.

Average 410 | 0.652 | 4.33 | 0.503

414 | 0.690 | 4.29 | 0.488

Round-1 demonstrates values of (4 and 4.14) in Mean and (0.577 and
0.69) in SD, while the average mean for all items is 4.1 and the average SD
for all items is 0.652. However, in round 2, the findings indicate that the
mean scores of the measurement items are between (4.29 and 4.43) in Mean
and (0.488 and 0.535) in SD, while the average mean for all items is 4.33
and the average SD for all items is 0.503.

Consequently, the findings of rounds 1 and round 2 indicate that
experts find that the CCAFF is expected to be supportive to decision-

makers in implementing a CC in the bank departments.

6.5.2.4 Comprehensiveness measurement

“Comprehensiveness” measures the extent to which the panel experts
believe that using the CCAFF is comprehensive and is composed of all
required phases to adopt and migrate to CC. The analytical findings based

on three measurements are demonstrated in Table 6.8.

Table 6.8 Measuring Comprehensiveness Criteria
Round Round 1 Round 2
Items Mean SD Mean | SD

The CCAFF includes all the required phases for CC adoption and 414 | 0900 | 414 | 0.900
successful migration the cloud. ' ' ' ]

The CCAFF provides comprehensive phases that guide to adopt 429 | 0756 | 429 | 0.756
and implement cloud computing. ' ' ' '

The CCAFF is comprehensive. 414 | 0900 | 443 | 0.787
Average 419 | 0.852 | 4.29 | 0.814

Round-1 demonstrates values of (4.14 and 4.29) in Mean and (0.756
and 0.9) in SD, while the average mean for all items is 4.19 and the average
SD for all items is 0.852. However, in round 2, the findings indicate that
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the mean scores of the measurement items are between (4.14 and 4.43) in
Mean and (0.756 and 0.9) in SD, while the average mean for all items is
4.29 and the average SD for all items is 0.814.

Consequently, the findings of rounds 1 and round 2 indicate that
experts find that the CCAFF is expected to be comprehensive to decision-
makers and provide all required phases that guide to adapt and implement

cloud in FI-01 departments from an EA perspective.

6.5.2.5 Required time measurement

“Required time” measures the extent to which the panel experts
believe that using the CCAFF is not time-consuming. The analytical

findings based on three measurements are demonstrated in Table 6.9.

Table 6.9 Measuring Required Time Criteria

Round Round 1 Round 2
Items Mean | SD | Mean | SD
The CCAFF requires reasonable time to perform and complete. 4.14 | 0.690 | 4.29 | 0.488
The CCAFF able to provide outcomes at the required time. 400 | 0577 | 400 | 0.577
The CCAFF is efficient to complete on time. 429 |0.951 | 443 | 0.787
Average 414 10.740 | 424 | 0.617

Round-1 demonstrates values of (4 and 4.29) in Mean and (0.577 and
0.951) in SD, while the average mean for all items is 4.14 and the average
SD for all items is 0.74. However, in round 2, the findings indicate that the
mean scores of the measurement items are between (4 and 4.43) in Mean
and (0.488 and 0.787) in SD, while the average mean for all items is 4.24
and the average SD for all items is 0.617.

Consequently, findings of round 1 and round 2 indicate that experts
find that the CCAFF is expected to be a time-saver for decision-makers to
perform and complete.

91



6.5.2.6 Intention to use measurement

“Intention to use” measures the extent to which the panel experts
believe they are willing to use and conduct the CCAFF. The analytical

findings based on three measurements are demonstrated in Table 6.10.

Table 6.10 Measuring Intention to Use Criteria

Round Round 1 Round 2
Items Mean | SD Mean SD
| intend to use the CCAFF in the future. 443 |0.787 | 443 | 0.787
I will encourage other decision-makers to use the CCAFF. 414 | 0.690 | 4.00 | 0.577
I will use the CCAFF in the near future. 414 | 1.069 | 4.00 | 1.000
Average 424 10849 | 4.14 | 0.788

Round-1 demonstrates values of (4.14 and 4.43) in Mean and (0.69
and 1.069) in SD, while the average mean for all items is 4.24 and the
average SD for all items is 0.849. However, in round 2, the findings
indicate that the mean scores of the measurement items are between (4 and
4.43) in Mean and (0.577 and 1) in SD, while the average mean for all
items is 4.14 and the average SD for all items is 0.788.

Consequently, findings of round 1 and round 2 indicate that experts
find that the CCAFF is expected to be utilized and conducted by decision-
makers in the FI-01 in the future.

6.6 Empirical results

Depicted in Figure 6.1, the evaluation process generated positive
results in both rounds. The experts stated that the CCAFF framework is
easily understood, useful for improving the way they perform their tasks in
an organization, well-equipped to support the sufficient implementation of
CC in FI-01 departments, complete in a time-efficient manner, and the

experts are intentionly welling to use it in their respective Fls.
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Delphi results

e Round 1 e====Round 2

Ease of Use
4.4

43

Intention to use Usefulness

Descision-Maker

Required time Support

Comprehensiveness

Figure 6.1 The Delphi empirical findings

6.7 Discussion of the findings

This research focused on developing and evaluating a CCAFF
framework that would enable banks in Bahrain to perform CC
ADOPTIONfrom an EA perspective. This thesis was following the steps
of the DSRM by Peffers et al. (2012).

The framework was successfully developed using the TOGAF-ECAS
approach targeting FI-01 to create an artifact as a real case study. The
CCAFF framework was evaluated using the Delphi technique. This
procedure involved a panel of experts to thoroughly review the
framework's reliability and accuracy.

The findings reveal that the CCAFF framework is highly
comprehensive (85.8%) and provides sufficient support for the
establishment of CC in the FI industry in terms of ease of use (86.4%).
Moreover, the findings of the survey revealed that (84.6%) of experts
agreed that the framework is useful and helpful, in addition (86.6%) of
them also agreed that the framework was eased to use by decision-makers
for improving the performance of tasks in CCA. However, most of the
panel experts agreed that the framework required time to finish (84.8%). In
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addition, the majority of them (84.8%) also believe that the framework
should be intentionally used in their Fls.

As aresult, the artifact has provided useful guidance for implementing
CC in the context of the retail banking industry, plus It can be modified to

fit specific requirements.

6.8 Summary

This chapter presented the carried-out process of evaluation to the
proposed CCAFF framework using a Delphi technique. The evaluation
process assessed the framework and obtained a 7 panel expert’s feedback
on the utility of the CCAFF framework based on six specific criterians
created based on the insights of Alharbi (2017) including,
comprehensivness, ease of use, usefulness, decision-making support,

required time , and intentional usage.
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Chapter 7

Conclusion and Future work

7.1 Introduction

This chapter provides an overview of the research questions,
theoretical and practical implications, and future work of the entire thesis.
The implications of the research are discussed from the theoretical and the
practical perspectives. The research limitations of the study are also
discussed to formulate the barriers under which the research has
undergone. Finally, the recommendations for future works are addressed
to highlight possible potential outcomes. This chapter is composed of six
thematic Sections. Section 1 highlights the entire chapter, while Section 2
provides an overview of the research questions. Section 3 is dedicated to
the theoretical and practical ones. Section 4, however, is concerned with
the research limitations, while Section 5 thoroughly demonstrates the

expected recommendations and future work suggested by the author.

7.2 Overview of the research questions

The following research questions were developed as in Table 7.1.

Table 7.1 The thesis’s questions and answers

Research_Obj Q. Research questions Done Ch Method of investigation
. . -By understanding the FI
;ngtg?y 1S environment in terms of
developing and What is the best EA Z(tegwces, function, process,
evaluating architectural development T~ . .
CCAFF acting RQ1 | method that can be utilized for Y CH2 Colmpar?]tlve Stlﬂd'is. to
asacloud the CC adoption in FI analyze .t € gap In this area.
computin (Banking) sector? -Following the SLR method
q Fig Ing 9 ’ to ensure high-quality-related
? option K Acadaicmic papers, journals,
tlr’laer?'ergﬁ::'alor conferences, and books.
the thanc DSRM+TOGAF+ECAS
institutions . :
banks in How can a Bank migrate from CH3 Documgntatlon
. RQ2 | the baseline (As-Is) state to the v Depth single case study
Bahrain from " CH4 :
the perspective target (To-Be) state? Data coIIectlon. _
of Enterprise Semi structure interview
. How to evaluate the developed Data analysis +Delphi
Architecture CH5 - i
RQ3 | CCAFF framework for Y techniques evaluation+
(EA). ) . CH6 - .
implementation? questionnaire.
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7.3 Implications of the study

The following sub-Sections present the theoretical and practical

implications of the research.

7.3.1 Theoretical implications

This research study aims to develop an artifact as a strategic
framework for the CC ADOPTION:In the Bahraini FI banking sector from
an EA perspective, which is critically important to the country's financial
industry. It focused on the various aspects of CC adoption in the Bahraini
retail bank sector. The research study used a wide variety of literature
sources to formulate these findings for successful adoption.

Second, this research study aims to support the government of
Bahrain strategy by effectively implementing CC ADOPTION:in the public
and private sectors.

Third, many studies have focused on the use of CC ADOPTIONIin
other industries except Financial such as education, telecommunication.
This research study addresses the gaps by focusing on FI CCA, this helps
the researcher to gain a deeper understanding of how CC

ADOPTIONworks in Financial specifically and EA generally.

7.3.2 Practical implications

The findings of this research study help decision-makers in making
the best decision when it comes to adoption CC in the Bahraini Fls bank
sector, by providing a comprehensive framework that helps in effectively
planning and implementing a successful CCA. Moreover, this research
study explains the important phases and identifies the factors that influence
a successful CC ADOPTIONand how Fls Architecture can be utilized to
improve its operations, efficient and effective planning in the organization.

The findings of implementing CCAFF have implications for reaching the
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business strategic objectives of a FI by following the provided guidelines

in this research.

7.4 Research limitations

One of the main limitations of this research study is the need for
people with specialized skills and expertise to successfully implement the
cloud computing lifecycle. Gewald and Helbig (2006) show that the
adoption of cloud computing depends on the right combination of people
and processes. the other limitation is the actual implementation, due to
restriction from the enterprise about some information’s which are
confidential, also the cost and budget of the IT and ISA.

Moreover, this framework is only applicable to one case study, as a
result, the research findings are only applicable to this specific case study
FI1-01, whoever it can be used in a similar bank type. COVID19 pandemic
has blocked some interviews and limited Face-to-face communication,
many responses were delayed, many employees were working from home,
and other pandemic circumstances.

The research study is limited to the bank industry. Other FI such as
insurance companies should be considered and compared with the
outcomings of the study.

The concept of CCAFF is a combination of cloud strategy and
practical processes. This framework aims to provide an approach to enable
organizations to transform their operations to the cloud.

While some phases of TOGAF overlooked the maturity
measurement which can help identify areas of improvement. the maturity
assessment helps organizations identify areas of their operations that
require more attention and resources. It can also be used to formulate a

cloud strategy that works seamlessly.
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7.5 Conclution

During the LR several gaps were found in CC ADOPTIONin terms
of: several CC methods, strategies, or frameworks. EA is claimed to be a
leading information and business management discipline to develop an
architecture that guides the transformation of an enterprise from a baseline
state to a target state. To address those gaps, this thesis aims at developing
a framework for a Bahraini Bank FI-01 as an FI to guide it for the CCA.
Six phases DSRM are employed to design the research report, guide, and
develop the CCAFF. Delphi technique was employed at which seven
experts in two rounded panels contribute for the evaluations, findings
demonstrated promising results in term of: the degree to which an expert
believes that using this framework is free of effort, the degree to which an
expert agrees that wusing this framework enhances the CC
ADOPTIONdecision-making process, the measurement of how
much support does this framework provide for the implementation of CC,
The measurement of how comprehensive does this framework be utilized
in the entire FI sector, The measurement of the time required to complete
this framework, and the measurement of how likely the decision-maker
will use the CCAFF.

7.6 Recommendations

Further analysis is needed to improve this framework and make it
more robust and suitable for the variant type of Fls. Speaking about other
recommendations: the specification of the critical roles in a cloud project
will help identify the appropriate technical and soft skills requirements for
the selected team member.

The maturity assessment covers both the EA project management and
the cloud-service management can be used to determine if the management
should improve or not in certain critical areas. Moreover, one of the most
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interesting aspects of cloud computing is inter-organizational
collaboration, this will help assess the various factors that have an impact
on the development and operation of cloud computing.

In addition, the various types of cloud services such as PaaS, laaS,
and SaaS are so important to choose from, and the deployment model is to
suit the organization effectively. In Addition, to achieve the desired results,
some important steps should be more considered than others. Some of these
include the legal aspects of the contract, the business-fitness justification,
and the SLAs.

Furthermore, the justification provided for each step in the cloud
strategy can help the management in deciding the critical actions that need
to be taken to successfully implement the cloud strategy.

7.7 Future Work

The following guidelines are for future researchers who are looking
into the adoption strategy of CC in the FI sector.

This research study was carried out for retail banks in Bahrain. As a
result, the study can help building an enhanced CCAFF framework version
for other FI sector’s types. However, multiple case study strategies should
have been employed .

Based on the previously mentioned results, the central bank of
Bahrain (CBB) can utilize the CCAFF to move their current Architecture
from the non- cloud based baseline (AS-1S) state to the cloud based (TO-
BE) state.

Moreover, despite the fact that this study is primarily focusing on the
adoption strategy framework for the FI bank sector in Bahrain, it could also
be applied to other sectors such as education, telecommunications,
manufacturing, and many others, domestically and internationally.

However, multiple case study strategies shoyld have been employed.
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7.8 Summary

This chapter overviewed and demonstrated the theoretical and
practical implications and proposed future work recommendations of the
entire thesis. The research limitations of the study were also discussed to

shape the boundary of the thesis.

100



References

Abderrahim, W., & Choukair, Z. (2014, September). A framework architecture-based model for cloud
computing adaptive migration. In 2014 Global Information Infrastructure and Networking Symposium
(GIIS) (pp. 1-6). IEEE.

Adwan, E. J. (2019). Towards a cloud oriented technological reference model of Bahrain.

Al-Ammary, J. (2021). Assessing the Readiness for Cloud Computing in Higher Education Institutions
in the Kingdom of Bahrain: Towards an Education Cloud Computing Strategy. International Journal of
Managing Information Technology (IIJMIT) Vol, 13.

Alharbi, F. (2017). Holistic approach framework for cloud computing strategic decision-making in the
Healthcare Sector (HAF-CCS) (Doctoral dissertation, Staffordshire University).

Ali, H. (2020). Key Factors Increasing Trust in Cloud Computing Applications in the Kingdom of
Bahrain. International Journal of Computing and Digital Systems, 9(2), 309-317.

Alm, R., & WiRotzki, M. (2013, June). TOGAF adaption for small and medium enterprises.
In International Conference on Business Information Systems (pp. 112-123). Springer, Berlin,
Heidelberg.

Balabko, P., & Wegmann, A. (2006). Systemic classification of concern-based design methods in the
context of enterprise architecture. Information Systems Frontiers, 8(2), 115-131.

Bernal, W. N., Caballero, G. C., Sanchez, J. O., & Paéz-Logreira, H. (2016, May). Enterprise architecture
framework oriented to cloud computing services. In 2016 6th International Conference on Computers
Communications and Control (ICCCC) (pp. 64-69). IEEE.

Brigham, E. F., & Houston, J. F. (2021). Fundamentals of financial management. Cengage Learning.

Buyya, R., Broberg, J., & Goscinski, A. M. (Eds.). (2010). Cloud computing: Principles and
paradigms (Vol. 87). John Wiley & Sons.

Cameron, B. H., & McMillan, E. (2013). Analyzing the current trends in enterprise architecture
frameworks. Journal of Enterprise Architecture, 9(1), 60-71.

Chism, N. V. N., Douglas, E., & Hilson Jr, W. J. (2008). Qualitative research basics: A guide for
engineering educators. Rigorous Research in Engineering Education NSF DUE-0341127.

Dube, M. R., & Dixit, S. K. (2011). Comprehensive measurement framework for enterprise
architectures. International Journal of Computer Science & Information Technology (I1JCSIT), 3(4), 71-
92.

El-Gazzar, R., Hustad, E., & Olsen, D. H. (2016). Understanding cloud computing adoption issues: A
Delphi study approach. Journal of Systems and Software, 118, 64-84.

Espadanal, M., & Oliveira, T. (2012). Cloud Computing Adoption by firms. In MCIS (Short Papers) (p.
30).

Forrester Research Inc. (2012, March). Delivering on High Cloud Expectations. Meet Expectations with
A Unified Cloud Strategy That is Responsive and Transparent. Forrester Research, Inc.

Ganesan, E., & Paturi, R. (2009). Key performance indicators framework-a method to track business
objectives, link business strategy to processes and detail importance of key performance indicators in
enterprise business architecture.

Gill, A. Q., Smith, S., Beydoun, G., & Sugumaran, V. (2014). Agile enterprise architecture: a case of a
cloud technology-enabled government enterprise transformation.

101



Goscinski, A., & Brock, M. (2010). Toward dynamic and attribute-based publication, discovery, and
selection for cloud computing. Future generation computer systems, 26(7), 947-970.

Habibi, A., Sarafrazi, A., & lzadyar, S. (2014). Delphi technique theoretical framework in qualitative
research. The International Journal of Engineering and Science, 3(4), 8-13.

Hafezi, N. A., & Zolait, A. H. (2019, September). Does national culture and information system Quality
impact the adoption of cloud computing? In 2019 International Conference on Innovation and
Intelligence for Informatics, Computing, and Technologies (3ICT) (pp. 1-6). IEEE.

Hancock, R., & Algozzine, B. (2006). Doing Case Study Research: A practical Guide for Beginning
Researchers. Teachers College Press.

Hevner, A. R., March, S. T., Park, J., & Ram, S. (2004). Design science in information systems
research. MIS quarterly, 75-105.

Huhns, M. N., Jacobs, N., Ksiezyk, T., Shen, W. M., Singh, M. P., & Cannata, P. E. (1993, May).
Integrating enterprise information models in Carnot. In [1993] Proceedings International Conference on
Intelligent and Cooperative Information Systems (pp. 32-42). IEEE.

IGA (2017) Cloud Computing Initiatives. Available from: from: https://www.bahrain.bh/

ISO/IEC TR 14252:1996 Information technology — Guide to the POSIX Open System Environment
(OSE). https://www.iso.org/standard/23985.html

Isom, P. K., & Holley, K. (2012). Is your company ready for Cloud: Choosing the best Cloud adoption
strategy for your business? IBM Press.

Kashfi, H. (2017). Adopting Cloud Computing for Enterprise Architecture: SWOT
Analysis. International Journal of Advanced Research in Computer Science and Electronics Engineering
(IJARCSEE), 6(5).

Keil, M., Lee, H. K., & Deng, T. (2013). Understanding the most critical skills for managing IT projects:
A Delphi study of IT project managers. Information & management, 50(7), 398-414.

Khajeh-Hosseini, A., Greenwood, D., Smith, J. W., & Sommerville, I. (2012). The cloud adoption toolkit:
supporting cloud adoption decisions in the enterprise. Software: Practice and Experience, 42(4), 447-
465.

Koehler, P., Anandasivam, A., & MA, D. (2010). Cloud services from a consumer perspective. AlS.

Levy, Y., & Ellis, T. J. (2006). A systems approach to conduct an effective literature review in support
of information systems research. Informing Science, 9.

Lin, C., & Wu, C. (2007). Case study of knowledge creation contributed by ISO 9001:
2000. International Journal of Technology Management, 37(1-2), 193-213.

Mell, P., & Grance, T. (2011). The NIST definition of cloud computing.
Mentz, J., Kotzé, P., & van der Merwe, A. (2012). A comparison of practitioner and researcher definitions
of enterprise architecture using an interpretation method. Advances in Enterprise Information Systems 11,

11-26.

Merrill, T., & Kang, T. (2014). Cloud Computing: Is Your Company Weighing Both Benefits &
Risks? Ace Group.

Misra, S. C., & Mondal, A. (2011). Identification of a company’s suitability for the adoption of cloud

computing and modelling its corresponding Return on Investment. Mathematical and Computer
Modelling, 53(3-4), 504-521.

102



Muller, S. D., Holm, S. R., & Sondergaard, J. (2015). Benefits of cloud computing: Literature review in
a maturity model perspective. Communications of the Association for Information Systems, 37, 851-878.

Myers, M. D. (1997). Critical ethnography in information systems. In Information systems and
qualitative research (pp. 276-300). Springer, Boston, MA.

Myers, M. D., & Avison, D. (Eds.). (2002). Qualitative research in information systems: a reader. Sage.
Nicoletti, B. (2014). Mobile banking. In Mobile Banking (pp. 19-79). Palgrave Macmillan, London.
Nowak, P. (2012). Taxation of Financial Institutions in Europe.

Okoli, C., & Pawlowski, S. D. (2004). The Delphi method as a research tool: an example, design
considerations and applications. Information & management, 42(1), 15-29.

Peffers, K., Rothenberger, M., Tuunanen, T., & Vaezi, R. (2012, May). Design science research
evaluation. In International Conference on Design Science Research in Information Systems (pp. 398-
410). Springer, Berlin, Heidelberg.

Powell, C. (2003). The Delphi technique: myths and realities. Journal of advanced nursing, 41(4), 376-
382.

Rimal, B. P., Jukan, A., Katsaros, D., & Goeleven, Y. (2011). Architectural requirements for cloud
computing systems: an enterprise cloud approach. Journal of Grid Computing, 9(1), 3-26.

Ritchie, J., Lewis, J., Nicholls, C. M., & Ormston, R. (Eds.). (2013). Qualitative research practice: A
guide for social science students and researchers. sage.

Rose, S., Spinks, N., & Canhoto, A. I. (2014). Management research: Applying the principles. Routledge.

Rouhani, B. D., Mahrin, M. N., Nikpay, F., & Nikfard, P. (2013, September). A comparison enterprise
architecture implementation methodologies. In 2013 international conference on informatics and
creative multimedia (pp. 1-6). IEEE.

Rowley, J. (2002). Using Case Studies in Research. Management Research News, 25(1), 16-27.
http://www.Bahrain.bh

Schekkerman, J. (2004). How to survive in the jungle of enterprise architecture frameworks: Creating
or choosing an enterprise architecture framework. Trafford Publishing.

Scott, H. S. (2021). The EU’s Digital Operational Resilience Act: Cloud Services & Financial
Companies. Available at SSRN 3904113.

Session, R. (2007). A Comparison of the Top Four Enterprise-Architecture Methodologies. sl:
ObjectWatch. Inc. http://www. objectwatch. Com.

Speed, R. (2011). IT governance and the cloud: principles and practice for governing adoption of cloud
computing. ISACA Journal, 5, 17.

Stake, R. E. (1995). The art of case study research. sage.
Sweeting, P. (2017). Financial enterprise risk management. Cambridge University Press.

Tang, A., Han, J., & Chen, P. (2004, August). A comparative analysis of architecture frameworks. In
11th Asia-Pacific software engineering conference (pp. 640-647). IEEE.

Theuerkorn, F. (2004). Lightweight enterprise architectures. CRC Press.

The Open Group. (2018). The TOGAF® Standard, Version 9.2. Retrieved October 20, 2020, from
https://publications.opengroup.org/standards/togaf/c182.

103



The wuse of Cloud Computing by Financial Institutions. (2020). [online] Awvailable at:
https://www.ebf.eu/wp-content/uploads/2020/06/EBF-Cloud-Banking-Forum_The-use-of-cloud-
computing-by-financial-institutions.pdf.

Urbaczewski, L., & Mrdalj, S. (2006). A comparison of enterprise architecture frameworks. Issues in
information systems, 7(2), 18-23.

Utomo, D. (2014). A framework for cloud adoption from Enterprise Architecture and Business
Perspective. Validation case study: The implementation of cloud-based contact distribution in Philips
Consumer Lifestyle (Master's thesis, University of Twente).

Van Zolingen, S. J., & Klaassen, C. A. (2003). Selection processes in a Delphi study about key
qualifications in senior secondary vocational education. Technological forecasting and social
change, 70(4), 317-340.

Vu, K., Hartley, K., & Kankanhalli, A. (2020). Predictors of cloud computing adoption: A cross-country
study. Telematics and Informatics, 52, 101426.

Wieder, P., Butler, J. M., Theilmann, W., & Yahyapour, R. (Eds.). (2011). Service level agreements for
cloud computing. Springer Science & Business Media.

Williams, P. L., & Webb, C. (1994). The Delphi technique: a methodological discussion. Journal of
advanced nursing, 19(1), 180-186.

Yin, R. K. (2011). Applications of case study research. sage.

Zhang, Q., Cheng, L., & Boutaba, R. (2010). Cloud computing: state-of-the-art and research
challenges. Journal of internet services and applications, 1(1), 7-18.

104



Appendices

Appendix 1- Interview request letter

Date: 06/11/2020

Interview Request

My name 1s Bader Ali Saeed AlSaeed. (ID #: 20170046), an M.Sc. student in the College of
Information technology. University of Bahrain. I am carrying out a study of Development of cloud

computing adoption framework for financial Bahrami enterprise.

My work will mainly be studying your business and IT strategy. functions, services and processes:

and 1dentifying the supportive IT technologies (mainly application systems and mfrastructure).

The final outcome will be the development of an IT cloud adoption framework for financial

nstitutions in Bahrain.

Thus study 1s expected to contribute to our knowledge of what financial practices (higher financial
Institutions) are like in Bahrain. thus aiding the further development of the practice and financial
of Cloud computing and Enterprise Architecture in Bahrain. The mterview and data collection 1s

not expected to take long: 2-3 visits to your firm with 2-3 hours in each visit.

Please be assured that the interview 1s completely anonymous. The information will be treated in

strict confidence and results will only be published in an aggregated form.

Looking forward to approving my request.

Sincerely yours,

Contact: 39331115

Email: badere90@gmail.com

Researcher Supervised by

Bader Ali AlSaeed Dr. Ehab Juma Adwan
College of IT College of IT
University of Bahrain University of Bahrain

Contact: 39282580

Email: eadwan@uob.edu.bh
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Appendix 3 The Interview Questions

Dear Mr.

In regard

Partl

Part2

i

Part3

for a financial enterprise from Enterprise architecture perspective”, I'd highly appreciate your
cooperation in answering the following sections.

26-2-2021 G )

of the case study entitled “development of a cloud computing adoption strategy framework

fCC CLOUD COMPUTING ! Js=ilhy 38 Ja 1
Sellly Aalal) doa) i) Aadll a5 3 OKGYL Ja aas Gl gl IS )

What is your organizational structure? (—dasill J<el)

What are the current strategic objectives of the organization?

Loni) ) Calaa ) a Lefos sall el Zungl i) Calaa¥l o L

What are the future strategic objectives (in regard of cloud computing migration) of the
organization?

€ (ol Al J gl A

What are the units (departments\division) in the organization?

s 5all Lgie 5S35 Al Gl 1oV o L

Who are the employees (job roles) of the units (departments) in the organization?

$hann gall 1A agia 0 SH AN (il ol an ) 52) (il gall pa (4

What are the services (end service) that each department offers?

s all il 1) (e b ylal S Lo 3 cilaadll L

What are the functions that each department offer?

asns pall 11 (a5 plal JS Ly sl Cailla ) a4

What are the processes in each department?

S 3all 1) e 5 lal JST alall Cailla gl (pe Rl s IS8 sall Vbl Jaad) <l i 4 U

What are the strategic IT objectives?
1T Al L) i) Calaa¥) o
What are the future IT strategic objectives (in regard of cloud computing migration) of the
organization?
IT SN B alha Ml Al
What are the used applications including: brief description of each one, and which
department/s is using this application?

What is the applications portfolio w.r.t. B-Units?
What is the applications portfolio w.r.t. B- A/Roles?
What is the applications portfolio w.r.t. B-Functions?
What is the applications portfolio w.r.t. B-Services?
What is the applications portfolio w.r.t. B-Processes?

What are the available Technology (infrastructure resources) used in the organization?
an U Cran I A aeafins 5ally Llls B\aniional) Jail) alas ) A8La) aliall 58
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Appendix 51 Template of Bu., ISA, Tec. collection

Se .
c# Topic Content
A. Organizational Strategic Objectives
BSO_ID BSO_Description ITSO_ID ITSO_Description
B. Organizational Structure and Units
U ID | U_Name U_Parent U_Description AR_ID AR
C. Business Functions
U ID F ID F_Name F_Description F_Classification BSO_ID
D. Functional Decomposition
U_ID | Business Sub- Function Business Sub- Function Sub- Function Description
Temp ID Name
1| late
() | E. Business Services
S ID S_Name S_Description F ID
F. Business Processes
P_ID |P_Na P_Descrip | P_.CI | P_I/ | Supplier Process Outputs Consumer
me tion ass P of Input of Output
G. Business Function to Business Process Matrix
ul F_ID Contract P_ID
D
Al Baseline Applications
A ID A Name A Version | A_Description A Vendor
B1. Application Portfolio Summary
Temp - Business
AID | UID F ID A_Nam A_Description A_Status
2 | late - - - —ame —OESCrIpHo Owner St
(1)
C1. Application Portfolio Details
FID| PID | AID Functional Component Primary Users A Type
Temp IT Infrastructure
3 late Tech | Tech Na | Tech Desc | Tech V | Tech | Tech. S | Tech SN | A ID | A Name
(1 _ID me ription endor | Origin ID ame
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Appendix 67 The SLR Literature articles
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1 |Factors Influencing an Organisation's Intention to Adopt Cloud Computing in Saudi Arabia Alkhater, N., Wills, G., & Walt¢ 2014 | x KSA
2 |Factors influence the adoption of cloud computing: A comprehensive review Hashim, H. S., Hassan, Z. B., & 2015 | x International Journal of Eduf x | x | x X
3 |Strategies for Cloud Services Adoption in Saudi Arabia Mahmoud, W. H. A, 2019 X | x X DOl X | x KSA
4 |EMPIRICAL STUDIES ON CLOUD COMPUTING ADOPTION: A SYSTEMATIC LITERATURE REVIEW Saleh, A, Drus, S. M., & Sharif| 2017
5 |An Integrated Theoretical Framework for Cloud Computing Adoption by Small and Medium-Sized Enterprises Saedi, A. and lahad, N.A. 2013 X PACIS X | X X | MALYSIA
6 |Enterprise architecture: creating value by informed governance. Op't Land, M., Proper, E., Wag 2008 Springer Science & Busi XXX
7 |Cloudrise: exploring cloud computing adoption and governance with the TOE framework Borgman, H.P., Bahli, B., Heie 2013 X Hawaii intern|IEEE \ X \ X TOE
8 |Modeling enterprise architecture with TOGAF: A practical guide using UML and BPMN Desfray, P. and Raymond, G | 2014 Morgan Kaufmann X|X|X
9 |Cloud Computing Adoption by firms Espadanal, M. and Oliveira | 2012 X MCIS X | X X X DOI TOE
10 |Understanding the determinants of cloud computing adoption Low, C., Chen, Y.and Wy, M. | 2011 | X Industrial ma{Emerald Grou| X | X TOE TIWAN AND CHIN
11 |An adaptive enterprise architecture framework and implementation: Towards global enterprises in the era of cloud/mobile IT/digital IT Masuda, Y., Shirasaka, S., Yam 2019 | x International |IGI Global x| X X | X X
12 |Migrating Applications to Clouds with BPM and TOGAF Framework Lin, J. X | X X
13 |Newer approach to create flexible business architecture of modern enterprise Gromoff, A, Kazantsev, N., Ko| 2012 | x Global Journal of Flexible Sy| x X X
14 |Enterprise Architecture Planning Information System Based On Cloud Computing Using Togaf Kwek, D., Maulana, D., Kabury 2019 | x INTERNATIONAL JOURNAL( x | x X | x X | x
15 |Enterprise architecture for cloud-based ERP system development Gunawan, A.l. and Surendro, § 2014 X International |IEEE X X ERP
16 |A Design Of Government Enterprise Architecture Framework Based On G-Cloud Services Rakhman, R.A., Anggraini, N., | 2019 | x INTERNATIONresearchgate | x | x X | x indonesia
17 |Business Cloudification-An Enterprise Architecture Perspective Noran, 0. and Bernus, P 2017 X Noran, 0. angresearchgate | x | x X X
18 |Enterprise application architecture development based on DoDAF and TOGAF Tao, Z.G., Luo, Y.F.,, Chen, CX.] 2017 | x Enterprise Inf X | x DODAF SOA X
19 |Agile enterprise architecture: a case of a cloud technology-enabled government enterprise transformation Gill, A.Q., Smith, S., Beydoun, { 2014 X Pacific Asia Conference on It x | x X Australia
20 |Integrating mobile IT/cloud into enterprise architecture: a comparative analysis Masuda, Y., Shirasaka, S. and | 2016 X Pacific Asia C{Association Fg x | x X | x SOA
21 |Information System Architecture Designing of Automatic Transformation from Cloud-based E-Portfolio to E-Assessment Using Integration of TOGAF | Wanotayapitak, S. and Wanna 2018 | x Science and Technology RM| x X | x X X
22 |Cloud Computing Adoption Strategic Planning Using ROCCA and TOGAF 9.2: A Study in Government Agency Anggraini, N. and Legowo, N. | 2019 X The Fifth Info|Procedia Com| x | x X | x X
23 |Design and implementation of government cloud computing requirements: TOGAF Alghamdi, B., Potter, L.E. and | 2017 X International |IEEE X | x X | x GOVERMANT X | Saudi Arabia
24 |Tailoring TOGAF Architectural Development Method to Cloud Adoption Strategy Utomo, D. and Wijaya, M. 2020 X International |IEEE X X | x [ x|x
25 |Designing enterprise architecture framework for non-cloud to cloud migration using TOGAF, CCRM, and CRMM Santikarama, |. and Arman, A.{ 2016 X International | IEEE X | x X | x CCRM
26 |A study of Adopting Cloud Computing from Enterprise Perspective using Delone and Bassam Al-Shargabi, Omar Salj 2016 | x International |IJCSIS X | X X X jordan
27 |Financial institutions r Saunders, A, 2014 Macmillan Press X
28 |Fundamentals of financial manag Brigham, E.F. and Houston, J.§ 2021 Cengage Learning X
29 |Cloud computing in financial services Nicoletti, B 2013 Springer X | X X
30 |Cloud Computing Adoption Chall in the Banking Industry Singh, M., Tanwar, K.S. and Sr{ 2018 X Computing arIEEE X | X X TOE X india
31 |Perspectives Of The Cloud Computing For Financial Institutions LUCOVIC, Damir 2015 | x University of | x X
32 |Role of information communication technology (ICT) in Nepalese banking industry Sapkota, N., Paudel, N., Subed 2018 | x Global Society American Sci X
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